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Abstract

The use of mobile-fog-server applications in recent times has
resulted in the generation of a huge amounts of data encompassing diverse
data formats, including images, documents, multimedia, and other file types.
It is a challenge to manage and control the volume of data utilized in fog
computing. Additionally, fog-server computing has network performance
Issues such as latency, resource allocation, and fitness. In order to address
these issues, a developed fog-server computing resource allocation approach
has been employed based on meta-heuristics algorithms, which integrated
Single Node/Multiple fog computing with hybrid resource allocation

algorithm to simulate and evaluate network performance in mobile network.

The proposed system is applied in fog node with three scenarios
as. The first is the using of Particle Swarm Optimization (PSO) algorithm to
enhance the effectiveness, better search speed, and improve Cost efficiency
for mobile devices. The second is the Harris Hawks Optimization (HHO)
algorithm to maintain the quality of the data collected in mobile network.
The third is hybrid resource allocation algorithm based on integrated two
optimization methods represented by HHO and PSO to build a value Better
Fitness Resource Allocation (BFRA). The output was produced by both
optimizers, taking into consideration their respective characteristics, drawing
on simulation outcomes and a comparative analysis of Hybrid resource
allocation conventional and related methodologies, as well as PSO and HHO
algorithms, the proposed hybrid multiple system is better with average
makespan is 78.734 seconds, and average speed for process completion in
servers is 322.7477 KB/ seconds. The average processing time of hybrid

distributed in seconds is enhanced to 44% compared with related works.
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Chapter One General Introduction

1.1 Overview

Networks facilitate cost savings and revenue generation for
individuals and corporations on a global scale. Rather than maintaining
multiple copies of data across various locations within the organization and
ensuring their consistent updates. An organization that employs a network
infrastructure has the ability to maintain a singular, Single Node version of

its data, which can be accessed and utilized by multiple users [1].

The network primarily consists of hardware components,
including hubs, switches, computers, fog computing devices, servers,
routers, and other infrastructure devices. These devices have a significant
function in the transmission of data between locations through various

technologies, including wired and wireless means [2].

Fog computing is an emerging Multiple computing model that
provides end-users with storage, communication, and computationally
services in close proximity. Fog computing is a novel paradigm that was first
proposed by CISCO, which serves as an extension of cloud computing. It
aims to cater to the increasing requirements of internet users [3]. It achieves
this by processing data in close proximity to mobile network devices, rather
than transmitting the data to the cloud [4]. The primary aim of resource
allocation in fog computing is to assign optimal resources to tasks generated
by edge devices, thereby ensuring the fulfillment of quality of service (QoS)
requirements [5].

The categorization of resource allocation strategies is typically
comprised of five primary classifications [6]. The aforementioned

functionalities encompass application placement, scheduling of resource

1
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deployment, resource allocation loading, and load balancing. The literature
has identified several key performance metrics, including CPU utilization,
response time, throughput, power consumption, latency, data traffic, service

migration ratio, and number of active nodes [7].

The fog computing framework is composed of three layers,

specifically the cloud, fog, and device layers, as illustrated in Figure 1.1 [8] :

1- The cloud layer is composed of a variety of servers, various types of
servers, including cloud servers, application servers, and data servers,
are commonly utilized alongside data centers and operation centers [9].

2- The fog computing it is comprised a variety of network equipment,
including switches, routers, base stations, and gates, that possess
computational capabilities [10].

3- The device layer encompasses a variety of portable electronic devices
that are commonly utilized by individuals. It is used to collect data and

transmit it to the highest level, specifically the fog layer [11].

Cloud
Layer

Cloud
Server

\ppllculmn

0ii5!a.\)j’; aaaieeee
“m res ::MMQ—AHCCCC

Figure 1.1: Three layers of Mobile fog computing ( Cloud, Fog, and Device)[12].
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1.2 Problem Statement

The problems statement of the thesis are:

1. The Mobile devices generation massive amount of data that affects
connection bandwidth in application such as health care, military
surveillance, smart homes, and many more.

2. Low latency, and low execution time is a critical requirement for real
time applications.

3. Increasing demand and requirements for enhancing the performance, fog
computing scenario requires increased output, less latency, greater

network performance etc.
1.3 Related Work

This section reviews the most relevant Fog-based resource

allocation techniques for mobile networks:

The utilization of a genetic algorithm (GA) was proposed by Li et
al., specifically to facilitate job planning and heterogeneous distribution of
resources across multiple devices within wireless Internet of Things (loT)
networks. The decision-making process for offloading data to Fog Nodes
(FNs) is a crucial aspect that must be considered by Massive 10T devices.
Non-orthogonal Multiple Access (NOMA) is utilized in 10T networks to
facilitate numerous device connections and expedite high-volume data
transmission while operating within constraints of low latency and limited
bandwidth. According to the simulations conducted, it has been determined
that the proposed system exhibits favorable characteristics in terms of

throughput, latency, outage likelihood, and power consumption [13].
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A heuristic technique for effective issue formulation was
suggested by Lee et al. to distribute limited fog resources to car applications
using parked automobiles to reduce service delay. The reinforcement
learning (RL) based Vehicle Fog Computing (VFC) resource allocation
algorithm uses RL and the proximal policy optimization (PPO) algorithm to
continuously learn the dynamic vehicle environment and adjust allocation
decision resources. The Vehicle Fog Computing (VFC) resource allocation
technique achieves greater service satisfaction than standard algorithms in

simulations [14].

A minimal latency dump choice approach using latency-based
genetic simulation was described by Wang et al. Due to the fast increase of
sensors, computing may be offloaded to reduce network strain and deliver
low-latency services. Numerical findings show that our suggested method
outperforms competing schemes in completion time, energy consumption,

and convergence speed and quality [15].

Hybrid Gradient Descent Spider Monkey Optimization
(HGDSMO) algorithm was proposed by Seethalakshmi et al. to efficient
resource scheduling. The proposed HGDSMO algorithm uses the Gradient
Descent and foraging and social behavior of the spider monkey optimization
algorithm involved in the objective of effective resource allocation. The
simulation results of the proposed HGDSMO algorithm confirmed to be
potent in throughput, load balancing and makespan compared to the baseline
hybrid meta-heuristic resource allocation algorithms used for investigation
[16].
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An energy-aware metaheuristic algorithm was proposed by Abdel-
Basset et al. based on a Harris Hawks optimization algorithm and a local
search strategy (HHOLS) for Task Scheduling Fog computing (TSFC) to
improve the QoSs provided to the users in Industrial Internet of Things
(I1oT) applications. For further improvements, a local search strategy is
integrated with HHOLS. They compare HHOLS with other metaheuristics
using various performance metrics, such as energy consumption, makespan,
cost and flow time. The proposed algorithm gives superior results in

comparison with other algorithms [17].

To decrease delay, processing time, and Service Level Agreement
(SLA) approaches, Naha et al. suggested a multi-criteria resource allocation
approach with resource reserve. This approach considers fog computing
aspects such device heterogeneity, resource restrictions, mobility, and
changing user requirements. They employed numerous goal functions to
discover resources for fog-related time-sensitive jobs. The used strategy
reduces latency by 51%, according to empirical evidence. For fog-based
time-sensitive applications, the suggested technique lowers processing time
and SLA approaches [18].

An extended particle swarm optimization (EPSO) algorithm was
develop by Potu et al. with an extra gradient method to optimize the task
scheduling problem in cloud-fog environments. They conducted extensive
experiments on the iFogSim simulator in terms of makespan and total cost.
They compared the performance of the proposed EPSO method with that of
other traditional techniques, such as ideal PSO and modified PSO; the
results demonstrated that EPSO achieved a makespan of 342.53 s. Thus, it
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can be concluded that the performance of the proposed method is

comparable to that of other approaches [19].

The Chaotic Gray Wolf Optimization (CGWOQO) algorithm
introduced by Brahmi et al. which is a meta-heuristic and evolutionary
algorithm, as a potential solution for addressing the resource allocation
problem. The study also includes a comparative analysis between the
proposed approach and other descriptive algorithms, namely PSO and GWO
for resource allocation. The simulation outcomes demonstrate the efficacy of
the proposed resource allocation mechanism. The resource allocation system
based on CGWO demonstrates superior total productivity compared to
schemes based on PSO and GWO [20].

An improved initialization of particle swarm optimization (PSO)
using heuristic algorithms was proposed by Alsaidy et al. with Longest job
to fastest processor (LJFP) and minimum completion time (MCT)
algorithms are used to initialize the PSO. The performance of the proposed
LJFP-PSO and MCT-PSO algorithms are evaluated in minimizing the
makespan, total execution time, degree of imbalance, and total energy
consumption metrics. Simulation results revealed the effectiveness and
superiority of the proposed LJFP-PSO and MCT-PSO compared to the

conventional PSO and comparative algorithms [21].

Table 1.1 shows different researchers' goals and their primary

methodologies of fog computing resource allocating approaches.
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Table 1.1: The literature survey summary.

Ref, Year Methods Aims Results

[13], 2019 NOMA To tackle the challenge of | The results showed that the average
scheduling tasks and | delay is 0.5, execution time is 15
distributing diverse resources | seconds
among multiple devices in
wireless 10T networks.

[14], 2020 | Heuristic algorithm, To allocate limited fog|VFC resource allocation method
Proximal Policy resources to vehicle | improves service satisfaction.
Optimization (PPO) applications
algorithm

[15],2020 | Minimal latency dump | Improving the dump decision | Completion time is 1.4 seconds, and
decision algorithm to get the optimum dump | total energyis 2 J.

decision with the least latency.

[16],2020 | Hybrid Gradient Efficient resource scheduling. | Makespan of the HGDSMO resource
Descent Spider Monkey allocation algorithm is estimated to be
Optimization excellent by 4.82%, 5.78% and 6.94%,
(HGDSMO) remarkable to the compared HGDCSO,

IHS-CSO and MGWO schemes
[17],2020 | HHOLS Energy-aware  metaheuristic | Average of CPU time is 8.7 seconds of
algorithm  for  industrial- | HHOLS, and makespan is 80 seconds.
Internet-of-Things task
scheduling problems

[18],2021 multi-criteria resource | decrease delays, processing | The approach they used reduces latency
reservation policy time, and SLA breaches by 51%, according to empirical

evidence.

[19], 2021 Extended particle Optimize the task scheduling | Achieved a makespan of 342.53 s.

swarm optimization
(EPSO)

problem in cloud-fog

environments.

Thus,
performance of the proposed method is

it can be concluded that the
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comparable to that of other approaches.

[20],2021 Meta-heuristic Fix V2X resource allocation. PSO-based resource allocation. With c1
evolutionary algorithm = 0.75 and c2 = 0.75, the scheme
CGWO reaches the best objective value of
throughput.
[21],2022 | PSO, LJFP and MCT | Minimizing the makespan, | Total execution time performance

algorithms

total execution time, degree of
imbalance, and total energy

consumption metrics

showed the PSO is 931.1, SJFP-PSO is
966.4, LJFP-PSO is 959.9 and MCT-
PSO is 972.3. Makespan performance
as PSO is 20.7, SJFP-PSO is 21.8,
LJFP-PSO is 22.8 and MCT-PSO is
17.6.

1.4 Aim of Thesis

The main of this thesis is the

implementation of a resource

allocation approach in fog-server computing environment. This aim can be

achieved through the following objectives:-

1. Proposing a

hybrid resource allocation approach based on

metaheuristic represented by PSO and HHO algorithm for good

resource utilization and improve network performance by decreasing

the channel usage, processing time, computational time and fitness

value.

2. Implementing and simulating the proposed approach with single and

multiple fog nodes.

3. Evaluating the proposed approach in terms of channel usage,

processing time, computational time, execution cost, fitness value,

lost packets, and requests speed for file uploading.

8
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1.5 Thesis Outline

The thesis is divided into four chapters in addition to chapter one :

Chapter Two: It showed the architecture of Fog Computing, Load
Balancing Techniques, Meta-heuristics algorithm for resource allocation as
HHO and PSO algorithm, Resource Allocation Evaluation Metrics, and
common simulation tools for resource allocation in Fog computing

environments.

Chapter Three: It presents the used system and illustrates the working steps
of the system as the used architecture for designing and implementing the

proposed method.

Chapter Four: It shows the results of the suggested algorithm with the result

explanations.

Chapter Five: The document outlines the primary findings of the study and

proposes potential avenues for future research.
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Chapter Two Theoretical Background

2.1 Introduction

This chapter explained the Fog Computing concept, The architecture of
Fog Computing, Resource Management approaches in Fog environment, Resource
Allocation in Fog computing, Methuristics algorithm for resource allocation,
Harris Hawks Optimization (HHO) algorithm, Particle Swarm Optimization

(PSO), and common resource allocation evaluation metrics.
2.2 Fog Computing

Fog computing is a distributed model that extends beyond the cloud and
provides computing and networking functionalities to the edge of the network, in
close proximity to end-users and Internet of Things (loT) devices [26]. This is
achievable by leveraging extensively Multiple fog nodes.Cloud-centric
architectures involve the transmission of a considerable amount of data to cloud
servers for processing, analysis, and storage. The present transmission has the
potential to adversely affect various aspects such as latency, mobility, and
reliability [27].

The advent of location-aware and delayed-sensitive applications has
presented obstacles for cloud computing platforms to meet the rigorous latency
requirements of these applications [28]. The close proximity of the fog layer to 10T
devices presents the possibility of substantially decreasing latency and
accommodating the needs of applications that demand extremely low latency [29].
Fog computing is recognized for its ability to facilitate communication with the
cloud and offer assistance, resulting in the development of novel types of
applications and services. In modern fog computing environments, it is imperative
for end-users to have access to applications that provide rapid response times to

ensure smooth accessibility and optimal performance[30].
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An effective approach to enhancing QoS metrics within a fog network is
through the implementation of a proficient load balancing strategy, given the
significant role that load balancing plays in this context. Due to their
heterogeneous and dynamic nature, fog networks require load balancing
mechanisms to distribute incoming loads among available fog nodes or cloud
resources [31]. This approach helps prevent overloading or underloading of fog
nodes. This mechanism has the potential to optimize throughput, performance, and
resource utilization, while simultaneously minimizing response time, cost, and
energy consumption. The diagram depicted in Figure 2.1 the interrelationships that

exist between fog computing and Internet of Things (10T) applications [32].

Figure 2.1: System model for Fog Computing and IoT [32].
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To differentiate fog computing from different computing requirements, it
Is imperative that an 10T client or smart end-device exhibit specific characteristics,

although not all of them are necessary when utilizing a fog computing service [33].

- Fog computing provides a low latency solution by taking into account the
contextual location awareness of fog nodes. This awareness includes the
consideration of the latency costs associated with communication between
nodes, as well as their logical location within the overall system context.
Low latency is a crucial requirement for applications in fog computing,
which facilitates and directs resource-rich services at the network edge [34].
The processing and reaction time of data generated by fog nodes is notably
faster in comparison to that of a Single Node data center or cloud service,
primarily due to their close proximity to the intelligent user devices [35].

- The geographical distribution aspect of fog computing is characterized by
the provision of services to Multiple deployments that are identifiable by
their geographic location, as opposed to a more Single Node [36].

- Heterogeneity is addressed by fog computing, which supports the gathering
and processing of a wide range of data from components acquired through
diverse network communication capabilities [37].

- The integration of services across domains and the ability of fog computing
components to interoperate are crucial for supporting certain services, as
they require the collaboration of multiple providers [38].

- Real-time interactions are utilized in fog computing applications, as opposed
to batch processing [39].

- Fog computing exhibits inherent adaptability in various aspects such as
cluster or cluster-of-clusters, network conditions, data-load fluctuations,

resource pooling, and elastic compute support, among others. This

12
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adaptability enables agility and scalability of federated fog-node clusters
[40].

- The Fog system is primarily situated within wireless 10T access networks,
where wireless access is prevalent. Despite the fact that fog computing is
employed in wired settings, a considerable quantity of wireless Internet of
Things (10T) sensors necessitate dispersed computation and analysis [41].

- The provision of mobility support entails the implementation of mobility
techniques such as the locator/ID separation protocol. This technique
facilitates the separation of the host's identity from its location identity. To
achieve this, a Multiple directory system is required, which is essential for
various applications in fog computing that enable direct communication with
mobile devices [42].

2.2.1 The architecture of Fog Computing

A heterogeneous range of architectural designs has been suggested for
fog computing, predominantly originating from a three-part composition. The fog
architecture is characterized by a hierarchical structure consisting of three layers
[43].

- The cloud layer in computing : it is comprised of a variety of storage devices
and high-performance servers, which facilitate the creation of multiple
application services [44].

- The fog layer : it is situated at the periphery of the network and comprises
several fog nodes, such as access points, routers, switches, and gateways.
The data is Multiple across both cloud and endpoint devices. End devices
can establish connections with fog nodes to access services. These devices
possess the ability to perform computations, store information, and transmit

data that has been sensed and received. Fog computing can facilitate the

13



Chapter Two Theoretical Background

execution of latency-sensitive applications and enable real-time analysis
within its layer [44].

- User device layer : it is situated in immediate proximity to both the physical
environment and the end-user. It can represent by IoT devices, including
sensors, mobile phones, smart vehicles, cards, and readers. Despite
possessing computing capabilities, cellphones and smart vehicles are
primarily utilized as smart sensing devices. In this architectural framework,
various end devices or intelligent objects are linked to fog nodes through
wired or wireless connectivity technologies, including 3G, 4G, wireless
LAN, ZigBee, Bluetooth, and Wi-Fi. Wireless and wired communication
technologies are utilized to facilitate the interconnection and

intercommunication among fog nodes [45]. Figure 2.2 shows Fog

Cloud %

Fog Fog Fog Layer
Senices Senices

Private Server/
Cloud
N

architecture.

Figure 2.2 : Fog computing architecture[45].
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2.2.2 Benefits of Fog Computing

The main benefits of the fog computing is summarized as the following :

1. Reduced Latency

Latency emerged as a primary concern for enterprises utilizing cloud
computing. In cases where the duration for data transmission to reach the recipient
Is prolonged, it has the potential to not only diminish customer satisfaction levels

but also pose a risk to human life [46].

2. Enhanced Security

Fog computing is an infrastructure for computing that is distributed
Node, whereby servers are Multiple across strategically determined locations. The
intricacy of these systems may present difficulties in terms of unauthorized access

and interference [47].

3. Improved Customer Experience

The primary objective of any enterprise is to offer exceptional services to
its clientele. Fog computing enables minimal latency in data transmissions, thereby

facilitating prompt response and assistance for all customer requests [48].

4. Scalability

A primary obstacle faced by smart cities pertains to the analysis and
computation of voluminous data generated incessantly by myriad sensors
embedded across the urban landscape. Therefore, the implementation of fog
computing can be facilitated by the conducive environment provided by smart
cities. Fog nodes are designed to perform localized data processing, thereby

obviating the need to transmit all data to cloud servers [49].
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2.2.3 Fog Computing Issues

Fog computing is a Multiple computing paradigm that enables fog nodes
to process and offload tasks requested by loT-enabled devices in an loT-based
system. Notwithstanding the potential advantages, the attainment of said benefit
remains a formidable task in systems characterized by a high volume of requests,

which consequently give rise to protracted task queues within the fog nodes [50]:

A. The environment of fog computing is characterized by complexity and
dynamic variability. The fog computing devices, such as gateways, hubs,
and switches, exhibit heterogeneity in their computational, storage, and
communication capabilities [51].

Figure 2.3 depicts a common challenge encountered in fog computing
environments, wherein a fog node (F2) is incapable of processing the complete
input data of a service request (A) owing to resource constraints. In the interim,
delegating the aforementioned task to the neighboring fog nodes F1 and F3 could
potentially result in significant delays, as the queues of said fog nodes are currently

burdened with substantial workloads [51].

B. The elevated frequency of requests has the potential to extend the task
queues within the potent fog nodes. This is due to the limited resources of
the fog nodes in terms of computational capability and storage, which may

render them incapable of processing the entire input data of the service [52].

16



Chapter Two Theoretical Background

Cloud Layer

5 S Forward to Cloud

Servers Task queue of cloud server
NO
Se'r\_nce. YES
provisioning
p N in fog? 3
( ‘ g
S
i _T+11 | T z
L
: = o
| %5 g
=
! | s g Resource =
. 2 . 25 Sharing 3
: . < X
\ AN - ) g5
- = = Z i
2
%]
. - . - “
Service A Service B Service C loT Service
loT Layer Requests
y e @ 4 St
“ e U2 o ®
~ \ s ”
. ‘ ‘\\‘ loT Node/ End
2 Device

Figure 2.3: loT-fog-cloud systems of fog environment heterogeneity and imbalanced
workload[52].

C. Mobility alters fog computing resources. In many actual applications, drones
and vehicles cause a dynamic shift in fog computing resources. Fog devices
departing and joining fog computing systems also caused this shift. To
handle this, resource allocation systems must be flexible and adaptable [52].

D. Due to different jobs, resource needs also fluctuate dynamically.
Application, timing, and environment affect resource demand. Resource
sharing, task scheduling, and task offloading are the three main fog
computing resource allocation concerns. Resource sharing involves fog
machines pooling resources to meet computing demands. The fog computing

system is a pool of storage, CPU, and GPU resources, thus nodes must
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cooperate to complete computational tasks. To enable resource sharing, fog
computing domains need fog-to-fog collaboration protocols [52].
2.2.4 Fog-computing in loT-Mobile network applications
Open fog computing supports 1OT innovation. Fogs secure Multiple
architecture by connecting cloud and device. Fog computing on Flying Ad-hoc
Networks (FANETS) allows data storage, transmission, and computation services
and applications. Fog computing can provide FANET mobile nodes with local

connections and low latency [53].

Online gaming, augmented reality, and virtual reality, which need high
bandwidth, low reaction time, and computer capacity, have evolved in the previous
decade. Such a system uses remote cloud services to handle data, which causes
delay [54].

2.2.5 Resource Management approaches in Fog-1oT Environment

The quality of life of individuals has been enhanced in recent times
through the utilization of 10T applications such as smart homes, self-driving cars,
smart agriculture, and smart healthcare. The proliferation of 10T applications has
led to a corresponding rise in the number of 10T devices, including sensors, smart
CCTV cameras, smart gadgets, and other intelligent devices. The technology under
consideration facilitates the ability to determine location, provides support for user
mobility, enables real-time interactions, offers low latency, high scalability, and
ensures interoperability, which are not feasible with cloud-based systems. The
proliferation of Internet of Things (loT) applications and the scarcity of resources
in fog/edge computing environments have rendered effective resource management

a critical concern [55].
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2.3 Resource Allocation in Fog computing

Resource allocation in fog computing varies from the traditional to
Multiple computing environment due to the presence of various QoS metrics such
as CPU memory, speed, and stability. In dealing with resource allocation, multiple
requests will be in the queue, waiting to be served at various stages[56].

Resource allocation is a step in the resource management process, which
comprises several other steps in addition to allocation such as estimating,
discovering and monitoring[57]. Resource management is relevant in several areas
of research because it aims at the optimized use of available resources. This
process is composed of steps that together intend to use a reasonable amount of
computational resources and also to do it in an easy and efficient way [58]. The
resource management process is widely discussed in fog computing since
computational resources are often limited and must be well used [59], unlike cloud
computing that gives the perception of having infinite resources, in the point of
view of a single user [60].

One of the main requirements in managing computing resources is the
ability to estimate how many resources will be needed to perform a task. Thus,
given the restriction of computational capabilities of fog nodes, the estimation
process plays a fundamental role in the allocation and optimal use of resources in
fog computing [61].

2.4 Methuristics Algorithm for resource allocation

A metaheuristic is a high-level problem-independent algorithmic
framework that provides a set of guidelines or strategies to develop heuristic
optimization algorithm. It is used to find, a good solution to an optimization

problem that is complex and difficult to solve to optimality [62].
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A metaheuristic algorithm refers to a search methodology that is
specifically developed to obtain a favorable solution for an optimization problem
that is intricate and challenging to achieve optimal results. In the context of limited
resources, such as computational power and time, it is crucial to identify a solution
that is nearly optimal despite the presence of imperfect or incomplete information
in the real world. The field of metaheuristic optimization pertains to the resolution
of optimization problems through the utilization of metaheuristic algorithms.
Numerous optimization algorithms exist and can be categorized in various
manners. Based on their focus and characteristics, these algorithms can be
classified as either local or global search algorithms. Furthermore, it is noteworthy
that all metaheuristic algorithms employ a specific balance between randomization

and local search [62].

The categorization of meta-heuristic methodologies can be demarcated
into five discrete groups, which are derived from various sources of inspiration
[63].

A- Bio-inspired involves the use of external stimuli to enhance biological
processes.

B- Nature-inspired approaches draw inspiration from natural systems and
processes to solve complex problems.

C- Physics-based methods utilize principles and theories from the field of
physics to develop innovative solutions.

D- Evolutionary techniques involve the application of principles from
evolutionary biology to optimize.

E- Swarm based algorithms it is a part of inspired by nature it used to solving

tricky problems. Figure 2.4 provides an illustration of the taxonomy of
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several meta-heuristic optimization methods with the proposed Harris

Hawks Optimization (HHO) added within nature inspired algorithm[63].

Meta-heuristic

Optimization Algorithms

| , | , | | 1
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Figure 2.4: Taxonomy of meta-heuristic optimization algorithms[63].
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The used meta-heuristic optimization algorithms are :
2.4.1 Harris Hawks Optimization (HHO) algorithm

The HHO algorithm exhibits similarities to other metaheuristic
algorithms. The utilization of HHO exhibits a multitude of advantages, while its
drawbacks are relatively limited in number. The advantages of HHO can be

enumerated as follows [63]:

- The convergence speed is commendable.

- The neighborhood search feature exhibits a high degree of efficacy.

- There exists a favorable equilibrium between the act of exploring and
exploiting.
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This approach exhibits versatility in addressing a wide range of issues
and is characterized by its straightforward implementation[63]. The attributes of
adaptability, scalability, flexibility, and robustness are noteworthy in various
contexts [63].

Usability pertains to the extent to which users are able to effectively
utilize. HHO for the purpose of addressing optimization scenarios. The
aforementioned criterion was subsequently partitioned into three distinct sub
criteria [64]:

The term "ease of use" pertains to the level of simplicity involved in the
implementation and execution of HHO. As demonstrated in Algorithm 1, the HHO
methodology's logic is straightforward and does not necessitate substantial
computational effort for each iteration. Moreover, the computational procedures
involved in HHO require minimal effort to comprehend and can be readily

implemented by a majority of interested users in practical applications[65].

The utility of HHO is evidenced by its capacity to improve optimization
solutions. The study utilized to demonstrate the application of HHO in 12 distinct
domains. The aforementioned domains encompass enhanced HHO, the
manufacturing industry, environmental quality, solar photovoltaic, power systems,
various engineering fields, data mining and processing, image thresholding,
networking and Multiple systems, software engineering, drug design and
discovery, and the classification of mammogram images. These domains were
categorized under three main fields of study, namely engineering, computer
science, and medicine and public health, and were associated with various

optimization problems. Also, it demonstrated a unanimous agreement among the
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studies regarding the efficacy and utility of the HHO algorithm in addressing

optimization problems [66].

Flexibility refers to the capacity of HHO to undergo enhancements such
as modification, hybridization, multiobjective optimization, binarization, and

chaotic optimization, among others [67].

One of the drawbacks associated with HHO, similar to other algorithms,
Is its susceptibility to becoming trapped in local optima. Additionally, there is a

lack of a formalized convergence analysis framework for this method [67].

One potential issue is that when dealing with complex problems, the
population of the HHO may become trapped in local optima. In such cases, it may
be necessary to implement appropriate modifications to enhance the algorithm's

exploration capabilities [68].

As previously stated, the HHO functions based on the server hunting
techniqgue employed by Harris Hawks. The HHO algorithm conventionally
executes both exploration and exploitation phases to address potential scenarios
that may arise during the hunting process. The HHO algorithm designates the
candidate solutions as hawks, while the optimal solution or server is regarded as
the prey [68].

Typically, the HHO performs the exploration and exploitation steps
regarding the situations which may happen during the hunting. In the HHO
algorithm, the candidate solutions are considered hawks, and the server is the best
solution. The exploitation and exploration steps in the HHO algorithm are
controlled by the E or energy factor, computed by Equation (2.1). In each iteration,
the exploration will be performed when |E|< 1; otherwise, the exploitation should

be conducted. In the exploration step, the hawks move to the randomly selected
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locations and wait to detect the prey. At first, an equal chance, indicated by q, is
considered for each perching strategy [68]:
_ Xrand(t) — rl|Xrand(t) — 2r2X(t)|g=0.5
x(H_])_{ (Xrabbit(t) —Xm(t)) —r3(LE + r4{UB — LB)) q-::[}l.i} (2.1)
In which the hawk’s current position is X(t), the hawk’s next position is
X(t+1), and the server’s position is Xrabbit(t) or Xserver(t). Also, g and rl to r4 are

random numbers between (0,1). Also, Xrand(t) is a random hawk, UB and LB are

considered as upper and lower bounds, and Xm is the hawks’ average position[68].
2.4.2 Particle Swarm Optimization (PSO)

The PSO method is a type of evolutionary computation technique was
derived from the collective behavior of bird flocks. The algorithm employs
multiple particles, also known as candidate solutions, that traverse the search space
in search of the optimal solution. In the interim, the individuals direct their
attention towards the optimal particle, also referred to as the best solution, within
their respective trajectories. Stated differently, particles take into account both their

individual optimal solutions and the optimal solution discovered thus far [69].

In Particle Swarm Optimization (PSO), individual particles are required
to take into account several factors, including their present position, current
velocity, proximity to pbest, and proximity to gbest, to effectively adjust their
position. The Particle Swarm Optimization (PSO) algorithm commences by
initializing a set of particles (solutions) randomly, followed by iteratively updating
generations to search for optima. During each iteration, every particle is updated
by considering two optimal values. The initial option, namely fitness, has thus far
proven to be the most optimal resolution. The value pertaining to fitness is also

retained. The aforementioned quantity is commonly referred to as "pbest” in
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academic literature. The particle swarm optimizer monitors a significant metric,
namely the optimal value achieved by any particle within the population, which is
regarded as the "best" value. The term "gbest" refers to the globally recognized
best value [70].

PSO algorithm exhibits certain limitations, such as a tendency to
converge to local optima in high-dimensional spaces and a relatively slow
convergence rate during the iterative process. The utilization of PSO for addressing
intricate and multi-dimensional problems is acknowledged due to its computational

complexity [70].

The primary benefits of the Particle Swarm Optimization (PSO)
algorithm are a reduced need for parameter tuning and the potential for suboptimal
solutions. The constraint is simple and straightforward, making it suitable for
multi-objective optimization. They generated the concept of function-optimization
by means of a particle swarm. Consider the global optimum of an n-dimensional
function defined by Equation (2.2) [71].

flxy, 20, %3, ., xn) = f(X) (2.2)

Where x; is the search variable, which represents the set of free variables
of the given function. The aim is to find a value x* such that the function f (x*) is
either a maximum or a minimum in the search space. Consider the functions given
by Equation (2.3) and Equation (2.4) .

fi=xi+x3 (2.3)
f, = x, sin(4mx,) — x, sin(4nx, + )+ 1 (2.4)

It is clear that the global minimum of the function f; is at (x, x,) =(0,

0). at the origin of function f; in the search space. That means it is a unimodel
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function, which has only one minimum. However, to find the global optimum is

not so easy for multi-model functions, which have multiple local minima.

The primary drawbacks of the Particle Swarm Optimization (PSO) algorithm are:
- The solution provided exhibits substandard quality.

- The updating of velocity requires the utilization of memory.

- The phenomenon of early convergence [72].

2.5 Resource Allocation Evaluation Metrics
The proposed system is evaluated with different evaluation metrics
which explained as the following :
2.5.1 Throughput

The load balancer's efficacy is determined by the quantity of requests
that are accomplished within a given time frame. This is a metric of successful job
completion. The metric of measuring throughput is insightful as it indicates a
correlation between higher throughput and increased efficiency of load balancers
[73].

Total Number of sent and received packets

Throughput = (2.5)

Time
2.5.2 Response time

It demonstrated that the outcome is contingent upon the Mt and Et. The
term "response time" refers to the duration of time that transpires between the

completion of a given task and the receipt of a corresponding response.[74]:
Rt =Mt+Et+NDL (26)

Where M, is the migration time, E; is the execution time and Np, is the all delay.
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2.5.3 Execution time

The performance of a computer system is contingent where factors
E; is the execution time, J;, job task and CPU, velocity CPUs, as expressed in
Equation (2.7)[75].

Js
Et = FUS(27)

2.5.4 Resource Utilization

This pertains to the state wherein all of the available resources of the fog
system are utilized to their maximum capacity. Resource utilization (LU), which is

calculated in equation (2.8):
RU = Min(1, TMA/TM) (2.8)

Where TMA is the total allocated MIPS of the host, and TM is the total
MIPS of the host[76].

2.5.5 Latency
The term denotes the temporal duration that elapses from the moment the

load balancer receives a request until the moment it transmits a response [77].
drans = L/R (2.9)

Where d represents as delay time in seconds and L is the packet length in

bits and R is the rate of transmitted data in bits per unit of time [78].

2.5.6 Packet Loss Rate

The metric in question pertains to the proportion of successfully
transmitted packets relative to those that were not successfully transmitted due to
transmission errors. Every packet is assigned a specific deadline for execution. In
the event that the deadline cannot be met, the scheduler will endeavor to minimize
the number of lost packets that result from the expiration of the deadline [79].
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packet Loss rate = (transmitted — received )/transmitted * 100% (2.10)

2.5.7 Total Network Usage

The present study examines the correlation between the overall latency
and the duration of the simulation. Tuples are utilized to define the input/output
relationships among modules. The allocation of network resources is contingent

upon the magnitude of transferred tuples during a specific temporal interval [80].

Total Latency (2.11)

Total Network Usage = — —
Simulation Time

2.5.8 Total Execution Cost
The equation can be utilized to determine the overall cost of execution
(2.12) [81].

Total Execution Cost = Processing Time +( Latency — Response Time ) * Fitness Value
(2.12)

2.5.9 Fitness value : The allocation of Bandwidth for individual modules is
established at the onset of the simulation. In order to determine the optimal
scheduling, it is necessary to minimize the fitness value, which can be
computed using Equation (2.13). The term "bits per time unit" refers to the
rate at which digital information is transmitted, received, or processed,

typically measured in bits per second (bps) [82].

1
Fitness value = 2.13
sum bandwidth(send+recived)+Resource Utalization ( )
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2.6 Simulation Tools
The common simulation tools in this thesis are :

2.6.1 iFogSim simulation

The OMNET++ Fog modelling tool requires a framework that is deemed
essential. The framework was constructed on the fundamental architecture of
CloudSim, which was utilized as its foundation. The CloudSim simulator has
gained significant popularity as a tool for modeling cloud computing
infrastructures. iFogSim provides an extension to the abstraction of the
fundamental CloudSim classes, enabling the simulation of a customized fog
computing platform that encompasses a substantial number of fog nodes and

Internet of Things (loT) devices, including sensors and actuators[83].

The 1FogSim platform employs a class analysis approach that enables
users with limited familiarity of CloudSim to efficiently establish regulations for
cloud computing pertaining to facilities, service placement, and resource
allocation. iFogSim is specifically tailored to cater to users who lack prior
familiarity with CloudSim. iFogSim employs the Sense-Process-Actuate paradigm
and a Multiple dataflow architecture to model application scenarios within a fog
computing framework. Assessing end-to-end latency, network issues, power
consumption, operational expenses, and the degree of satisfaction with the quality
of service is facilitated by this approach. iFogSim has been utilized extensively in
various research studies to simulate resource management, mobility administration,
latency management, QOE, energy management, safety administration, and QoS

management in fog computing environments[83].
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2.6.2 OMNET++

Being the foremost open-source simulator tool that features a graphical
user interface, it facilitates the comprehension of the simulator's internal events.
Omnet++ offers debugging and tracing capabilities in addition to its modular
framework. The simulation of Fog computing network devices with diverse
configurations and the application of load balancing models within the context of
fog computing is feasible by integrating the Fognetsim or iFogSim framework onto
an already existing framework. Moreover, it was employed in the development of

the architectural design of the Fog nodes[84].
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3.1 Introduction

This chapter presents the primary phases involved in the
implementation, configuration, and installation of the proposed system. The
proposed algorithms are explained as Harris hawks optimization algorithm,
Meta-heuristic PSO algorithm, and Hybrid algorithm. Various simulation
parameters are employed to reduce expenses related to bandwidth while

simultaneously ensuring equitable distribution of workloads.
3.2 The Implementation Requirements

The implementation of the proposed mobile network Fog

computing system is based on the following steps:

- The study involves the development of models for wireless
connection in network systems
- Resource management modeling of fog computing network.
- Modeling of queuing, time delay, and network performance.
3.2.1 Harris hawks optimization implementation requirements
It aimed to decrease platform expenses by devising a suitable plan
for mobile users while upholding the integrity of the data gathered in the

mobile network.

The process of the proposed Harris hawks optimization algorithm presented

as follow :

1. initialize the location and Cost of the Fog-Server
- Modifying the value to negative infinity is a common approach
for solving maximization problems.

- Initiate the spatial coordinates of server.
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- Initialize convergence

2. Timer Start of HHO tackling

- Check boundaries
- fitness of locations

- Update the location of server

3. Revise the current exactly where of server.

- The code iterates through a range of search agents, as specified

by the user.

4. Exploration phase

- if abs(Escaping_Cost)>=1:

(@]
1

- Harris's hawks exhibit two distinct perching strategies that
appear to be random in nature:
- The rand_Hawk _index variable is computed by taking the floor
of the product between the number of search agents and a
randomly generated decimal value.
The behavior and characteristics of perch can be influenced by those
of their family members.
Select a perch location on a tall tree within the group's home range at
random.
Employing a two-phase approach to target the server based on its
behavioral patterns.
During the first phase a series of hawks execute multiple, brief and

rapid dives resulting in the successful hunting of seven prey.
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3.2.2 Particle swarm optimization (PSO) implementation requirements

The utilization of PSO as a meta-heuristic approach for resource
allocation in mobile networks has been proposed. This approach aims to
improve the efficiency, search speed, and cost-effectiveness of mobile

devices.

The main steps of the used PSO Meta-heuristic approach

Implementation presented as follow :

1- Evaluating current fitness

2- Verifying whether the present position represents an optimal individual
performance.

3- Updating new particle velocity

4- The present study involves an assessment of the constant inertia weight
for current weight evaluation, which pertains to the determination of the
appropriate weight to assign to the previous velocity.

5- Revise the position of the particle in accordance with the updated
velocity modifications.

6- Adjust maximum fog position if necessary

7- Determining the best fog position for request

8- Establishing the swarm

9- Beginning the optimization loop

10- Cycle through particles in swarm and evaluate fitness

11- Determining if current fog particle is the best.

12- Cycle through swarm and update velocities and position
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3.2.3 Hybrid algorithm in Multiple Fog-server System

The present study outlines a proposed Hybrid algorithm that

amalgamates the Harris hawks optimization algorithm and the Meta-

heuristic PSO algorithm. The algorithmic process is elucidated as follows:

1.

N o a bk~ DN

8.
9.

When a connection is made, this function will be triggered, if a new
fog node or endpoint is connected to this fog node, this fog node will
send a fog ready message

When this fog node receives data, data received will be triggered

Save this connection to connection repository

Distribute this task to local processing, neighbour fog node

Handle the received results

Handle the received state information of neighbour fog nodes
Handling the fog ready message, respond a fog ready acknowledge
message.

Handling the fog ready acknowledge message, calculate delay

When a connection is lost, this function will be triggered.

10. Analyzing the incoming task, status of the task queue and neighbour

fog state table to determine where to process the task.

11. Sending the task to the best neighbour fog node in case of Multiple

fog nodes

12. Sending the task to server

13. Processing the task locally by the selective server

14. Using task delay to insert the task to the task queue for processing

15.Distributing the task to local processing, neighbour fog node or server

based on the result of task Inspection function.

16. Return the result to the fog node that offloads the task to this fog
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17. Storing the received state information of neighbour fog node in state
table in Better Fitness Resource Allocation (BFRA) attribute column.

18. Preserving the linkage between a fog node and its neighboring fog
node by storing it in a repository.

19. Removing the linkage between a fog nodes.

20. Specifying the period of state sharing in Multiple fog node

21. Sending the state information to neighbour fog nodes

22. Finding the best neighbour fog node with minimal estimated waiting

time, number of active connection.

3.3 The proposed Mobile-Fog computing architectures

The proposed system implemented with two main system

architectures are represented as follow :
3.3.1 The proposed Fog-Server Single Node architecture

The proposed architecture is comprised three layers, with a Single
Node fog node at its single node. The first layer is the mobile node as clients
for the purpose of transmitting and receiving data. The second layer is Fog
resource allocator represents and exercises control over the network
component, also to allocate resources through network transmission. The
third layer is the server as network service elements, analyzed the demands
of mobile devices by generating responses to their requests. The main goal
of the proposed Single Node methodology, which relies on Fog load
balancing, is to effectively allocate the workload among multiple servers to
enhance the computational capacity utilization of each server and minimize
the average task response time. This is tantamount to maximizing the overall

system throughput. Furthermore, reducing the waiting time of mobile nodes
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has a significant impact on the cost consumption of these devices that are
limited by resource constraints. The architecture of the proposed system is

illustrated in Figure 3.1.

Devices Task Queue Fog Computing Load Balancer Node

Fog Node Service

!
2

N
\ 2
HTTP Requests

TCP Reauests
LIDP Rentiests

1S
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©
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©
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©
o
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N
\ 4
Better Fitness Resource Allocation (BFRA)

!
11

Servers

Server

Server

Server

Resource Allocation (CPU+ Storage + Cost)

Figure 3.1: Single Node Mobile-Fog Computing resource allocation system architecture.

Mobile devices have the capability to select Fog computing nodes
In order to meet their resource demands. To ensure optimal resource
utilization and prevent issues such as bottlenecks, overload, and high waiting
times, load balancing is a crucial factor that must be considered. However,
the task of achieving resource allocation for computing nodes in the fog the
environment during the execution of mobile applications remains a
challenging endeavor. The variance in execution period and specifications
across computing nodes within the fog infrastructure leads to suboptimal
utilization of available resources. The system steps as depicted in Figure
(3.2) have been proposed.
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Figure 3.2 : The proposed Single Node fog computing resource allocation system steps.
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3.3.2 The proposed Fog-Server Multiple architecture

The present study concerns the architectural design of a Multiple
resource allocation system for mobile devices, which utilizes a Fog-based
approach. The system comprises three distinct layers. Each of them is
simulated and created with the C++ code design. The first layer is the
devices layer, which consists of wireless Mobile as the Hosts to transmit /
received data, access point to provide coverage area for wireless connection,
router to provide routing purposes for arrived packets with base-broker as
virtualize layer to provide computing services controlled by fog node as the
determination of the priority of jobs to be executed first is a crucial aspect of

task management.

The second layer comprises of a Multiple Fog load balancer that
operates on specific Fog nodes. This layer is responsible for controlling the
network components and allocating resources through network transmission.
Furthermore, it facilitated optimal decision-making for time-sensitive
requests (tasks) originating from the device layer, taking into account the
large number of requesters, technical and quality-of-service requirements of
customers, as well as the scope and constraints of server provider resources.
The Hybrid optimizers (HHO and PSO) utilized in fog nodes exhibit rapid

adaptability to the allocation and release of resources based on requests.

The third layer comprises servers functioning as network service
components that furnish responses to individual requests made by mobile
devices. Furthermore, it facilitated the consolidation of resources for the

purpose of response processing and storage provision.
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The primary objective of the proposed Multiple methodology,
which relies on Fog load balancing, is to allocate the workload across
multiple servers to enhance the computational efficiency of each server and
minimize the average task response time. This is tantamount to maximizing
the system throughput and optimizing network performance. The task
requests are received and Multiple by the Fog nodes to all servers in the pool
based on certain conditions that are determined by optimization resource
allocation algorithms such as HHO algorithm, Meta-heuristic PSO
algorithm, and Hybrid approach. The fundamental framework of the
proposed system's Hybrid approach is contingent upon the primary function
of evaluation, save individual and global optimize number of request value,
update rate and fog position in the active fog pool and finally verify
optimization criteria for optimal fog selection to process incoming request

and redirect it to the better server selection.

The diagram presented in Figure 3.3 depicts a Multiple fog
computing system that utilizes a hybrid optimization algorithm to achieve
load balancing in the context of fog-based resource allocation for mobile
networks. The integrated Hybrid approach of load balancing resource
allocation in mobile network is enhanced the Fog-Server computing with :
The concept of on-request self-service allows customers to independently
allocate computing resources, such as server time and network storage
capacity, based on their specific requirements, without the need for any
system administration involvement. Service management involves the
implementation of metering capabilities to optimize resource utilization
across various levels, such as capacity, handling, bandwidth, and dynamic

utilization of mobile requests.

39



Wireless Mobile

Chapter Three The Proposed Approach

Devices Network Task Fog Computing Load Balancer Node Servers
Elements Scheduling

= c

~ _ 2

- Fog Node Service ©

- AP £

= Tasklﬂ S

/ o

- A % o

4 [%] X

- 4 b7 2 < [
@ = a [ @ ] ¢. S 2
g - k- AREINE g
3| = < |EHEH Ll 3 5]
a) <> € (@ [*ccr @ 4 o o q

o 8 = o a +

3 [\ Fl o] |2 O

iy v m \\ T ~ —_ %

\\ =

ey Router N 2

Task n"l S

b >

T

Resource Allocation (CPU+ Storaage + Cost)

Figure 3.3: Multiple Fog computing resource allocation structure.

Fog-based-broker devices select Fog computing nodes to redirect
request incoming from wireless Mobile device network to the server, and
Fog load distribution resource efficiency is a crucial variable in achieving
optimal performance and mitigating issues such as bottlenecks, overloaded,

and low load.

The Fog node is optimized the required time to achive each task
redirected by basebroker through PSO, and HHO optimizers, in addition, the
optimization of computing resources is achived , including servers,
applications, and storage, and services to balance load and enhance network
performance overall. Besides, it enhanced mobile network computation
power by decreasing waiting time which effected on Cost of mobile as
resource constraint device and resource limitation. The proposed Hybrid

system steps are shown in Figure (3.4).
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The utilization of the Hybrid optimization mechanism, comprising
of HHO and PSO, facilitates the selection of servers with superior Fitness
Resource Allocation (BFRA) value, as computed by fog nodes, for the
allocation of task assignments generated by mobile devices. The direct
application of synchronization strategies in Multiple Fog applications to
wireless networks is not feasible. Mobile devices may exhibit high levels of
instability in dynamically changing locations due to their node connectivity,
which is unlike traditional Multiple structures that have stable connections

among nodes.

Furthermore, the suggested approach for load balancing in
Multiple fog computing is based on task allocation and optimization
methods such as HHO and PSO. This approach aims to assign tasks to
available resources in the fog node environment, which can be Multiple
among servers. By doing so, the proposed approach can improve response
time and handle high traffic data rates, while also managing large amounts
of requests and data traffic in a Multiple environment. Additionally, the
approach can reduce waiting times in queues through adaptive data

management, particularly in fault-tolerant states for Single Node fog nodes.

3.4 The proposed Hybrid Resource Allocation Development
Approach

The Mobile-Fog-Server system under consideration is founded on
a hybrid methodology for load distribution, which relies on the HHO
algorithm and Meta-Heuristic algorithm. The efficacy of resource utilization
and overall system performance is significantly impacted by the load-

balancing algorithm utilized to determine the target server responsible for
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handling a given request. The proposed load-balancing module initially
gathers the latest server loads to achieve improved load distribution among
servers with varying capabilities. The system subsequently leverages this
data to identify the optimal server utilizing Better Fitness Load Balancing
(BFRA) metric for executing a novel request, whereby the solution with the
maximal fitness is referred to as the superior hawk. The hawk possesses
precise knowledge regarding the hunting site, thereby rendering its position
as the optimal Fitness Load Balancing (FLB) value for determining the
prey's whereabouts. The process of gathering current server loads incurs a
processing overhead. Servers are required to periodically retrieve their
current load status and communicate it to the Fog load balancer. The Fog
load balancer is responsible for maintaining the received load status of all

servers. This process is impacted by the packet processing traffic.

3.4.1 The Harris hawks optimization algorithm

It applied in the proposed environment due to :

- The initial steps of the algorithm require a thorough exploration
phase, and the local search should exhibit exploitative behavior
by employing effective search strategies to identify the optimal
solution.

- The utilization of suitable operators, such as random bounce
power, iIs necessary to maintain equilibrium during the
exploration process.

- The utilization of time and adaptive parameters is a viable
approach to address search space problems and mitigate the
impact of local optima.
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- This optimizer exhibits superior scalability in addressing high-
dimensional problems relative to alternative optimization
methods.

- This study aims to propose an efficient framework for

collaborative and intelligent task sensing in a mobile system

that operates on the Fog computing paradigm.

Algorithm (3.1): the pseudocode for Harris hawks optimization algorithm

Input: population size, active server, required time.
Output: Better fitness server selection
Begin
Require : algo,func_details,popSize,lterasyon
func=[F1,F2,F3, Fn]
PopulationSize = 20 (mobile nodes +fog nodes + servers)
Iterations= 5 (active servers)
FuncAgain=1
while HHO=TRUE do
if(algo==0)
x=hho.HHO(getattr(functions, function_name),lb,ub,dim,popSize,lterasyon)
function_name=func_details[0]
else
for | in range(0,Iterations):
CnvgHeader.append("lterasyon - "+str(l+1))
for i in range (0, len(algorithm))
for j in range (0, len(func))
if((algorithm[i]==True) and (func[j]==True))
for k in range (0,FuncAgain)
func_details=functions.getFunctionDetails(j)
x=selector(i,func_details,PopulationSize,lterations)

End
End if
End
End
End
End while

End of algorithm

The proposed HHO swarm-based algorithm is used due to the
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flexible structure, high performance, and high-quality results. It simulated in

the proposed fog resource allocation framework to provide cooperative

behavior to discover network resource as prey device to balance the load

among different resources allocation.

The limitations of HHO have been exacerbated by the potential for

entrapment in local optima and premature convergence, which hinders the

determination of optimal resource allocation among neighboring devices.

The main implementation stages as follow:

The initial phase: a collection of entities (population) is produced. In
the given scenario.
Second phase: the population will undergo iterative evolution through
the replacement of the current population with a newly generated
population utilizing stochastic meta-heuristic mathematical models.
Third phase: the optimization process continues until it meets a
stopping criterion, such as reaching the maximum number of iterations.
Fourth phase : calculate Fitness Function to find best (Fog-Server)
position determining.
Fifth phase: Hawks population with initial cost definition to determine
jumping power of Fog-Server elements.
Sixth phase: calculating escaping chance with the main three cases:
R<0.5 (The probability of successful prey escape.)
R> 0.5 (The probability of server successfully escaping from a
predator is low)

|E| (Prey Escaping Cost Servers)

Figure 3.5 showed the HHO optimization algorithm used for resource

allocation in fog computing system.
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Figure 3.5: The proposed HHO optimization algorithm
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The HHO algorithm under consideration presents a model that
simulates the behaviors of hawks and prey (represented by Fog-Servers)
during both the exploration and exploitation phases. In the exploratory stage,
the hawk observes the prey's stationary behavior and experiences limitations
In accurately tracking the target.

This enables the identification of the most suitable Fog-Server
node, for example. When the value of r is greater than or equal to 0.5 and the
absolute value of E is less than 0.5, a severe siege takes place. Let (r) denote
a random number within the interval (0,1). The prey, namely Fog-Server, is
experiencing a state of excessive load and insufficient resources to
accommodate additional processes. The hawks exhibit infrequent attempts to
besiege the Fog-Server, subsequently executing an unexpected rebound upon
it.

Furthermore, assuming that the value of r is less than 0.5 and the
absolute value of E is less than 0.5, the phenomenon of hard siege with rapid
progressive dives takes place. The Fog-Server exhibits low processing costs
for new task jobs, and executes a rigorous siege prior to the hawks
optimizer's unexpected rebound and successful target elimination. The
Hawks endeavor to minimize their mean proximity to the Fog-Server by
manipulating the mobility status of individual components in a simulated
network environment.

3.4.2 The PSO Algorithm

The Meta-heuristic algorithm employed in this study is PSO for
task scheduling. The PSO algorithm aims to allocate incoming tasks in a
Multiple system to available computing resources based on predetermined

criteria and objectives, such as the number of incoming requests and the
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required makespan time to complete the tasks. The PSO algorithm being
examined employs the portrayal of every individual in the swarm as a
feasible solution to the optimization problem at hand. Throughout the
optimization process, each particle experiences a procedure of updating that
considers both the global best particle's position and its own local best

position.

The allocation of particle resources is assessed by Basebroker
through an analysis of the behavior and requirements of both the fog nodes
and servers. The Fog platform facilitates the identification and selection of
suitable resources. The Basebroker allocates resources in accordance with
the behavior of mobile devices. The system facilitates the allocation,
tracking, booking, and administration of resources within the Fog computing
framework. Furthermore, it oversees the resources that are accessible within

the Fog computing environment.

Upon the selection of resources, the Fog platform proceeds to
schedule the application to the designated Fog resources and subsequently
maintains continuous monitoring of said resources. In the event that mobile
device traffic triggers dynamic changes during the loading state, the
basebroker platform will reschedule the application to the Fog resources,
taking into account the alterations in load requirements stemming from task
scheduling. The allocation of resources in the Fog environment is
determined by the submission history of application time scheduling.
Additionally, the Basebroker component is responsible for managing all
accounting operations pertaining to billing and usage. Algorithm (3.2)

showed the PSO algorithm to scheduling the incoming request tasks.
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Algorithm (3.2): Task-scheduling based on Particle Swarm Optimization (PSO)
algorithm

Multi-criteria task-scheduling based on PSO:

1. Define a set of n parallel tasks of an application A ={T;, T,, ..., T,,}, to be Multiple
over a set of resources in the fog network Fnet = {R;, R,, ... , R, }.

2. Initialize the importance Better Fitness Load Balancing (BFRA) of the criteria of the
task scheduling.

3. Repeat:

- For each particle i = {1, ..., q} do:

- Determine the speed of request (velocity)

- Determine the Fog position to optimize requests.

Go to next iteration k=k+1

Until k=kmax or a stop condition is reached

4. gbest is chosen as the optimal fog solution for the task scheduling

End of algorithm

The proposed PSO framework comprises two primary operations,
namely position update and velocity update, as depicted in Figure 3.6. The
PSO algorithm utilized in this study involves four main steps during each

iteration of the process.

- The evaluation of pBest is conducted for every constituent of the
population, representing the optimal position attained by the particle
up to the current point. The updating of the particle position occurs
only if the current position is superior to the preceding position;
otherwise, the previous position remains unchanged.

- Assess the gBest, denoting the optimal position of the particles within
the complete population.

- The velocity can be updated by incorporating the personal best
(pBest) and global best (gBest) values. The calculation is determined
by particular parameters, namely the particle index, time index, and

random vectors within the range of [0, 1].

49




Chapter Three The Proposed Approach

Initializing group of
Particles

Evaluate pBest for
each Particles

True

Current position is

better than pBest ? Update pBest

False

¥
Assign pBest to gBest

Calculate Computation Velocity

Update Particle Position

Target reached ?

Figure 3.6: The proposed Particle Swarm Optimization (PSO) algorithm
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3.4.3 The hybrid Resource Allocation

The proposed system employed a hybrid approach for resource
allocation, utilizing two optimization methods, namely HHO and PSO. The
objective is to construct a value-based Better Fitness Resource Allocation
(BFRA) by integrating the characteristics of both optimizers. In a Multiple
environment, each Fog-Server node periodically evaluates the network
resources to determine the optimal Fog-Server for processing incoming
requests. The primary objectives of the Hybrid system under consideration

are .

- Decrease Cost: The cost incurred to process the task.

- High Scalability: This shows the capability of the load balancing
mechanism which can be applicable to the machines and the tasks.

- High Flexibility: The joining of new nodes and revocation of the
nodes mechanism is flexible.

- Maximum Resource Utilization: The resource utilization is
maximized in the Fog-Server system.

- Decrease Processing Time: The total time takes to execute a service
request.

- Increase availability: The capability of the computing system can be
took up to maintain the system performance.

- High throughput: It is done through the service requests that are
processed in the Fog-Server system.

- Compute the fitness values for each individual hawk.

- Choose the optimal individual position to serve as the prey location.

- Updating the position in the fusion map-compass operator.

- Mobile devices initiate requests to access particular types of
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applications, such as HTTP requests, UDP, and FTP file upload
requests.

- A request has been transmitted to fog nodes for the purpose of
redirecting it to a designated server.

- Fog nodes periodically transmit Beacon BFRA request packets to
servers, resulting in improved value with respect to processing costs
and server specifications for each active server. Additionally, Fog
nodes continue to transmit check packets at regular intervals to remain
updated on the latest server state and to assess the optimal server for
processing subsequent requests.

Algorithm (3.3) presents the pseudocode for the proposed hybrid

BFRA in a fog computing environment.

Algorithm (3.3): the pseudocode for the proposed hybrid Better Fitness Resource
Allocation (BFRA)

Input: The size of population N, maximum number of iterations tmax.
Output: The position of the Fog-Server and the corresponding fitness function value.
Begin
- Initialize users' position and mobility models.
- Calculate contribution level needs in each block based on user's density
- Initialize the position of the hawks Xi and the Fog-Server X Fog-Server.
- Initialize the fitness values of the hawks fi and the Fog-Server f Fog-Server.
- Set the dimensions of the optimization problem dim.
For each mobile request do
While (termination condition is not met (t < tmax)) do
- Check the boundary and evaluate the fitness value of each optimizer hawk fi.
- Update the location XFog-Server and fitness value f Fog-Server of Fog-Server if
there is a better one.

- Calculates the task imbalances among Fog-Server nodes with :
Highest duration of tasks (Tmax )— Lowest duration of tasks (Tmin)

Task imbalances = ,
Average duration of tasks (Tavg)

- Evaluating load of each Fog-Server
BERA = Number of tasks assigned at time t

Service rate of that Fog—Server at time t

For (each optimizer hawk (i =1 : N)) do
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- Define the initial population class (BFRA) with population Size, max Iteration,
filename
- Run BFRA for request task allocation with Beacons messages
- Allocate a request task based on the best solution (assign request task to active
nodes)
- Calculate cost and coverage for each request task
Update the cost of the Fog-Server
If GEj > 1) then % Exploration Stage
Update the position
Else If (JEj < 1) then % Exploitation Stage
If (r>0.5 and jEj > 0.5.) then % Soft besiege
Update the position
Else If (r > 0.5 and jEj < 0.5) then % Hard besiege
Update the position
Else If (r <0.5and jEj > 0.5) then % Soft besiege with progressive rapid
dives
Update the position
Else If (r <0.5and jEj < 0.5) then % Hard besiege with progressive rapid
dives
Update the position
End If
End If
End For
End
Display result in term of cost and coverage

End of algorithm

The assessment of the population's cost usage is demonstrated in
Figure 3.7. In the fog computing environment, each Fog-Server is
categorized as either active or idle. The total cost consumption of a Fog-
Server is the combination of its active and idle cost consumption. BFRA
value is calculated to optimize cost consumption and improved the QoS of

Fog-Server in Multiple fog computing resource allocation environment.
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Chapter Four The Implementation, Results and Discussion

4.1 Introduction

This chapter presents an analysis of the results obtained from the
proposed system in chapter three. It implemented with two resource
allocation algorithms for optimization the load traffic in mobile network, as
the Harris hawks optimization algorithm, PSO algorithm, and Hybrid
algorithm. The proposed system scenarios based on the fog computing node
with the two main cases : the 1% case study based on the one Single Node
fog node to distribute load among the five servers. The 2" case study based
on five Multiple fog node to distribute request among them depending on the
task scheduling approach, and then redirect incoming requests of services to

the optimal convergence server available in the network.
4.2 The proposed System Implementation

The proposed system is implemented with the characteristics
showed in Table (4.1) and the programming language used for the system's

code 1s C++ within the OMNET-++ simulation tool.

Table 4.1: the specifications of the proposed fog-server system.

Operating Systems Windows 10 pro, 64-Bit

CPU Core (TM) I5-4210U

RAM 8.00 GB

Implementation Tools | OMNET++ 4.6, INET 3.3.0, and FogNetSim++, iFogSim

extension

4.2.1 The proposed Single Fog Computing Resource Allocation Scenario

It relies on a fog node to regulate traffic transmission and redirect

requests to optimal servers in a state of resource allocation load balancing.

55



Chapter Four The Implementation, Results and Discussion

The network comprises a total of 8 mobile nodes, 5 servers, and wireless
connections among all network elements. Table 4.2 displays the network

components configuration details that impact the allocation of resources.

Table 4.2: The Specification of the Single Node Fog-server system.

Node IP Node Type | Network interface | Local port
10.0.0.2/30 | Mobile 1 eth0-ethO 1000
10.0.0.6/30 | Mobile 2 eth0-ethl 1005
10.0.0.22/30 | Mobile 3 eth0-eth5 1006
10.0.0.30/30 | Mobile 4 | ethO-eth7 1007
10.0.0.14/30 | Mobile 5 eth0-eth3 1008
10.0.0.18/30 | Mobile 6 | eth0-eth4 1009
10.0.0.15/30 | Mobile 7 eth0-eth6 1012
10.0.0.17/30 | Mobile 8 ethO-eth7 1013
10.0.0.1/30 | Fog Node | eth0O-to-eth8 1010
10.0.0.10/30 | Server 1 eth0-eth2 1002
10.0.0.26/30 | Server 2 ethO-eth6 1003
10.0.0.34/30 | Server 3 eth0-eth8 1004
10.0.0.40/30 | Server 4 ethO-eth8 1001
10.0.0.46/30 | Server 5 eth0-eth8 1011

The mobile network environment is established and configured
using Fog resource allocation management, which is based on network
service for storage capacity and request reply. The primary configuration is

set accordingly:

Step 1: Initialize variables with position, swarm size, target function, and

node velocity.
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Step 2 : Configuring mobile network with the main parameters as local port

number, interfaces, message length, packet type, and time management.

Step 3 : Building system topology with four tires are (Mobile, network

elements gateway, Fog, and Server).

Step 4 : Network setting with Fog configuration and network servers nd

exchanging network packets to build route path.

Step 5 : Calculating network overload of each server by exchanging beacon
messages of fog node available servers dynamically. Through, the load table
Is added to the Fog node and data path cost calculation is built with the flow
traffic for each interface connected with the available servers. Incoming
packet with destination address checked and evaluated with the load table to

see where to forward it, otherwise the Fog decide how deal with this packet.

Moreover, the network behavior for the Single Node scenario is

applied with the main step to build the network results as follow:

1- Mobile node create a request and sent to specific available server to
process their request as HTTP web access, File uploading service and
storage purposes through Single Node Fog node.

2- The fog node is capable of receiving requests from mobile nodes and
subsequently adjusting flow rules to ensure that the load is evenly
Multiple across all available servers in a transparent transmission
manner.

3- The fog node sends periodic ICMP echo messages to available servers
In order to assess their cost, and the server that provides the optimal
response is selected based on the value returned. The proposed

concept under consideration is Better Fitness Load Balancing (BFLB).
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4- The fog check link provides information on the status of each of the
five servers, as well as updated cost values that are contingent upon
the characteristics of connection traffic and network overloading.

5- The response message is sent by servers to mobile nodes in reply to
each request.

Figure 4.1 showed the network configuration of the Single Node approach.
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Figure 4.1 : Single Node Network configuration.

4.2.2 The proposed Multiple Fog Computing Resource Allocation

Scenario

The Multiple scenario of mobile fog-server computing system
based on mobility five fog nodes to control traffic in the network and each of

them redirect the incoming request from optimized basebroker to the
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selective mobility server with take into consideration the amount of the
overload in each server, in addition, 8 wireless mobile connected with
network element as access point, gateway router, base broker, five fog
nodes, and five servers. Table 4.3 displays the technical details of the
network components that impact the allocation of resources. These details

include the network setting.

Table 4.3: The Multiple Fog-server system Specification.

Node IP Node Type Network interface Local port
10.0.0.2/30 Mobile 1 1000
10.0.0.6/30 Mobile 2 1005
10.0.0.22/30 Mobile 3 1006
. Wireless connection 1
10.0.0.30/30 MOblle 4 Wlth MOblhty SeI'Vice 007
10.0.0.14/30 Mobile 5 1008
10.0.0.18/30 Mobile 6 1009
10.0.0.19/30 Mobile 7 1021
10.0.0.21/30 Mobile &8 1022
10.0.0.46/30 Fog Node 1 Eth1-to- 1010
eth3
10.0.0.30/30 Fog Node 2 ethO-to-eth3 | Mobility | 1013
10.0.0.62/30 Fog Node 3 ethO-to-eth3 | >™VI°° [ 1016
10.0.0.32/30 Fog Node 4 eth0-to-eth3 1017
10.0.0.65/30 Fog Node 5 eth(O-to-eth3 1018
10.0.0.45/30 Server 1 ethO-to-eth2 1002
10.0.0.29/30 Server 2 ethO-to-cth2 | Mobility 7553
service

10.0.0.53/30 Server 3 ethO-to-eth2 1004
10.0.0.51/30 Server 4 ethO-to-eth2 1019
10.0.0.52/30 Server 5 ethO-to-eth2 1020
/ Access point / /
10.0.0.17/30 Gateway Router ethO-to-ethl 1014
10.0.0.1/30 BaseBroker(virtual) EthO-to-eth3 1015
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The network setting is first established through the
implementation of a Multiple Fog allocation of resources management
system that leverages network servers to effectively manage network
congestion across the available servers. The optimization process happened
between basebroker and fog node as Harris hawks optimization algorithm,
Meta-heuristic PSO algorithm, and Hybrid algorithm with the main setting

as.

Step 1: Initializing position, number of iteration, current population of active

servers, and escaping energy.

Step 2 : Network configuration with local port number, interfaces, message
length, packet type, and time management with synchronize task

management .

Step 3: Building system topology with the mobility feature of Fog-Server

elements and with 8 wireless mobiles.

Step 4: Multiple Fog-Server configuration with the network setting for

wireless mobile nodes.

Step 5: Exchanging setting messages from wireless mobile with access point
and gateway router to build network table and update mobile locations with

the main phases as follow :

A- Router received packets from wireless mobile through access point
and pass the packet to virtualize layer as basebroker device which
passed the incoming messages to the Multiple Fog nodes (five Fog

nodes).
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B- Fog nodes received Wireless mobile packets and calculating cost for
each servers dynamically.

C- The flow table is added to each Fog and data path is built with the
flow traffic. Incoming packet with destination address checked with
the flow table to see where to forward it, or Fog decide how deal with
it.

Additionally, the Multiple fog computing system that has been suggested is
executed by employing a resource allocation optimization algorithms are
PSO and HHO optimizers. It aims to achieve load balancing, reduce
response time, and enhance resource utilization. The primary steps involved

In this process are as follows:

1- The mobile node initiated requests to the servers to process their
request as HTTP web access or File uploading service through
network gateway and basebroker then Fog nodes, as the network
elements such as access point, gateway router, and basebroker
configured to pass data messages to the Fog nodes layer.

2- Fog nodes received request from mobile and modify flow rules and
balance the load among all available connected servers and estimate
current cost of each server.

3- Fog nodes periodically transmit ICMP echo messages to the present
servers in order to ascertain the most recently updated cost value
(load) of the servers. The server that responds with the lowest
processing cost is deemed to be the optimal server.

4- The fog nodes assess the task statuses of five individual servers and

contemporaneously revise the cost (BFLB) metric based on the
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characteristics of connection traffic and the degree of overloading
present in each of the operational servers.

5- Fog nodes depend on the incoming request cost to distribute the
request in some cases of high overloaded data to multiple servers to

reply with the response to each request by the mobile nodes.
4.3 The results of Single Node Fog Computing

The proposed system comprises four case studies. The first case
study is presented without the use of resources allocation algorithm, while
the second case study involves resource allocation using a PSO meta-
heuristic approach. The third case study employs the resource allocation
with HHO algorithm while the fourth case study utilizes a hybrid approach
that combines both PSO and HHO algorithms.

4.3.1 Fog computing system without Resource Allocation

It is involved the overloading and high traffic load, which effects
on the network parameters as high waiting of response time, and complexity
of resource utilization. Table 4.4 displays the HTTP web requests made by

mobile nodes to connected servers via fog nodes.

Table 4.4: The main evaluation parameters of the without resource
allocation in Single Node fog-server system.

HTTP Throughput / Bps Latency / ms Response Packet Loss
Request Time/ms Rate (%)
1024 Byte | Frames/sec | Frames/sec
Sent Received

Mobilel | 2703008 | 21.2148 48722.4 66.74256 | 0.81618
Mobile 2 2.6508 1.152 1179.36 1.4148 1.4988
Mobile 3 24.288 22.752 25153.92 60.8088 1.536
Mobile 4 25.9296 24.96 17845.92 53.7516 0.9696
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Mobile 5 214452 | 20.2584 16513.92 68.8068 1.1868
Mobile 6 3.3804 2.5068 1271.52 0.6348 0.8736
Mobile 7| 57 74467 | 25.9584 1909513 | 57.51421 | 1.78627
Mobile8 | 2504636 | 21.06874 | 17669.89 | 73.62328 | 1.87762
Server 1 1.5288 1.44 1271.772 / 0.0888
Server 2 50.9016 | 53.9496 36641.78 / 5.952
Server 3 37.794 35.6352 23388.65 / 2.1588
Server 4 36.842 33.0578 23856.42 / 3.7842
Server 5 10.473 8.4257 9412.93 / 2.0473
Fog 151.447 | 138.9135 96809.44 / 12,5335
Average Packet Loss Rate (%) 2.6506

in Single Node fog-server system.

Table 4.5: channel allocation and total network usage of the without resource allocation

Device Requests Channel Idle Channel Usage Total Network

Type g (%) (%) Usage in KB
Mobile 1 82.4928 17.5072 0.16240
Mobile 2 81.7464 18.2536 0.00393
Mobile 3 83.1324 16.8676 0.08384
Mobile 4 72.9156 27.0844 0.05948
Mobile 5 83.2068 16.7932 0.05504

Mobile | Mobile 6 83.2188 16.7812 0.00423

Node
Mobile 7 71.645 28.355 0.06365
Mobile 8 78.655 21.345 0.05889
Server 1 83.16 16.84 0.00423
Server 2 83.1384 16.8616 0.12213
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SeIvers | gerver 3 79.8816 20.1184 0.07796
Server 4 78.589 21.411 0.07952
Server 5 75.902 24.098 0.03137
Fog (avg all interfaces) 79.821 20.178 0.32269

Table 4.6 illustrates the allocation of channel resources for mobile
nodes, highlighting the advantages that mobile devices derive from channel
utilization. Additionally, the table presents the duration of time that packets
remain in queue before being processed by the servers. The optimization of
fitness value is achieved by maximizing the total sum, which amounts to
0.4413 in the absence of resource allocation.

Table 4.6: evaluation metrics of the without resource allocation in Single
Node fog-server system..

Device Requests _Reso_urce P_roce_ssing Exec_ution Fitness
Type Utilization (%) | Time insec | Costin Sec Value
Mobile 1 0.1164 32.76 33.882 0.02306
Mobile 2 7.7136 3.12 3.222281 0.08683
Mobile 3 0.876 1.56 2.083693 0.02087
Mobile 4 8.5164 42.12 42.41944 0.01683
Mobile 5 0.00972 43.68 44.07419 0.02397
'mtyée Mobile 6 8.6328 18.72 18.80753 | 0.06887
Mobile 7 8.5164 42.12 42.42593 0.01607
Mobile 8 0.00972 31.68 32.07961 0.02271
Server 1 8.1564 31.2 / 0.08988
Server 2 0.05004 84.24 / 0.00878
Servers Server 3 9.041 4.05 / 0.01212
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Server 4 0.1500 3.12 / 0.01427
Server 5 8.071 74.24 / 0.03707
Fog (avg all interfaces) 4.604 31.73 / /

Tables 4.7, Table 4.8 to Table 4.11 present data on file uploads

and downloads to servers of varying file sizes, which were used to assess

data transfer speeds and the duration of the entire process, as measured by

the end time of the final job.

Table 4.7: FTP file upload/download by server 1 of without allocation in

Single Node fog-server system.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 109.44 2.1252
4 MB 224.01 6.7728
20 MB 224.8644 105.978

Table 4.8: FTP file upload/download by server 2 of without allocation in

Single Node fog-server system.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 131.67 2.1588
4 MB 233.4144 6.7932
20 MB 231.7044 106.2312

Table 4.9: FTP file upload/download by server 3 of without allocation in

Single Node fog-server system.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

122.2644

2.214
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4 MB 229.14 6.7788
20 MB 230.85 27.1512

Table 4.10: FTP file upload/download by server 4 of without allocation in
Single Node fog-server system.
Server 4:10.0.0.51/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 133.8645 2.19478
4 MB 237.3046 6.90642
20 MB 235.5661 108.0017

Table 4.11: FTP file upload/download by server 5 of without allocation in
Single Node fog-server system.
Server 5: 10.0.0.52/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 124.3021 2.2509

4 MB 232.959 6.89178

20 MB 234.6975 27.60372

4.3.2 Resource allocation with Meta-heuristic PSO algorithm

The second case study presents a proposed system that utilizes the
Meta-heuristic PSO algorithm for resource allocation. The system aims to
address the issue of overload within the fog computing environment by
distributing mobile request packets to the optimal available server. This is
achieved by considering the minimum required time and scheduling tasks.

Table 4.12 illustrates the distribution of HTTP requests across five servers.
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Table 4.12: 2" PSO case study evaluation criteria in Single Node fog-
server system.

Rl_é-clg-l]-eF;t Throughput / Bps Latency / ms R(_esponse Packet Loss
1024 Byte FrarSn:r?t/sec FF%T;S\ZZSC Time/ms Rate (%)
Mobile 1 26.43718 26.15776 36541.8 50.05692 0.27942
Mobile 2 3.18096 2.0824 884.52 1.0611 1.09856
Mobile 3 29.1456 28.0024 18865.44 45.6066 1.1432
Mobile 4 31.11552 30.652 13384.44 40.3137 0.46352
Mobile 5 25.73424 25.01008 12385.44 51.6051 0.72416
Mobile 6 4.05648 3.70816 953.64 0.4761 0.34832
Mobile 7 33.2936 31.85008 14321.35 43.13566 1.44352
Mobile 8 27.53563 25.98249 13252.42 55.21746 1.55314
Server 1 1.83456 1.828 953.829 / 0.00656
Server 2 71.88192 66.43952 27481.34 / 5.4424
Server 3 45.3528 43.46224 17541.49 / 1.89056
Server 4 44.2104 40.36936 17892.32 / 3.84104
Server 5 12.5676 11.81084 7059.698 / 0.75676
Fog 181.7364 167.3962 72607.08 / 14.3402
Average Packet Loss Rate (%) 2.3808

Table 4.13: channel allocation and total network usage in Single Node fog-

server system.

Device Requests Channel Idle Channel Usage Total Network

Type g (%) (%) Usage in KB
Mobile 1 90.74208 9.25792 0.12180
Mobile 2 89.92104 10.07896 0.00294
Mobile 3 91.44564 8.55436 0.06288
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Mobile | Mobile 4 80.20716 19.79284 0.04461
Node Mobile 5 91.52748 8.47252 0.04128
Mobile 6 91.54068 8.45932 0.00317

Mobile 7 78.8095 21.1905 0.04773

Mobile 8 86.5205 13.4795 0.04417

Server 1 91.476 8.524 0.00317

Server 2 91.45224 8.54776 0.09160

Server 3 87.86976 12.13024 0.05847

SEIVers | server 4 86.4479 13.5521 0.05964
Server 5 83.4922 16.5078 0.02353

Fog (avg all interfaces) 87.804 12.195 0.242023

Table 4.14 showed channel allocation of resources for mobiles and

fog computing outcomes that improved compared to the 1st case study by

increasing channel availability and utilization of resources and decreasing

Processing Time and Execution Cost. The fitness value is 0.3684, which is

better than without resource allocation.

Table 4.14: 2nd PSO case study channel allocation in Single Node fog-
server system.

Device Requests Resource Processing | Execution Fitness
Type a Utilization (%) | Time insec | Costin Sec Value

Mobile 1 0.130368 24.57 25.26188 | 0.01896

Mobile 2 8.639232 2.34 2.403538 | 0.07192

Mobile 3 0.98112 1.17 1.493701 | 0.01720

. Mobile 4 9.538368 31.59 31.77708 | 0.01402

Mobile
Node Mobile 5 0.010886 32.76 33.00298 | 0.01970
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Mobile 6 9.668736 14.04 14.09467 0.05736
Mobile 7 9.538368 31.59 31.78119 0.01339
Mobile 8 0.010886 23.76 24.00652 0.01868
Server 1 9.135168 23.4 / 0.07813
Server 2 0.056045 63.18 / 0.00722
Server 3 10.12592 3.0375 / 0.01010
Servers Server 4 0.168 2.34 / 0.0118
Server 5 9.03952 55.68 / 0.02992
Fog (avg all interfaces) 5.156 23.804 / /

Tables 4.15, 4.16, and 4.19 presented data pertaining to the

uploading and downloading of files to the available servers with less fitness

value with different file size and it showed the PSO useful for file uploading

through less makespan compared with 1% case study of without resource

allocation.

Table 4.15: FTP file upload/download by server 1 of PSO in Single Node fog-

Server system.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 131.328 1.5939
4 MB 268.812 5.0796
20 MB 269.8373 79.4835

Table 4.16: FTP file upload/download by server 2 of PSO in Single Node fog-

server system.

Server 2

: 10.0.0.26/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

158.004

1.6191
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4 MB 280.0973 5.0949
20 MB 278.0453 79.6734

Table 4.17: FTP file upload/download by server 3 of PSO in Single Node fog-
server system.
Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec

Makespan in Sec

512 KB 146.7173 1.6605
4 MB 274.968 5.0841
20 MB 277.02 20.3634

Table 4.18: FTP file upload/download by server 4 of PSO in Single Node fog-
server system.
Server 4:10.0.0.51/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 160.6374 1.64608
4 MB 284.7655 5.17981
20 MB 282.6793 81.00128

system.

Table 4.19: FTP file upload/download by server 5 of PSO in Single Node fog-server

Server 5: 10.0.0.52/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 149.1625 1.68817
4 MB 279.5508 5.16883
20 MB 281.637 20.70279

4.3.3 Resource allocation with Harris hawks optimization
The present study outlines a system proposal that utilizes the
Harris hawks optimization technique for resource allocation in the context of

task scheduling in fog servers to minimize execution cost, processing time
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and fitness depending on the less makespan for analyzing request the
determination of the optimal server for incoming requests is based on the
assigned task value and the required response time for task completion on
each server. Table 4.20 presents the primary assessment metrics utilized in
the HHO.

The channel allocation scheme for fog system is presented in

Table 4.21 environment utilizing the HHO optimization algorithm.

Table 4.20: HHO case study evaluation criteria in Single Node fog-server

system.
Rl_gl]-ez,t Throughput / Bps Latency / ms R(_esponse Packet Loss

1024 Byte Frarsneer?t/sec Flgaerggizgc Time/ms Rate (%)
Mobile 1 34.36833 33.59509 27406.35 42.54838 0.77324
Mobile 2 4.135248 3.29712 663.39 0.901935 0.83812
Mobile 3 37.88928 35.99312 14149.08 38.76561 1.89616
Mobile 4 40.45018 39.4376 10038.33 34.26665 1.01258
Mobile 5 33.45451 32.1031 9289.08 43.86434 1.35141
Mobile 6 5.273424 4.410608 715.23 0.404685 0.86281
Mobile 7 43.28168 42.9951 10741.01 36.66531 0.28658
Mobile 8 35.79632 33.36724 9939.315 46.93484 2.42908
Server 1 2.7464 2.384928 715.3718 / 0.36147
Server 2 93.4465 84.66138 20611.01 / 8.78512
Server 3 58.95864 56.09091 13156.12 / 2.86773
Server 4 57.47352 55.07017 13419.24 / 2.40335
Server 5 16.33788 15.64409 5294.774 / 0.69379
Fog 236.2573 230.2051 54455.31 / 6.0522
Average Packet Loss Rate (%) 2.1350
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Table 4.21: Channel utilization and Total Network Usage for HHO in Single

Node fog-server system.

Device Requests Channel Idle Channel Usage Total Ngtwork
Type (%) (%) Usage in KB
Mobile 1 96.1866 3.813395 0.09135
Mobile 2 95.3163 4.683698 0.00221
Mobile 3 96.93238 3.067622 0.04716
Mobile 4 85.01959 14.98041 0.03346
Mobile 5 97.01913 2.980871 0.03096
Mobile | Mobile 6 97.03312 2.966879 0.00238
Node
Mobile 7 83.53807 16.46193 0.03580
Mobile 8 91.71173 8.28827 0.03313
Server 1 96.96456 3.03544 0.00238
Server 2 96.93937 3.060626 0.06870
Server 3 93.14195 6.858054 0.04385
SEIVErs | server 4 91.63477 8.365226 0.04473
Server 5 88.50173 11.49827 0.01764
Fog (avg all interfaces) 93.0722 6.9277 0.181517

As showed in Table 4.22 the total sum of fitness value is 0.2898
and it is decreased compared with PSO case due to increased resource

utilization and total sum of throughput send and received.

Table 4.22: HHO case study channel allocation in Single Node fog-server

system.
Device Requests Resource Processing Execution Fitness
Type g Utilization (%) | Timeinsec | Costin Sec Value
Mobile 1 0.156442 18.4275 18.82942 0.01468
Mobile 2 10.36708 1.755 1.792232 0.05618
Mobile 3 1.177344 0.8775 1.065777 0.01332
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Mobile Mobile 4 11.44604 23.6925 23.80221 0.01094
Node Mobile 5 0.013063 24,57 24.71152 0.01525
Mobile 6 11.60248 10.53 10.56356 0.04697
Mobile 7 11.44604 23.6925 23.80227 0.01023
Mobile 8 0.013063 17.82 17.96348 0.01445
Server 1 10.9622 17.55 / 0.06213
Server 2 0.067254 47.385 / 0.00561
Server 3 12.1511 2.278125 / 0.00786
Servers Server 4 0.2016 1.755 / 0.00887
Server 5 10.84742 41.76 / 0.02334
Fog (avg all interfaces) 6.188548154 | 17.85331731 / /

Tables 4.23, Table 4.24, and Table 4.27 presented the data on
uploaded and downloaded files with different size from 512 KB to 20 MB

assigned to the optimal servers.
Table 4.23: FTP file upload/download by server 1 of HHO in Single Node

fog-server system.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 157.5936 1.11573
4 MB 322.5744 3.55572
20 MB 323.8048 55.63845

Table 4.24: FTP file upload/download by server 2 of HHO in Single Node

fog-server system.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

189.6048

1.13337
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4 MB

336.1168

3.56643

20 MB

333.6544

55.77138

Table 4.25: FTP file upload/download by server 3 of HHO in Single Node

fog-server system.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 176.0608 1.16235
4 MB 329.9616 3.55887
20 MB 332.424 14.25438

Table 4.26: FTP file upload/download by server 4 of HHO in Single Node

fog-server system.

Server 4: 10.0.0.51/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 192.7649 1.15226
4 MB 341.7186 3.62587
20 MB 339.2152 56.7009

Table 4.27: FTP file upload/download by server 5 of HHO in Single Node

fog-server system.

Server 5: 10.0.0.52/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 178.995 1.18172
4 MB 335.461 3.61818
20 MB 337.9644 14.49195

4.3.4 Resource allocation with Hybrid algorithm
The fourth case study pertains to a hybrid approach for
distributing server overload through the utilization of Better Fitness Load
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Balancing (BFLB) values. These values are assigned to each server and
traffic is redirected to the server with the least fitness value based on the
PSO and HHO optimizers. Figure 4.2 showed the sent packets from Fog

node to the server 1.

.
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,f

ethD--~ 3 Server

0.10/30
(inet::EtherP’byF}a”e)P w/a3ve: 80 E

cg
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Figure 4.2 : Packets sent from Fog node resource allocator to Server 1.

Figure 4.3 showed the packets sent from Fog node to the another

Server in the active network resources.
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Figure 4.3 : Packets sent into server 2 in the active servers.
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Figure 4.4 showed the request divided into more than one server in

the network.

o

eth) - " Server
1040.0.10/30
ethl -
“':W 'P&ra AV
m Server2

Figure 4.4: Packets divided among active servers.

Table 4.28 presents the evaluation parameters utilized in the fourth

case study.
Table 4.28: main evaluation Hybrid resource allocation in Single Node
fog-server system.
RHTTP t Throughput / Bps Lat / Response Packet Loss
1 OSEUBES Frames/sec | Frames/sec atency //ms Time/ms Rate (%)
yte Sent Received
Mobile 1 41.242 40.11411 23843.52 37.54269 1.12789
Mobile 2 4962298 2.556544 577.1493 0.795825 2.40575
Mobile 3 45.46714 43.99174 12309.7 34.20495 1.4754
Mobile 4 48.54022 47.12512 8733.347 30.23528 1.4151
Mobile 5 40.14541 39.32372 8081.5 38.70383 0.82169
Mobile 6 6.328109 5.09273 622.2501 0.357075 1.23537
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Mobile 7 51.93802 49.99412 9344.679 32.35175 1.9439
Mobile 8 42.95558 40.84069 8647.204 41.4131 2.11489
Server 1 2.861914 2.09568 622.3735 / 0.76623
Server 2 112.1358 110.3937 17931.58 / 1.7421
Server 3 70.75037 68.10909 11445.82 / 2.64128
Server 4 68.96822 66.2842 11674.74 / 2.68402
Server 5 19.60546 18.17291 4606.453 / 1.43255
Fog 283.5088 280.4461 47376.12 / 3.0627
Average Packet Loss Rate (%) 1.7763

The channel usage together with the queue duration was presented in

Table 4.29 for the fourth case study.
Table 4.29: Channel utilization with total network usage of the Hybrid in Single

Node fog-server system.

Device Requests Channel Idle Channel Usage Total N_etwork
Type (%) (%) Usage in KB

Mobile 1 98.11033 1.889668 0.079478
Mobile 2 97.22263 2.777374 0.001923
Mobile 3 98.87103 1.128972 0.041032
Mobile 4 86.71998 13.28002 0.029111
Mobile 5 98.95951 1.040487 0.026938

'V’il%t:;ée Mobile 6 98.97378 1.026218 0.002074
Mobile 7 85.20883 14.79117 0.031148
Mobile 8 93.54596 6.454035 0.028824
Server 1 98.90385 1.096149 0.002074
Server 2 98.87816 1.121843 0.059771

SEIVers | seryer 3 95.00479 4.995211 0.038152
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Server 4 93.46747 6.532535 0.038915
Server 5 90.27176 9.728235 0.015354
Fog (avg all interfaces) 94.933698 5.066301 0.157920

As showed in Table 4.30 the fitness value is 0.2484, and it is

decreased compared with HHO due to the increased number of

transmit and received packets and resource utilization is larger than

previous cases. Fitness value is better when minimized which means

throughput and resource utilization is high compared with other cases.

Table 4.30: Resource Utilization, Processing Time, Execution Cost, and
Fitness Value of the Hybrid in Single Node fog-server system.

Device Requests _R_eso_urce P_roce_ssing Exec_ution Fitness

Type Utilization (%) | Timeinsec | Costin Sec Value
Mobile 1 0.18773 14.742 15.03393 | 0.012263
Mobile 2 12.4405 1.404 1.432876 | 0.050102
Mobile 3 1.412813 0.702 0.837092 | 0.011005
Mobile 4 13.73525 18.954 19.03356 | 0.009141
Mobile 5 0.015676 19.656 19.75719 | 0.012581
'\ﬁlotéile Mobile 6 13.92298 8.424 8.448538 | 0.039457
o Mobile 7 13.73525 18.954 19.03451 | 0.008645
Mobile 8 0.015676 14.256 14.35868 | 0.011931
Server 1 13.15464 14.04 / 0.055211
Server 2 0.080705 37.908 / 0.004492
Server 3 14.58132 1.8225 / 0.006517

Servers Server 4 0.24192 1.404 / 0.00738
Server 5 13.0169 33.408 / 0.019687

Fog (avg all interfaces) 7.426258462 14.28265385 /
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Tables 4.31, Table 4.32, and Table 4.35 presented data on server
speed and the corresponding required makespan to the upload and download

files by optimal servers with different file size streaming.

Table 4.31: FTP file upload/download by server 1 of the Hybrid approach in

Single Node fog-server system.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 169.2555 0.892584
4 MB 346.4449 2.844576
20 MB 347.7664 44.51076

Table 4.32: FTP file upload/download by server 2 of the Hybrid approach in

Single Node fog-server system.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 203.6356 0.906696
4 MB 360.9894 2.853144
20 MB 358.3448 44.6171

Table 4.33: FTP file upload/download by server 3 of the Hybrid approach in

Single Node fog-server system.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 189.0893 0.92988
4 MB 354.3788 2.847096
20 MB 357.0234 11.4035
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Table 4.34: FTP file upload/download by server 4 of the Hybrid approach in

Single Node fog-server system.

Server 4: 10.0.0.51/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 207.0295 0.921808
4 MB 367.0058 2.900697
20 MB 364.3171 45.36072

Table 4.35: FTP file upload/download by server 5 of the Hybrid approach in

Single Node fog-server system.

Server 5: 10.0.0.52/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 192.2406 0.945378
4 MB 360.2851 2.894548
20 MB 362.9738 11.59356

The findings indicate that the hybrid approach outperformed the
POS algorithm and HHO algorithms in the context of HTTP and FTP file
transfer, particularly when dealing with files of varying sizes. The PSO
algorithm exhibits superior performance in the absence of resource
allocation, whereas the HHO algorithm outperforms PSO in scenarios
involving HTTP and FTP requests. Furthermore, the hybrid methodology
exhibited superior resource utilization, execution costs, and makespan in

comparison to the individual algorithms. The comparison of the system was

illustrated in Figure 4.5 and Figure 4.8.
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Evaluation Value
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Figure 4.5: Proposed Single Node fog system comparison with latency, response time,

and loss rate.
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Figure 4.6: Proposed Single Node fog system comparison with channel allocation and
network usage.

The results presented in Figure 4.7 illustrate the total utilization of

resources and fitness value required to execute the transmitting job for the
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utilized case studies. The findings indicate that the suggested hybrid strategy
outperforms the other resource allocation methods examined in this study.

The Hybrid approach exhibits an average total utilization of resources of

7.4262% and a superior overall fitness value of 0.2484.

8
7
6
[7¢]
S 5
[+
> 4
[y
2 3
3
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Without R.A PSO HHO Hybrid
= Avg Total Res(f;:)rce Utilization| - 64457 5.15712 6.18854 7.42625
= Total Sum Fitness Value 0441375 | 0368453 | 0289881 | 0.248412

Figure 4.7: Proposed Single Node fog system comparison with resource utilization and

fitness value.
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B Total Avg Execution Cost in Sec 27.3743 20.4776 15.3163 12.24204

Figure 4.8: Proposed Single Node fog system comparison with average execution cost

and processing time.
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When contrasted with previous studies in the same field, the

suggested method demonstrated superior assessment results, as can be
shown in Table 4.36.

Table 4.36 : The proposed Single Node fog-server system comparison with the other
related works.

Average

Ref.Year

Algorithm

Average
Makespan in
Sec

Average
Execution
Cost in Sec

Processing
Time in Sec

Harris Hawks
Optimization
algorithm
based on local
search strategy
(HHOLS)
Hybrid
gradient
descent spider
monkey
optimization
(HGDSMO)
MCT-PSO
minimum
completion
time (MCT)-
particle swarm
optimization
(PSO)

[18], 2020 20 Sec

[17], 2020 1858.14 Sec / 19.21 Sec

17.6 Sec 326.7 /

[21], 2022

14.7018 Sec 174.096 17.853 Sec

HHO

14.282 Sec

The proposed Hybrid 122.338

system

11.7614 Sec

4.4 The results of Multiple Fog Computing
The proposed system is founded on four distinct case studies. The

first case study does not involve the allocation of resources for fog-server

network services. The second case study utilizes the PSO algorithm for
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resource allocation. The third case study employs the HHO for resource
allocation. Lastly, the fourth case study utilizes a hybrid approach that
combines PSO and HHO. This approach is implemented in each fog node
used in Multiple fog computing in order to optimize and schedule incoming
requests to specific fog nodes. Resource allocation algorithm used to manage
tasks in processing (active requests) that executed on the Fog, also have
different direction to specific server. Therefore, in order to acquire an
optimal choice of fog, it is required to discover an ideal way to place the
various responsibilities evenly on the various fogs, taking into consideration
the various properties of the fog and the application. Figure 4.9 showed

Multiple fog network configuration.
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Figure 4.9 : Multiple Fog computing network configuration.

Figure 4.10 showed beacon message from access-point to mobile

nodes to associated each mobile node into network elements.
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Figure 4.10: Beacon messages between mobile nodes and network elements.

4.4.1 Fog computing system Without Resource Allocation

The strategy for implementing overload is applied to simulate the

state of high computation processes without any allocation of resource and

traffic is high with makespan and high required time as fitness value which

required to allocate resource to manage data request among available

servers. The initial case study pertains to a scenario of excessive load,

necessitating the reduction of response-processing durations, enhancement

of resource utilization, and optimization of QoS metrics. Table 4.37

illustrates the HTTP web requests made by nodes that move to the

associated servers via fog node.

Table 4.37: Multiple fog-server system evaluation of without resource

allocation
RHTTPt Throughput / Bps Latency / Response | Packet Loss
10;2”;3 Frames/sec | Frames/sec | -2teNCY/ MS 1 rimeims Rate (%)
yte Sent Received
Mobile 1 | 24.23408 | 23.76058 42875.71 58.73345 0.4735
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Mobile 2 2.91588 1.29024 1037.837 1.245024 1.62564
Mobile 3 26.7168 25.48224 22135.45 53.51174 1.23456
Mobile 4 28.52256 27.9552 15704.41 47.30141 0.56736
Mobile 5 | 23.58972 | 22.68941 14532.25 60.54998 0.90031
Mobile 6 3.71844 2.807616 1118.938 0.558624 0.910824
Mobile 7 30.51914 28.07341 16803.71 50.6125 2.44573
Mobile 8 25.241 22.59699 15549.5 64.78849 2.64401
Server 1 1.68168 1.6128 1119.159 / 0.06888
Server 2 65.89176 60.42355 32244.77 / 5.46821
Server 3 41.5734 39.91142 20582.01 / 1.66198
Server 4 40.5262 37.02474 20993.65 / 3.50146
Server 5 11.5203 9.436784 8283.378 / 2.083516
Fog 166.5917 155.5831 85192.31 / 11.0086
Average Packet Loss Rate (%) 2.471041

Table 4.38: channel allocation and total network usage of without resource allocation in

Multiple fog-server system.

Device Requests Channel Idle Channel Usage Total Ngtwork

Type (%) (%) Usage in KB
Mobile 1 84.96758 15.03242 0.142919033
Mobile 2 84.19879 15.80121 0.003459457
Mobile 3 85.62637 14.37363 0.073784833
Mobile 4 75.10307 24.89693 0.052348033
Mobile 5 85.703 14.297 0.048440833

l\ﬁlotéile Mobile 6 85.71536 14.28464 0.003729793

o Mobile 7 73.79435 26.20565 0.056012367

Mobile 8 81.01465 18.98535 0.051831667
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Server 1 85.6548 14.3452 0.00373053
Server 2 85.63255 14.36745 0.107482567
Server 3 82.27805 17.72195 0.0686067
Servers Server 4 80.94667 19.05333 0.069978833
Server 5 78.17906 21.82094 0.02761126
Fog (avg all interfaces) 82.21649 17.78351 0.283974367

Table 4.39 presents information regarding the allocation of
resources, processing time, and the execution cost for mobile nodes. The
table also highlights the benefits that mobile devices receive from the
channel with channel utilization. Additionally, the table provides data on the
amount of time that packets spend in the queue before being processed by
the servers. Fitness value maximized as the total sum is 0.40929 of without
resource allocation in Multiple fog-server environment.

Table 4.39: evaluation metrics of without resource utilization in Multiple
fog-server system.

Device Requests _R_eso_urce P_roce_ssing Exec_ution Fitness
Type Utilization (%) | Time in sec | Costin Sec Value

Mobile 1 0.121056 27.846 28.73574 0.02078

Mobile 2 8.022144 2.652 2.736772 0.08178

Mobile 3 0.91104 1.326 1.741803 0.01883

Mobile 4 8.857056 35.802 36.04171 0.01531

Mobile 5 0.010109 37.128 37.44059 0.0216

'\ﬁlotaile Mobile 6 8.978112 15.912 15.98414 | 0.0645

o Mobile 7 8.857056 35.802 36.05045 0.01483
Mobile 8 0.010109 26.928 27.25163 0.0209
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Server 1 8.482656 26.52 / 0.08491
Server 2 0.052042 71.604 / 0.00791
Server 3 9.40264 3.4425 / 0.011
Servers Server 4 0.156 2,652 / 0.01287
Server 5 8.39384 63.104 / 0.03407
Fog (avg all interfaces) 4.788758 26.97835 / /

The files that were uploaded and downloaded were displayed in
Table 4.40, Table 4.41, and Table 4.44 to the servers with different file size

to measure speed of data transfer and makespan as the required time as the

end time of the last job to complete the entire process.

Table 4.40: FTP file upload/download by server 1 of without allocation in

Multiple fog-server system.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

117.5386 1.763916
4 MB 240.5867 5.621424
20 MB 241.5044 87.96174

Table 4.41: FTP file upload/download by server 2 of without allocation in

Multiple fog-server system.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

141.4136 1.791804
4 MB 250.6871 5.638356
20 MB 248.8505 88.1719
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Table 4.42: FTP file upload/download by server 3 of without allocation in

Multiple fog-server system.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

131.312 1.83762
4 MB 246.0964 5.626404
20 MB 247.9329 22.5355

Table 4.43: FTP file upload/download by server 4 of without allocation in

Multiple fog-server system.

Server 4: 10.0.0.51/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 143.7705 1.887511
4 MB 254.8651 5.939521
20 MB 252.998 92.88146

Table 4.44: FTP file upload/download by server 5 of without allocation in

Multiple fog-server system.

Server 5: 10.0.0.52/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 133.5005 1.958283
4 MB 250.198 5.995849
20 MB 252.0651 24.01524

4.4.2 Resource allocation with Meta-heuristic PSO algorithm

The second case study presents a proposed system that utilizes a
Multiple fog-server architecture. This system employs the Particle Swarm
Optimization (PSO) algorithm for resource allocation to effectively manage

workload distribution and balance the overload of resources within the fog-

89



Chapter Four The Implementation, Results and Discussion

server computation environment by distribute incoming mobile requests
packets to the optimal server while minimizing the total makespan, fitness
value and execution cost compared with Single Node PSO and with the case
of overloading transmission packets. Figure 4.11 showed PSO optimizer in

Fog node resource allocator redirect packets into optimal server.
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Figure 4.11 : Redirect packets from Fog to the servers by PSO Optimizer.

As depicted in Table 4.45 the allocation of HTTP requests was
Multiple across a total of five servers.

Table 4.45: PSO case study evaluation criteria in Multiple fog-server

system.
RHTTP i Throughput / Bps Latency / m Response | Packet Loss
1 osgugs Frames/sec | Frames/sec atency //ms Time/ms Rate (%)
yte Sent Received
Mobile 1 | 29.60964 | 29.29669 32156.78 44.05009 0.31295
Mobile 2 | 3.562675 | 2.332288 778.3776 0.933768 1.230387
Mobile 3 | 32.64307 | 31.36269 16601.59 40.13381 1.28038
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Mobile 4 34.84938 34.33024 11778.31 35.47606 0.51914
Mobile 5 28.82235 28.01129 10899.19 45.41249 0.81106
Mobile 6 4.543258 4.153139 839.2032 0.418968 0.390119
Mobile 7 | 37.28883 | 35.67209 12602.79 37.95938 1.61674
Mobile 8 | 30.83991 | 29.10039 11662.13 48.59136 1.73952
Server 1 2.054707 2.04736 839.3695 / 0.007347
Server 2 80.50775 78.41226 24183.58 / 2.09549
Server 3 50.79514 48.67771 15436.51 / 2.11743
Server 4 49.51565 47.21368 15745.24 / 2.30197
Server 5 14.07571 13.22814 6212.534 / 0.84757
Fog 203.5448 | 187.6837 63894.23 / 15.8611
Average Packet Loss Rate (%) 2.223657

Table 4.46: channel allocation and total network usage in Multiple fog-server

system.

Device Requests Channel Idle Channel Usage Total Ngetwork

Type (%) (%) Usage in KB
Mobile 1 93.46434 6.535658 0.107189267
Mobile 2 92.61867 7.381329 0.002594592
Mobile 3 94.18901 5.810991 0.055338633
Mobile 4 82.61337 17.38663 0.039261033
Mobile 5 94.2733 5.726696 0.036330633

'V’L%tgée Mobile 6 94.2869 5.7131 0.002797344
Mobile 7 81.17379 18.82622 0.0420093
Mobile 8 89.11612 10.88389 0.038873767
Server 1 94.22028 5.77972 0.002797898
Server 2 94.19581 5.804193 0.080611933
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SeIvers | gerver 3 90.50585 9.494147 0.051455033
Server 4 89.04134 10.95866 0.052484133
Server 5 85.99697 14.00303 0.020708447
Fog (avg all interfaces) 90.43813 9.561866 0.212980767

Table 4.47 showed the channel resources allocation, processing
time, execution cost with fitness value time for mobiles and the results of the
allocation of resources in fog computing has been found to be superior to
that of the first case study. This is due to the increase in channel the
availability and resource utilization, as well as the decrease in processing
time and execution cost. Total fitness is 0.3370 so it is better with decreased
fitness value compared with state of without resource allocation, also it is
better compared with PSO of Single Node system due to the increase

available servers after task scheduling of Multiple system .

Table 4.47: PSO case study channel allocation in Multiple fog-server

system.
Device Requests Resource Processing | Execution Fitness
Type g Utilization (%) | Time insec | Costin Sec Value
Mobile 1 0.136886 20.8845 21.42849 | 0.01694
Mobile 2 9.071194 1.989 2.040949 | 0.06682
Mobile 3 1.030176 0.9945 1.249215 | 0.01538
Mobile 4 10.01529 26.8515 26.99981 | 0.01263
Mobile 5 0.01143 27.846 28.03692 | 0.01759
l\ﬂlotaile Mobile 6 10.15217 11.934 11.9785 | 0.05305
ode
Mobile 7 10.01529 26.8515 27.00291 | 0.01205
Mobile 8 0.01143 20.196 20.38971 | 0.01668
Server 1 9.591926 19.89 / 0.07302
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Server 2 0.058847 53.703 / 0.00629
Servers Server 3 10.63222 2.581875 / 0.00908
Server 4 0.1764 1.989 / 0.01032
Server 5 9.491496 47.328 / 0.02718
Fog (avg all interfaces) 5.414981 20.23376 / /

Tables 4.48 to Table 4.52 showed upload and download files to

the available servers with less fitness value with different file size and it

showed the PSO useful for file uploading requests through less makespan

and acceptable speed compared with 1% case study of without resource

allocation and with PSO of Single Node fog-server system.
Table 4.48: FTP file upload/download by server 1 of the PSO of Multiple fog-

server system.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 141.0463 1.386693
4 MB 288.7041 4.419252
20 MB 289.8053 69.15065

Table 4.49: FTP file upload/download by server 2 of the PSO of Multiple fog-

server system.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 169.8543 1.408617
4 MB 301.1046 4.432563
20 MB 298.8987 69.31586
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Table 4.50: FTP file upload/download by server 3 of the PSO of Multiple fog-

server system.

Server 3: 10.0.0.34/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 157.7211 1.444635
4 MB 295.5906 4.423167
20 MB 297.7965 17.71616

Table 4.51: FTP file upload/download by server 4 of the PSO of Multiple fog-

Server system.

Server 4: 10.0.0.51/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 172.6852 1.43209
4 MB 306.1229 4.506435
20 MB 303.8802 70.47111

Table 4.52: FTP file upload/download by server 5 of the PSO of Multiple fog-

server system.

Server 5: 10.0.0.52/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 160.3497 1.468708
4 MB 300.5171 4.496882
20 MB 302.7598 18.01143

4.4.3 Resource allocation with HHO

The system proposed in this instance is founded on the
optimization technique known as HHO resource allocation for task
scheduling in fog servers to minimize execution cost, processing time and
fitness depending on the less makespan for analyzing request as the

determination of the optimal server for incoming requests is based on the
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assigned value of required time (response time) for task completion on each

server. Figure 4.12 showed HHO redirect request from fog to servers.
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Figure 4.12 : Redirect packets from Fog to the servers by HHO Optimizer.

Table 4.53 presents the channel allocation for a fog computing

environment utilizing the HHO optimization algorithm.

Table 4.53: main evaluation metrics of HHO in Multiple fog-server

system.
RIZTJ;,[ Throughput / Bps Latency / ms Response Packet Loss
10 22 Byte Frames/sec | Frames/sec y Time/ms Rate (%)
yt Sent Received

Mobile 1 38.49253 37.6265 24117.59 37.44257 0.86603
Mobile 2 4.631478 3.692774 583.7832 0.793703 0.938704
Mobile 3 42.43599 40.31229 12451.19 34.11374 2.1237

Mobile 4 45.3042 44.17011 8833.73 30.15465 1.13409
Mobile 5 37.46905 35.95547 8174.39 38.60062 1.51358
Mobile 6 5.906235 4.939881 629.4024 0.356123 0.966354
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Mobile 7 48.47548 48.15451 9452.089 32.26547 0.32097
Mobile 8 40.09188 37.37131 8746.597 41.30266 2.72057
Server 1 3.075968 2.671119 629.5272 / 0.404849
Server 2 104.6601 | 95.82075 18137.69 / 8.83935
Server 3 66.03368 | 63.82182 11577.39 / 2.21186
Server 4 64.37034 | 63.67859 11808.93 / 0.69175
Server 5 18.29843 17.52138 4659.401 / 0.77705
Fog 264.6082 260.8297 47920.67 / 3.7785
Average Packet Loss Rate (%) 1.949097

Table 4.54: Channel utilization and total network usage for HHO case study of

Multiple fog-server system.

DTevu;e Requests Channel Idle Channel Usage Total Network
yp a (%) (%) Usage in KB
Mobile 1 96.47516 3.52484 0.080391967
Mobile 2 95.60225 4.397751 0.001945944
Mobile 3 97.22318 2.776823 0.041503967
Mobile Mobile 4 85.27465 14.72535 0.029445767
Node Mobile 5 97.21019 2.789813 0.027247967
Mobile 6 97.32422 2.675781 0.002098008
Mobile 7 83.78868 16.21132 0.031506963
Mobile 8 91.98687 8.013135 0.029155323
Server 1 97.25545 2.744546 0.002098424
Server 2 96.23019 3.769812 0.060458967

Server 3 93.42138 6.578624 0.0385913

Servers
Server 4 91.90967 8.090326 0.0393631

96




Chapter Four

The Implementation, Results and Discussion

Server 5

88.76724

11.23276

0.015531337

Fog (avg all interfaces)

93.26686

6.733145

0.159735567

As showed in Table 4.55 fitness value is 0.26501 and it is

decreased compared with PSO case due to increased resource

utilization and total sum of throughput send and received.

Table 4.55: evaluation metrics of HHO in Multiple fog-server system.

Device Requests _R_eso_urce P.roce_ssing Exec_ution Fitness
Type Utilization (%) | Timeinsec | Costin Sec Value
Mobile 1 0.164264 15.66338 15.97907 0.01311
Mobile 2 10.88543 1.49175 1.5221 0.05206
Mobile 3 1.236211 0.745875 0.893762 0.01191
Mobile 4 12.01834 20.13863 20.22535 0.00985
Mobile 5 0.013716 20.8845 20.99531 0.01362
'\ﬁ'o%”e Mobile 6 12.1826 8.9505 8.977813 0.04342
o Mobile 7 12.01834 20.13863 20.22529 0.0092
Mobile 8 0.013716 15.147 15.25939 0.01291
Server 1 11.51031 14.9175 / 0.05795
Server 2 0.070617 40.27725 / 0.00499
Server 3 12.75866 1.936406 / 0.00701
Servers Server 4 0.21168 1.49175 / 0.0078
Server 5 11.38979 35.496 / 0.02118
Fog (avg all interfaces) 6.497976 15.17532 / /

Tables 4.56, Table 4.57, to Table 4.60 present data on the
uploading and downloading of files with different size from 512 KB to 20

MB assigned to the optimal servers in Multiple fog-server system.
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Table 4.56: FTP file upload/download by server 1 of the HHO of Multiple

fog-server system.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 162.3214 0.970685
4 MB 332.2516 3.093476
20 MB 333.5189 48.40545

Table 4.57: FTP file upload/download by server 2 of the HHO of Multiple

fog-server system.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

195.2929 0.986032
4MB 346.2003 3.102794
20 MB 343.664 48.5211

Table 4.58: FTP file upload/download by server 3 of the HHO of Multiple

fog-server system.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB 181.3426 1.011245
4 MB 339.8604 3.096217
20 MB 342.3967 12.40131

Table 4.59: FTP file upload/download by server 4 of the HHO of Multiple

fog-server system.

Server 4; 10.0.0.51/30

FTP File Size Upload/Download

Speed in KB/sec

Makespan in Sec

512 KB

198.5478

1.002466

4 MB

351.9702

3.154507
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20 MB 349.3917 49.32978

Table 4.60: FTP file upload/download by server 5 of the HHO of Multiple
fog-server system.
Server 5: 10.0.0.52/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 184.3649 1.028096
4 MB 345.5248 3.147817
20 MB 348.1033 12.608

4.4.4 Resource allocation with Hybrid algorithm

The Hybrid Multiple Fog-Server Computing approach has been
proposed as a solution to address service delay issues. This approach
leverages the untapped computational resources in the vicinity of fog nodes,
which are utilized as servers, and the resources in the vicinity of
basebrokers, which are used as fog nodes. Additionally, this approach
emphasizes the optimal utilization of computational resources that are
available within the network, specifically the fog nodes-servers. The fourth
case study pertains to a hybrid approach for distributing incoming mobile
requests to servers.

This approach involves the utilization of BFLB values, which are
assigned to each server and used to redirect traffic to the server with the least
fitness value. The approach integrates PSO and HHO optimizers to achieve
this objective. Figure 4.13 showed redirect request from Fog to servers and

huge request is divided among servers.
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Figure 4.13 : Redirect request from Fog to active servers with Hybrid approach.

Table 4.61 presents the evaluation parameters utilized in the fourth

case study.
Table 4.61: The Hybrid approach of Multiple fog-server main evaluation
parameters.
RHTTP,[ Throughput / Bps Lat / Response Packet Loss
1 OSEUBES Frames/sec | Frames/sec atency /-ms Time/ms Rate (%)
yte Sent Received

Mobile 1 46.19104 45.9278 20266.99 29.65873 0.26324
Mobile 2 5.557774 4.863329 490.5769 0.628702 0.694445
Mobile 3 50.9232 49.27075 10463.25 27.02191 1.65245
Mobile 4 54.36505 53.78013 7423.345 23.88587 0.58492
Mobile 5 44.96286 44.04257 6869.275 30.57603 0.92029
Mobile 6 7.087482 6.703858 528.9126 0.282089 0.383624
Mobile 7 58.17058 56.99341 7942.977 25.55788 1.17717
Mobile 8 48.11025 47.74157 7350.123 32.71635 0.36868
Server 1 3.205344 2.347162 529.0175 / 0.858182
Server 2 125.5921 124.6409 15241.84 / 0.9512
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Server 3 79.24041 76.28218 9728.947 2.95823
Server 4 77.24441 76.2383 9923.529 1.00611
Server 5 21.95812 20.35366 3915.485 1.60446

Fog 317.5299 | 314.0996 40269.7 3.4303
Average Packet Loss Rate (%) 1.203807

The channel usage together with the queue duration was displayed in

Table 4.62 for the fourth case study.
Table 4.62: Channel utilization with Total Network Usage of the Hybrid in

Multiple fog-server system.

Device Requests Channel Idle Channel Usage Total Ngtwork
Type (%) (%) Usage in KB
Mobile 1 99.09143 0.908567 0.067556633

Mobile 2 98.19486 1.805144 0.001635256
Mobile 3 99.85974 0.14026 0.0348775

Mobile 4 97.58718 2.41282 0.024744483

Mobile 5 99.94911 0.050895 0.022897583

'VILOZHG Mobile 6 99.96352 0.036482 0.001763042
o Mobile 7 96.06092 3.939082 0.02647659
Mobile 8 94.48142 5.51858 0.02450041

Server 1 99.89289 0.107111 0.001763392

Server 2 99.86694 0.133058 0.050806133

Server 3 95.95484 4.045162 0.032429823
SEIVers | server 4 94.40214 5.597855 0.03307843
Server 5 91.17448 8.825522 0.013051617

Fog (avg all interfaces) 97.4215 2.578503 0.134232333
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As showed in Table 4.63 the total sum fitness value is 0.21863,

and it is decreased compared with HHO due to the increased number of

transmit and received packets and resource utilization is larger than previous

cases. Fitness value is better when minimized which means throughput and

resource utilization is high compared with other cases.

Table 4.63: Evaluation metrics of hybrid case study in the Multiple fog-
server system.

Device Requests _R_eso_urce P_roce_ssing Exec_ution Fitness
Type Utilization (%) | Timeinsec | Costin Sec Value
Mobile 1 0.204626 11.0565 11.27567 0.01083
Mobile 2 13.56015 1.053 1.073431 0.0417
Mobile 3 1.539966 0.5265 0.629088 | 0.00983
Mobile 4 14.97142 14.2155 14.27558 0.00812
Mobile 5 0.017087 14.742 14.8188 0.01123
'\ﬁ'o%”e Mobile 6 15.17605 6.318 6.336248 0.03452
o Mobile 7 14.97142 14.2155 14.27631 0.00768
Mobile 8 0.017087 10.692 10.76832 | 0.01043
Server 1 14.33856 10.53 / 0.05027
Server 2 0.087968 28.431 / 0.00399
Server 3 15.89364 1.366875 / 0.00583
Servers Server 4 0.263693 1.053 / 0.0065
Server 5 14.18842 25.056 / 0.0177
Fog (avg all interfaces) 8.094622 10.71199 /

Tables 4.64, Table 4.65 to Table 4.68 presented data on server

speed and the corresponding required makespan to the upload and download

files by optimal servers with different file size streaming.
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Table 4.64: FTP file upload/download by server 1 of Hybrid of Multiple fog-

server system.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 177.7183 0.669438
4 MB 363.7671 2.133432
20 MB 365.1547 33.38307

Table 4.65: FTP file upload/download by server 2 of Hybrid of Multiple fog-

Server system.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 213.8174 0.680022
4 MB 379.0389 2.139858
20 MB 376.262 33.46283

Table 4.66: FTP file upload/download by server 3 of Hybrid of Multiple fog-

Server system.

Server 3: 10.0.0.34/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 202.3256 0.69741
4 MB 379.1853 2.135322
20 MB 382.015 8.552625

Table 4.67: FTP file upload/download by server 4 of Hybrid of Multiple fog-

Server system.

Server 4: 10.0.0.51/30
FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 221.5216 0.67292
4 MB 392.6962 2.117509
20 MB 389.8193 33.11333

Table 4.68: FTP file upload/download by server 5 of Hybrid of Multiple fog-

server system.
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Server 5: 10.0.0.52/30

FTP File Size Upload/Download | Speed in KB/sec | Makespan in Sec
512 KB 209.5423 0.690126
4 MB 392.7108 2.11302
20 MB 395.6414 8.463299

The results indicate that the hybrid approach outperformed the
PSO and HHO algorithms in terms of HTTP and FTP file transfer,
particularly for files of varying sizes. The Particle Swarm Optimization
(PSO) algorithm exhibits superior performance in scenarios where resource
allocation is not a factor, whereas the Hybrid Harmony Search-Particle
Swarm Optimization (HHO) algorithm outperforms PSO in situations
involving HTTP and FTP requests. Furthermore, the hybrid methodology
exhibited superior resource utilization, the execution cost, and makespan
compared to the individual algorithms. The comparison of the system was

demonstrated in Figure 4.14 and Figure 4.17.

350

300

250

200

150

100

Evaluation Value

50

0

Without R.L

PSO

HHO

Hybrid

m Total Latency / sec

298.17308

223.62983

167.72237

140.94396

m Total Response Time/ms

337.35995

253.01997

215.06697

170.35721

Total Packet Loss Rate (%)

34.59458

31.1312

27.28735

16.8533

Figure 4.14: The proposed Multiple fog system comparison with latency, response time,

and packet loss rate.
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Figure 4.15: The proposed Multiple fog system comparison with Channel resource

allocation and network usage.

As depicted in Figure 4.16, the transfer of total utilization of
resources and fitness value during the execution of transmission position for
the utilized case studies was demonstrated. The findings indicate that the
suggested hybrid strategy outperformed the other cases of resource
allocation. The Hybrid method exhibits an average total utilization of

resources of 8.09462% and a superior total sum fitness value of 0.21863.
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Figure 4.16: The proposed Multiple fog system comparison with total average of
resource utilization and fitness time.
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Figure 4.17: The proposed Multiple fog system comparison with average processing time

and execution

cost.

Upon comparison with other relevant works, the proposed system

exhibited superior evaluation outcomes, as evidenced by the data presented

in Table 4.69.
Table 4.69 : The proposed Multiple fog-server system comparison with the other related
works.
Ref.Year Algorithm Simulation Total Makespan Average
Tool in Sec Processing Time in Sec
Hybrid gradient
descent spider Hadoop task
[17], 2020 monkey scheduler 1858.14 19.21
optimization tool
(HGDSMO)
Extended Particle
iFogSim 342.53 /
[19], 2021 | Swarm Optimization
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(EPSO)
PSO FogNetSim+ 274.084 20.233
HHO +, iFogSim 191.858 15.175
The proposed Hybrid system extension 131.024 10.711

4.5 Summary

The Multiple fog-server computing framework under
consideration has been implemented through four distinct case studies. The
allocation of resources in fog servers is implemented with the aim of
enhancing performance metrics, including but not limited to reducing delay,
response time, time to process, fitness value, and makespan times, while
simultaneously increasing throughput through optimal resource utilization.
A comparative analysis is conducted to validate the effectiveness and
efficiency of the suggested system for the hybrid allocation of resources

between fog and server.

The findings indicate that the suggested system has enhanced the
network's performance by ensuring the effective handling of mobile requests
through the utilization of Single Node and Multiple services an optimizer for
hybrid fog-server computing. It showed execution cost time of without
resource allocation of Single Node is 27.374 seconds, and Multiple is 23.247
seconds, Single Node fog-server with PSO is 20.477 seconds, and 17.390
seconds of Multiple, besides Single Node fog-server execution cost of HHO
is 15.316 seconds, and HHO of Multiple fog-server is 13.009 seconds, The
proposed Hybrid execution cost of Single Node is 12.242 seconds while the
Hybrid approach of resource allocation execution cost time is 9.181
seconds.
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5.1 Conclusions

The current chapter offers a summary of the findings of the

suggested approach and suggests potential avenues for further investigation.

These suggestions can be succinctly summarized as follows :

1-

The implementation hybrid resource allocation system within fog-server
architecture to reduce implementation costs, makespan time and fitness
in the proposed mobile network.

The results showed the proposed resource allocation fog-server
computing system enhanced overload and computation on each server by
balancing incoming wireless mobile requests among available servers as
the total latency of PSO is 223.629 seconds, HHO is 167.722 seconds,
and decreased latency with Hybrid as 140.943 seconds. Besides, total
response times are 253.019 ms, 215.066 , 170.357 for PSO, HHO, and
Hybrid respectively.

In addition, Average total packet loss rate is 31.131, 27.287, and 16.853
for PSO, HHO, and Hybrid respectively. Furthermore, Total Network
Usage computation is decreased into 26.433 in Hybrid module while,
31.4556 , 41.940 for HHO, and PSO respectively.

5.2 Suggestions for Future Works

There are various aspects that can be considered for the

prospective extension of present research by employing the subsequent

propositions:

1-

The implementation of an effective access control system that is
enhanced with suitable monitoring capabilities and risk assessment

techniques to identify and prevent unauthorized user activities. It aims to
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detect anomalous user behavior and subsequently deactivate any
illegitimate actions.

The utilization of fog-to-fog scalability communication in clusters
remains an unresolved matter in the field of fog computing pertaining to
the allocation of resources.

The integration of IoT and fog computing services has initiated a
positive impact on the quality of services within the healthcare sector.
These enhancements aim to enhance productivity, optimize the use of
energy, and minimize operational costs.

The management of communication and information resources in actual
infrastructure necessitates an increase in order to facilitate real-time
monitoring of big data in proximity to the user. This is essential to
ensure the reliability, stability, and durability required to process large
volumes of data at the network edge, thereby enhancing node failure and
service quality.

The edge Intelligence involves the utilization of fog computing to enable
the implementation of machine learning and Al algorithms in closer

proximity to the data source, specifically at the network's edge.
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