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Abstract

As the number of malware attacks continues to increase, there is a growing
need for effective and efficient malware detection techniques. Dynamic machine
learning algorithms have emerged as a promising approach for detecting malware
in real-time. These algorithms leverage the dynamic behavior of malware to

distinguish it from benign software.

This thesis uses publicly available DDoS 2019 and malware analysis
datasets and the Microsoft Malware Classification Database (BIG 2015) and uses
more than one method to select the feature in the dataset such as additional tree
feature selection and correlation feature selection. After evaluating the
effectiveness of Decision Trees (DT), Feedforward Neural Networks (FFNN), and
Support Vector Machines (SVM)for detecting multiple types of malware based on
their performance on these datasets, a hard voting method was utilized to choose
the best classification algorithm that provides the highest predictive rate for all
types of malware detection, in order to create a dynamic selection classification

system, and this proposal achieved a success rate of 99.99%.

The Decision Tree approach achieved a 100% success rate, the FFNN
approach achieved a 99.99% success rate, and the SVM technology achieved a
99.52% success rate, according to the DDoS 2019 dataset. The larger 2015 dataset
showed that the DT method had a success rate of 98.17%, the FFNN approach had
a success rate of 96.89%, and the SVM technology had an accuracy of 93.20%. For
the malware analysis dataset, the DT approach achieved a success rate of 90.77%,
the FFNN approach had a success rate of 88.88%, and the SVM method achieved a

success rate of only 80.0%.



Table of Contents

Title Title Page
No. No.
Chapter One: Introduction
1.1 Introduction 1
1.2 Problem Statement 3
1.3 Aim and Objectives 4
1.4 Related Works 4
1.5 Thesis layout 5
Chapter Two: Theoretical Background
2.1 Information Security 12
2.2 Malware 13
2.3 Malicious Software and Machine Learning 16
2.4 Data Preprocessing 18
24.1 Data Cleaning 18
2.4.2 Encoding of Dataset 21
2.4.3 Normalize the Dataset 22
2.5 Feature selection (FS) 24
2.6 Classification Algorithms 28
2.6.1 Support Vector Machine (SVM) 29
2.6.2 Feed Forward Neural Network (FFNN) 33
2.6.3 Dissection Tree (DT) 36
2.7 Voting 37
2.7.1 Hard Voting 38
2.71.2 Soft Voting 39
2.8 Evaluation (Confusion Matrix) 40
Chapter Three: The Proposed Model
3.1 Overview 46
3.2 Proposed system Architecture 46
3.2.1 Dataset 48
3.2.2 Pre-Processing 52
3.2.3 Splitting Data 53
3.24 Machine learning classification algorithm 55

Vi




3.2.5 Machine learning classification algorithm with Hard Voting 57
Chapter Four: Results and Discussion
4.1 Introduction 58
4.2 Results of DDoS 2019 Dataset 58
4.3 Normalizing 60
43.1 Z-score Normalizing 60
4.3.2 Min-Max Normalizing 60
4.4 Label Encoding of Dataset 60
4.5 Feature Selection 61
45.1 DD0S2019 Dataset 61
4.5.2 Big2015 Dataset 62
45.3 Malware Analysis Dataset 64
4.6 Splitting Dataset 65
4.7 Classification 66
4.7.1 Results of Big 2015 Dataset 66
4.8 Comparison between the Result of Different Method 95
4.9 Results of Voting 97
4.9.1 Classification Result for DDOS 2019dataset after 97
implementing voting
4.9.2 Classification Result for Big2015 Dataset after implementing 100
voting
4.9.3 Classification Result for Malware Analysis Dataset after 102
implementing voting
4.10 Comparison with Other Related Works 104
Chapter Five: Conclusion and Future Works
5.1 Conclusion 108
52 Future work 109

References

Vil




Table of Tables

Table Title Page
No. No.
1.1 A summary of the related works 9
3.1 The samples of the DDoS dataset 49
3.2 The dataset have 300,000 record divided into normal/attack 50
3.3 malware families 51
3.4 data splitting for the three utilized datasets 54
4.1 big data 2015 malware/normal number of records 67
4.2 the classification result for a Decision Tree model with Extra 68
Tree feature selection and Z-score normalization on test data.
4.3 the classification result for a Decision Tree model with 71
correlation feature selection and Z-score normalization on test
data.
4.4 the classification result a Decision Tree (DT) model with ET 72
feature selection and Min-Max normalization on a testing
dataset.
4.5 the classification result for a Decision Tree (DT) model with 75
correlation feature selection and Min-Max normalization on a
testing dataset.
4.6 the table representation of the evaluation metrics for a FFNN 78
with Extra Tree feature selection and Z-Score normalization on
the test data
4.7 the table representation of the evaluation metrics for a FFNN 81
with correlation feature selection and Z-Score normalization on
the test data
4.8 the table representation of the evaluation metrics for a FFNN 84
with Extra Tree feature selection and Min-Max normalization on
a test dataset.
4.9 the table representation of the evaluation metrics for a FFNN 86
with correlation feature selection and Min-Max Normalization
on the test data
4.10 classification report for an SVM model with ET feature selection | 88
and Z-Score Normalized
4.11 Classification Report for SVM with correlation feature selection 90

Vil




and Z-Score Normalized on Test Data

4.12 shows the classification report for the SVM model with Extra 91
Tree feature selection and Min-Max normalization on the testing
data.

4.13 Classification Report for SVM with correlation feature selection 94
and Min-Max Normalized on testing data

4.14 Comparison between the Result of Different Methods (where 0 96
is normal and 1 is malware)

4.15 Classification Report for DDOS 2019 dataset after 97
implementing voting

4.16 Classification Report for Big 2015 dataset after implementing 100
voting

4.17 Classification Report for Malware analysis dataset after 102
implementing voting

4.18 The comparison between the outcomes of this thesis and the 106

results of other related works on the first dataset before adding a
hard voting approach.




Table of Figures

Figure Title Page

No. No.

2.1 Machine learning workflow 17

2.2 Hard Voting 39

2.3 Soft Voting 40

2.4 Confusion matrix 41

3.1 The Proposed Model Diagram 47

3.2 Neural Network 55

4.1 DDoS 2019 dataset feature selection using Extra Trees feature 61
selection

4.2 DDoS 2019 dataset feature selection using Correlation feature 62
selection

4.3 Big2015 dataset feature selection using Extra Trees feature 63
selection

4.4 Big2015 dataset feature selection using Correlation feature 63
selection

4.5 Malware analysis dataset feature selection using Extra Trees 64
feature selection

4.6 Malware analysis dataset Feature Selection using Correlation 65
feature selection

4.7 classification report for a Decision Tree (DT) model confusion 69
matrix

4.8 Confusion matrix for a Decision Tree model with correlation 71
feature selection and Z-score normalization on test data

4.9 Confusion matrix for a Decision Tree model with DT feature 73
selection and Min-Max normalization on a testing dataset.

4.10 Confusion matrix for a Decision Tree model with correlation 76
feature selection and Min-Max normalization on a testing
dataset.

4.11 FFNN with Extra Tree feature selection and Z-Score Normalized | 77
loss function

4.12 FFNN with ET feature selection and Z-Score Normalized 77
validation accuracy

4.13 FFNN with Extra Tree feature selection and Z-Score Normalized | 79

testing data




4.14 FFNN with correlation feature selection and Z-Score 80
Normalized loss function

4.15 FFNN with correlation feature selection and Z-Score 80
Normalized accuracy validation

4.16 FFNN with correlation feature selection and Z-score Normalized 82
confusion matrix testing data

4.17 FFNN with Extra Tree feature selection and Min-Max 83
Normalized loss function

4.18 FFNN with Extra Tree feature selection and Min-Max 83
Normalized validation accuracy

4.19 FFNN with Extra Tree feature selection and Min-Max 85
Normalized confusion matrix testing data

4.20 confusion matrix of classification report for an SVM model with 89
Extra Tree feature selection and Z-Score Normalized

4.21 confusion matrix of SVM with correlation feature selection and 91
Z-Score Normalized

4.22 shows the classification report for the SVM model with Extra 93
Tree feature selection and Min-Max normalization on the testing
data.

4.23 confusion matrix of the SVM with correlation feature selection 95
and Min-Max Normalized on testing data

4.24 confusion matrix of DDOS 2019 Dataset after implementing 95
voting

4.25 confusion matrix of big 2015 Dataset after implementing voting 102

4.26 confusion matrix of malware analyze Dataset after implementing | 104

voting

Xl




Table of Algorithms

algorithm Title Page
No. No.
2.1 Algorithm of Data Cleaning 20
2.2 Algorithm of Normalization 23
2.3 Algorithm of Correlation Feature Selection 26
2.4 Algorithm of Extra Tree Feature Selection 28
2.5 Algorithm of SVM 30
2.6 Algorithm of FFNN 33
2.7 Algorithm of DT 37

Wl




List of Abbreviations

Abbreviation Description
AMZD Advanced on Min-Max Z-score Decimal scaling
CIC Canadian Institute for Cybersecurity
CNNs Convolution Neural Networks
CVv Computer Viruses
DDoS Distributed Denial of Service
DT Dissection Tree
ET Extra Trees Classifier feature selection
E-Voting Electronic Voting
FFNN Feed Forward neural network
FN False Negative
FP False Positive
HPCs High Performance Counters
IOCs indicators of compromise
KDD Knowledge Discovery and Data Mining(data set)
KNNs k-Nearest Neighbors
LDAs Linear Discriminant Analyses
LPPMs Location-Privacy Preserving Mechanisms
LSTMs Long Short-Term Memories
ML Machine Learning
MLP Multi-Layer Perceptron
MNB Multinomial Naive Bayes
NB Naive base
NN Neural Network
RBF Radial Basis Function
RF Random force
SDN Software-Defined Networking
SGB Sovereign Gold Bond Scheme
SMO Spider Monkey Optimization
SVM Support vector machine
TN True Negative
TP True Positive

Xl




Chapter one
General Introduction



Chapter ONe ....cccovviieiiniiieiierinecincensenscensansone General Introduction

1.1 Introduction

In general, security is defined as "the characteristic or situation of
being secure—Dbeing devoid of risk"[1]. In other words, the goal is to guard
against adversaries—those who would cause harm, intentionally or
unintentionally. Malicious software is introduced as any sort of programmer
that is designed to damage or hack the user. They may be seeking to steal
your information, or they may be acting maliciously. In any case, it's hardly
worth the effort to speculate on a hacker's intentions[1]. Malware is
described as unauthorized software meant to infiltrate or harm a computer
system. Malware is the umbrella term for all types of computer dangers. A
straightforward taxonomy of malware includes file infectors and standalone
malware. Malware can also be classified depending on their specific
behavior: worms, backdoors, Trojans, rootkits, spyware, adware, etc. It has
become commonplace for cybercriminals to conceal their malicious
operations within the devices of their victims, making it harder for antivirus
and other security software to detect them. Scientists see the need for
improved malware detection and prevention systems, thus they develop

innovative techniques, methodologies, and tools [2].

There are three fundamental ways for detecting malware: signature-
based, anomaly-based, and heuristic. Almost all antivirus software uses
signature-based detection and prevention techniques nowadays. Antivirus
software examines programmers for unusual activity by comparing them to
known malware patterns[3]. Anomaly-based approaches, on the other hand,
focus on observing usual system activity to detect deviations. Moreover, the

most recent technique utilizes Heuristics. When it comes to recognizing and

1
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diagnosing dangerous and abnormal behaviors in the system, researchers
adopt Heuristic-based tactics to maximize the earlier types by employing
new advanced algorithms and processes such as machine learning and neural

networks [4] .

However, malware detection through standard, signature-based
methods is becoming increasingly difficult as all current malware
applications tend to have multiple polymorphic layers to avoid detection or
to use side mechanisms to automatically update to a newer version at short
intervals to avoid detection by any antivirus software. Therefore, machine
learning techniques have so been implemented by researchers in an effort to

identify malware[5].

Over the past two decades, machine learning has been a pillar of
information technology, bringing with it a rather major, if occasionally
hidden, component of our lives. There is reason to anticipate that smart data
analysis will become more commonplace as a critical component for
technological advancement given the ever-increasing volumes of data that
are available[6]. The study of how to design computers to learn from and
adapt to new data, such as that acquired by sensors or stored in databases, is
known as machine learning, a subfield of artificial intelligence. Information
may aid a learner in identifying key characteristics of a probability
distribution that would otherwise be obscure. Information can be thought of
as examples that demonstrate relationships between observables[7]. One of
the main objectives of machine learning research is to automatically learn to
recognize complex patterns and make decisions based on data. detection of

cyberattacks through deep learning and machine learning methods. Support

2
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vector machines (SVMs), k-nearest neighbors (KNNSs), linear discriminant
analysis (LDASs), long short-term memory (LSTMs), convolution neural
networks (CNNs), and auto encoders are among the methods used for

malware identification most frequently [8] [9].

1.2 Problem Statement

As the number of destructive attacks and their targets increase, they
become more difficult to identify and prevent as a result of their changing
behavior. Most of the traditional malware detection systems are based on
statistical, analytical, and machine learning models. Virus signature methods
are often used in malware detection to protect against malware, but one of
their drawbacks is the temporary matching of the traditional virus signatures
they are in. The eigenvalue is too long, and it cannot meet the needs of

information security[10].

The bulk of antivirus programmers depends on regular expressions
and patterns to categorize malware. Since file properties must be changed to
detect and prevent newly created malware, antivirus programmers are less
likely to update their databases to identify and prevent malware. The
production of attack signatures required almost maximum human effort.
Signature-based antivirus solutions recognize malicious and benign
Windows PE32 executables. Binary categorization uses signatures, partial
matching, regex, or heuristics. This clustering approach is no longer
appropriate since malware diversification randomly diversifies code and data

to reduce mutant similarity[11].
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1.3 Aims and Objectives

The aim of the thesis is to develop a dynamic selection
classification system that can effectively detect multiple types of
malicious threats by adapting and choosing the best machine learning

algorithms.

The objectives of this thesis are to achieve the aim of detecting
higher accuracy of different data threats by determining the most

effective machine learning classification model for detecting malware.

The following are the study's precise objectives:

1. Use more than one method to select the feature in the dataset such as
Extra tree feature selection and Correlation feature selection.

2. Developing a dynamic selection classification system that utilizes a hard
voting approach to select the best algorithm for detecting multiple types

of malware based on their specific characteristics and behaviors.

1.4 Related Works

In this section, some previous studies on multiple machine learning

algorithms and malware detection are listed.

In 2021, Bawazeer et. al. [2], proposed a Machine Learning (ML)
algorithms increasingly use High Performance Counters (HPCs) events for
malware detection . A variety of high-performance counters (HPCs) are

4
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available in contemporary processors for measuring and tracking process
events like as memory accesses, instructions, etc. during their execution.
This research presents an analytical analysis to categorize the HPC-based
machine learning techniques that have been utilized to detect malware. The
most effective and practical aspects of HPCs that have been used to spot
unusual activity on various systems are also emphasized. Additionally, a
number of research from the scientific literature are mimicked using the
neural network (NN) algorithms Multi-Layer Perceptron (MLP),
Convolutional Neural Network (CNN), and Full Order Radial Basis
Function (RBF). According to the simulation findings, the accuracy of MLP,
CNN, and Full Order RBF are 96.95 percent, 98.22 percent, and 98.68

percent, respectively.

In 2019, Atallah [7], proposed a majority voting ensemble method that
Is able to predict the possible presence of heart disease in humans. The
forecast is based on straightforward, reasonably priced medical exams
performed at any nearby clinic. Since the model was trained using actual
data from healthy and unwell patients, the project's goal is to increase the
trust and accuracy of the doctor's diagnosis. In order to deliver more
accurate results than using only one model, the model categorizes the patient
based on the consensus of numerous machine learning models. Finally,
using the hard voting ensemble model, our method generated an accuracy of
90%.

In 2021, Uchenna et.al. [8], proposed a provide exhaustive analytical
approaches and cutting-edge solutions for addressing the malware threat in

loT applications. Particularly, static, dynamic, and hybrid analyses have

5
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been used by researchers to address the security vulnerabilities facing
several 10T systems. The utility of the given analytical methodologies was
demonstrated using case studies involving smart home systems, smart
factories, smart devices, and loT application protocols. Systems like
6thSense, a complete context-aware architecture for sensing security in 10T
devices, have an accuracy and F-score of about 97%. A similar defense
against white-box attacks is offered by location-privacy preserving
mechanisms (LPPMSs) with integrated targeted maneuvers, which reduce the

likelihood of success to 3%.

In 2021, Baek et. al. [9], proposed a 2-MaD method is devised to
protect smart city IoT devices against sophisticated attacks. In order to
discover misclassified malware in the second stage, 2-MaD performed
dynamic analysis on files that static analysis had deemed harmless.
Compared to static analysis-based malware detection (94.46%), 2-MaD
offers a greater detection accuracy. The FNR of 2-MAD was 0.019 as
opposed to 0.062 for dynamic analysis. Due to the required size of dynamic
analysis features for computing speed, the 2-MaD model has caused a loss of
features in this work. A feature selection method that employs hashing

weights and the TF-IDF will be further investigated.

In 2022, Akhtar et. al. [10], proposed an increasing interest in ML-
based malware detection. They developed a defense that evaluated machine
learning algorithms for malware detection and selected the best one. The
detection accuracy of DT (99%), CNN (98.76%), and SVM (96.41%) is
high. The effectiveness of the DT, CNN, and SVM algorithms in detecting
malware was tested on a particular dataset (DT = 2.01%, CNN = 3.97%, and

6
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SVM = 4.63%). A machine learning (ML) classifier that used static analysis
to extract attributes from PE data was compared to two other ML classifiers
in this experiment. Machine learning systems can recognize hazardous data
thanks to our research. The highest level of accuracy we've seen is 99.9%
with the DT machine learning system. Testing has shown that static analysis

based on PE data and carefully selected data produces positive results.

In 2022, Alshamrani [11], proposed an ML model capable of
identifying JavaScript and malicious API call assaults in PDF files is
presented. This study also examined the performance of other different
classifiers, including DT, RF, LR, SVC, and SGB, using the dataset. The
best outcomes came from the RF classifiers used in this investigation. This
approach is 4 percent more effective than the most recent PDF classifiers
when compared to other PDF classifiers, with an F1-score of 0.986.
Functionality to run an object scanner inside the PDF document is integrated
to further reinforce the system's defense against malicious code obfuscation
techniques. This functionality looks for any unprocessed objects. By
employing this technique, harmful code included in unparsed objects can be
easily identified and removed. Future plans call for expanding compatibility
with more file types. To gain a deeper comprehension of texts, employ a

creative data mining method.

In 2019, Ismail et.al. [12], proposed an outline of the application of
machine learning technology for the detection of obfuscated computer
viruses and suggested an alternative to the conventional signature-based
detection method. There are 20 instances of correctly identified normal files

(TN) and 20 instances of correctly identified computer viruses (CV),

7
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according to the confusion matrix results. This shows that even if the test set
includes malware files that have been encoded, the SMO classifier model
can accurately classify every case. The following test sets and the
categorization results follow the same procedure. The table illustrates that
the majority of test sets including computer viruses may be correctly
classified. Based on the 5 test sets, an average of only 1 out of 25 obfuscated
virus files was mistakenly identified as normal, resulting in a 99.5%

accuracy.

In 2020, Rios et.al. [13], proposed a three methods: Fuzzy Logic (FL),
MLP, and Euclidean Distance (ED) for detecting Distributed Denial of
Service (DDoS) attacks. Distributed Denial of Service (DDoS) attacks are
still among the most dangerous attacks on the Internet. To investigate the
detection of this type of attack, we evaluate and compare the use of four
machine learning algorithms: Multi-Layer Perceptron (MLP) neural network
with backpropagation, K-Nearest Neighbors (K-NN), Support Vector
Machine (SVM) and Multinomial Naive Bayes (MNB), among the four
Machine Learning algorithms, the best classification results are obtained
with MLP, which, for emulated traffic, leads to an F1-score of 98.04% for

attack traffic .

In 2020, Santos et.al. [14], proposed an analysis of the problem and
implementation of four machine learning algorithms (SVM, MLP, Decision
Tree, and Random Forest) with the purpose of classifying DDoS attacks in

an SDN-simulated environment as a result, the best accuracy with the

8
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Random Forest algorithm and the best processing time with the Decision
Tree algorithm. The DT, RF, MLP, and SVM algorithms were evaluated in
identifying attacks (DT =0.99 %, RF = 1.00%, MLP =0.98 %, and SVM

=0.92 %).
Table 1.1 A summary of the related works
No | year Purpose Datasets | Techniques Findings
[2] | 2021 | The aim is to provide an | Specific 1- (MLP) The accuracy of

analytical study of the | dataset. MLP, CNN, and Full
classification of machine Order RBF are 96.95
learning algorithms based 2- (CNN) percent, 98.22
on the HPCs that have percent, and 98.68
been used to detect 3- (RBF) percent, respectively.
malware.

[7] | 2019 | proposed a majority voting | real-life voting The accuracy of 90%
ensemble method that is | data ensemble based on the hard
able to predict the possible method voting ensemble
presence of heart disease model.
in humans.

[8] | 2021 | The main goal is to | Specific location- The accuracy and F-
provide comprehensive | dataset. privacy score of systems are
analytics methods and preserving | roughly 97%.
cutting-edge solutions to mechanisms
address the malware threat (LPPMs)
in loT applications.

[9] | 2021 | The aim is to be designed | The data | 2-MaD 2-MaD has a higher
to protect 10T devices in | for the | method detection  accuracy

9
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smart cities from | analysis of than static analysis-
sophisticated attacks and | the video based malware
perform dynamic analysis | content detection (94.46%).
on files classified as | was
harmless through static | gathered by
analysis, enabling | extracting
misclassified malware to | videos
be found. using

various

[10] | 2022 | proposed an increasing | Specific 1- SVM DT (99%), CNN
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purpose of classifying
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simulated environment. 4-SVVM =0.92 %
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1.5 Thesis layout

Additionally, to this chapter, four chapters will be presented, these
are:
Chapter Two reviews an extensive description of the main concepts of
Malware Detection as well as Dynamic Machine Learning Algorithms which

are used in this thesis.

Chapter Three presents the proposed system, and practical stages for the

suggested system

Chapter Four clarifies the implementation of the proposed methodology in
the (DDoS 2019 dataset, Big 2015 dataset, and Malware Analysis dataset)
and the experimental results of this implementation are obtained.

Chapter Five draws conclusions that have been reached through this thesis

and gives suggestions for future work.
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2.1 Information Security

The era of information has arrived. Every aspect of our lives requires
keeping records, Or to put it another way, knowledge is an asset just like any
other. Information must be safeguarded against interference for its own sake.
Secrecy (Confidentiality), immutability (Integrity), and availability (when
necessary) to the proper party are the three pillars of information security
[16].0Only authorized and dependable company employees were given access
to the file in order to maintain the confidentiality of the information it
contained. Similarly, only persons who have been given permission may edit
the information included in the files. By designating a single point of
contact, we made sure the files would always be available. The introduction
of computers did not change the three essential safeguards. It is crucial to
safeguard the confidentiality, integrity, and usability of data stored on
computers. The application of these criteria, however, is particular and more
challenging[17]. The use of networks and communications technologies to
transfer data between computers as well as between computers and between
terminal users is the second significant change that has had an impact on
security. For the security of data transmission, network security measures
must be implemented. The term "network security” may be deceptive
because almost all organizations, governments, and educational institutions
connect their computer systems to a web of other networks. "Internet
security” is a term that is widely used to describe the procedures carried out

to protect such a computer network[18].

The distinctions between network security and computer security are

hazy. The computer virus is a well-known type of cyberattack. A physical
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method of infection occurs when a diskette or optical disc with a virus is
obtained and then used to infect a computer. It's also feasible for viruses to
spread over the internet. Once the virus has infected a computer, it must be
removed using either internal computer security tools or external anti-virus
software. Modern computers are extremely powerful, operating with
pinpoint accuracy and unfathomably rapid speeds. The main goals of
information security are to avoid losing the confidentiality, integrity, and
availability of systems and data. The majority of security measures and

controls are designed to avoid losses in one or more of these categories[19].

2.2 Malware

Malicious code, also referred to as malware, is destructive code that is
put into legitimate applications for evil motives. Concerns concerning
consumer privacy have been raised as a result of the growth of Internet-
connected heterogeneous devices, which has altered the danger environment.
the most typical method by which harmful software enters computers
undetected by their owners. Free downloads of software like games, web
browsers, antivirus programs, etc. are frequently used to spread malicious
software. Due to its widespread use for financial transactions, the Internet

has resulted in significant losses for both organizations and individuals[20].

Many hackers have been drawn to creating malware because it is so
profitable. Polymorphic and metamorphic malware can be generally
categorized into two groups, and both are challenging, if not impossible, to
identify with a signature-based detector. Authors of malware frequently

employ techniques like instruction permutation, register reassignment, code
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permutation with conditional instructions, no-operation insertion, etc. to
create new iterations. Malware analysis is used to look at and understand
destructive behaviour. Extraction of strings, opcodes, bytes of code,
APl/system calls, and a network trace are common steps in malware

analysis[21].

In particular, malware refers to programmers who are intended to
damage the confidentiality, integrity, or availability of a computer system.
Malware is a term for numerous types of destructive software. Since the
adverse influence may utilize executable code or interpreted code, scripts,
macros, etc., the term "software” should be used in the broadest sense
conceivable in this context[22]. Malware frequently bears the name of the
computer system whose security settings were allegedly hacked. The list of
targets may or may not be explicitly known depending on the infection.
Malware is frequently divided into a number of types based on the way it
enters the target system and the type of policy violation it is intended to

cause. The following terms will be used[23] :

e Computer viruses are harmful programs that reproduce and propagate
to other computers by contaminating files that are sent from infected
to uninfected computers. A human user who is not vigilant may
transmit a CD-ROM with the infected file, or the virus may start the
transport by sending the infected file as an e-mail attachment[24].

e A worm is a type of malicious software that spreads from infected
system to infected machine over a network without infecting any files

in the process.
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e A Trojan horse is a piece of software that entices the user to run it
while hiding its destructive or hazardous intent. The user could
experience a wide range of issues as a result of the payload, including
the deletion of their data or the installation of further harmful or
unwanted software. Trojan horses called droppers are used to "inject"
the worm into users' local networks and start a worm outbreak. Trojan
horses, which are camouflaged as seemingly helpful programs that
consumers download from the Internet, are frequently used to
distribute spyware. The spyware is installed simultaneously with the
program and is packed with it. Those spyware developers who make
an effort to do the right thing by the law may include a licensing
agreement with vague language describing the spyware's activity,
which users are very unlikely to read and comprehend.

e Malware known as "logic bombs" is activated when a specific need is
satisfied, such as when a specific date or time has passed or when a
specific piece of information, such as a file or database item, has been
added or removed.

e Rabbit: (also known as bacterium) Malware that completely exhausts
a system's supply of a certain kind of resource, such as message
buffers, file space, or process control blocks.
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e Malicious software that allows an attacker to access a target system
without going through the standard login and authentication

procedures is referred to as a "backdoor"[25].

2.3 Malicious Software and Machine Learning

Due to its global distribution, diversity, and complexity, malicious
software poses a very tough threat to networks and computers. Because
malware is constantly evolving, cyber security professionals must constantly
improve their defenses. Malware spread quickly due to the polymorphic and
metamorphic strategies it used to avoid detection and hide its true intentions.
A polymorphic engine modifies the code of polymorphic malware while
keeping the pathogen's original functionality[26]. Encryption and packing
are the two most common ways to hide a code. Packers' compression
methods cover up the original source code. The original code is then
recreated in memory and used by the unpacking methods during runtime. In
order to thwart attempts at analysis, crypters are programs that encrypt and

otherwise modify malware or specific portions of its code[27].

An executable's signature, which functions similarly to a fingerprint,
is one of its unique features. However, signature-based systems are unable to
detect novel malware types. Security experts proposed behavior-based
detection as a solution to these issues; although time-consuming, this method
analyses a file's features and behavior to ascertain whether it is malicious. In
order to get beyond the limitations of conventional antivirus engines and
keep up with new threats and variants, researchers have started utilizing

machine learning as a supplement to their solutions. Over the past ten years,
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there has been an upsurge in research into and application of machine
learning techniques for malware identification and categorization. The
success and consolidation of machine learning approaches would not have
been feasible prior to the convergence of three recent advances. Over the
past few decades, the field of machine learning has grown more quickly,
achieving ground-breaking accuracy and scalability outcomes on a range of
applications, including computer vision, speech recognition, and natural
language processing. A machine learning workflow is a cycle that starts with
data collection and progresses through data preparation and cleaning, model
creation, model validation, and production deployment, as shown in Figure
2.1[28].

Data
(athering

Data
Preparation

‘ Model De- ‘

ployment

Model
Building

Model
Validation

Figure 2.1 Machine learning workflow[28].
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2.4 Data Preprocessing

Data preprocessing methods are important to prepare the dataset. In
general, all of these methods fall into two categories: selecting data objects
and attributes for the analysis or creating/changing the attributes. These
methods include several strategies for handling dataset issues such as noise,

missing values, and inconsistent data.

In all cases, the goals of preprocessing are[29] :

v Reducing the dataset size to achieve a more efficient analysis
concerning time, cost, and quality.

v Adapting the dataset to best suit the selected analysis method.

In this thesis, many steps were followed to prepare the research data for the

prediction model[29].

2.4.1 Data Cleaning

There are a variety of factors at play here. Because electronic health
record data were acquired for reasons other than those of the research, there
Is a possibility that certain clinical characteristics were not consistently
recorded, leading to missing data. Similarly, imperfect or limited tools used
to collect the data (such as the attenuation of blood pressure measurements
measured through an arterial line) or human mistake in data input may lead
to noisy data. All of the above may potentially cause discrepancies in the

numbers. All of this adds up to the need of taking careful data cleansing
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measures before any analysis is performed . There are two methods to do

data cleaning[29].

e Missing values

Data analysis involves missing values or data. These missing numbers
are frequently ascribed to human mistake while processing data,
equipment failure, respondents refusing to answer particular questions,
study drop-out, and combining unrelated data. Planning, data collecting,
and preparation are the best ways to prevent missing values. Some
missing values are frequent and unavoidable . The challenge affects all
data-related fields, including machine learning, statistics, and data-driven

control.

Performance deterioration, data analysis challenges, and skewed
results from missing and full value. The importance of missing values
depends on how much data is missing, its pattern, and its process.
Missing values may be managed by deleting instances and replacing
them with prospective or projected values. Imputation is a more
sophisticated approach to missing values. It may generate calculation
and analysis errors and systematic data disparities. The data cleaning is
explained in Algorithm 2.1 [30].
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Algorithm (2.1) Data Cleaning

Input: Two-dimensional array DS[n*m] where m is a matrix of input
features and n is a vector of binary labels

Output: Two-dimensional array DB[n*m] after cleaning the data.

forj=1tom

if all values v in feature j are equal then

ignore feature j

end if

end for j

e Qutlier

Statistical literature defines an outlier as an observation that is
incongruous with other data. Outlier detection approaches strive to
overcome the issue of "appears inconsistent,” according to the authors.
Statistical and probabilistic knowledge, distance and similarity-
dissimilarity functions, metrics and kernels, accuracy with labelled data,
association rules, pattern qualities, and other domain aspects were used to

solve the challenge .
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2.4.2 Encoding of Dataset

To facilitate its fitting to a machine learning model, categorical

variables are often encoded into numeric values using an encoding approach.

. Label encoding

Working with datasets that have overlapping labels in rows and
columns is a typical technique in the field of machine learning. Identifiers
might be words or numbers. The training data is frequently annotated
with words in order to make it easier for humans to interpret. The act of
converting labels from their human-readable form into a numerical
representation that computers can process is known as label encoding. As
a result, this might direct machine learning algorithms to use the labels
more efficiently. A key first step is to get the structured dataset ready for
supervised learning [30].

« One-Hot encoding

The integer encoding may not be sufficient for categorical variables
without an ordinal relationship and may potentially lead to model
misinterpretation. Letting the model presume a natural ordering across
categories rather than demanding an ordinal relationship through ordinal
encoding (predictions halfway between categories) may lead to subpar
performance or surprising outcomes. The ordinal representation in this
scenario can be represented using a one-hot encoding approach. In this
situation, the variable's integer-encoded representation is discarded, and a
new binary variable is added for each distinct integer value. If the data is

encoded as an integer for categorical variables without an ordinal
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connection, the model can be deceived. using an ordinal encoding to
forcibly create a hierarchical order [30].
2.4.3 Normalize the Dataset

Normalization is either a mapping approach, a scaling method, or an
initial processing step. Where we may extend the known range by using the
already-existing one. It's useful for making forecasts and predictions.
Numerous methods exist for making predictions and forecasts, but they don't
always agree with one another[31]. Therefore, the Normalization method is
necessary to bring the significant variance of prediction and forecasting
closer together. Normalization aims to ensure that all features are in the
same unit of measurement. Therefore, it is used to avoid the difference
between the influence of small values and large values that dominate the
results. Many methods are found for data normalization such as min-max,
and z-score normalization. The Normalization is explained in Algorithm 2.2
[32].

« Min-Max
Min-Max normalization is a straightforward method that allows one to

precisely fit data inside a set boundary. Equation 2.1 represents the Min-

Max method of normalizing.

X;n — min(x;)

Xip = (nMax — nMin) + nMin (2.1)

max(x;) — min(x;)
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Where X is the number of features, Min-Max normalization is a method
for obtaining more meaningful information from chaotic data by using

statistical measures such as the mean and standard deviation[32].

o Z-score
A Z-score normalization parameter is used for unstructured data and can be

normalized using the z-Score parameter [32]. Equation 2.2 represents the Z-

score normalization.

Algorithm (2.2) Normalization

Input: Two-dimensional array DS[n*m] where m is the number of
features and n is a vector of binary labels

Output: Two-dimensional array DB[n*m] after applying normalization.

fori=1tom

set max and min to the first value of feature i

forj=1ton

if DS [j][i] < min then

min = DS[i][j]
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else
if DS [j][i] > max then
max = DS [j]]i]
end if
end if
end for |
forj=1ton

modify each value DS [j][i] in feature i according to the
equation:

DS[jl[i] = (DS[j][i] -min)/ max— min

end for j

end for i

2.5 Feature selection (FS)

Feature selection (FS) is the process of choosing the most relevant and
most affect set of features on the problem from the original features. Feature
selection helps in reducing computation requirements, understanding data,
Improving the predictor performance, and reducing the effect of the curse of

dimensionality[33]. Generally, features are classified into strongly relevant,
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weakly relevant, or irrelevant. The role of FS techniques is identifying the
strongly relevant features of the target class. These selected features are
sufficient to describe the target class and the deleted features do not have
any positive effect on the performance of the prediction model. Thus, the
accuracy of the model may be increased and the complexity of the model

will be decreased accordingly[34].

« Correlation Feature selection

In machine learning, feature selection is a preprocessing procedure that
can streamline results by reducing their dimensionality, eliminating
undesired noise, boosting learning process dependability, and other factors.
We refer to a feature as outstanding when it enhances the class as a whole
without duplicating the work of other features. In other words, a feature's
correlation with the class should be high but its association with other class
traits should be low. Here, the main technique has been information theory
based on entropy. A random variable's entropy measures how unpredictable
it is [35]. Equation 2.3 represents the Entropy. The Correlation Feature

selection is explained in Algorithm 2.3. Where X is the number of features.

HOO = = ) P (X log2 (P (X)) (23)
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Algorithm (2.3) Correlation Feature Selection

10

11
12
13
14
15
16

17

18
19

20
21

Input F: original feature set
N: size of population
D: dimension of feature
Output S: optimal feature subset
Initialize each particle in the population
Calculate the matrix R of correlation coefficients between features in F
Calculate the contribution of each featurein F by R
while The termination condition of the iteration is not satisfied do
fori=1to Ndo
Calculpte the fitness value of the particle using KNN classifier
Update the historical best position of the particle
end for
Update the optimal position of the population
fori=1to Ndo
fori=1toDdo
Update the velocity of the particle
Update the position of the particles combining the w value of each
feature
end for
end for

end while

Output the optimal position (optimal feature subset)
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« Extra tree feature selection

The Extra-Trees feature selection uses a traditional top-down
methodology to produce a large number of unpruned decision trees. For each
node you want to divide, you must vigorously randomize the characteristics
and cut points you use. In the worst situation, it creates trees whose
topologies have nothing to do with the training output data. In particular, it
deviates from standard tree-based ensemble methods in two significant ways
[35]:

first, it uses the whole training sample to construct its trees (instead of
a bootstrap replica), and second, it splits nodes by arbitrarily selecting their
boundaries. The final prediction is decided by a majority vote based on the
average predictions of all the trees. The idea behind the extra-trees classifier
Is that completely randomizing the cut-point and attribute, in tandem with
ensemble averaging, would minimize variance more effectively than the
weaker randomization methodology applied by other techniques. Instead
than depending on bootstrap replicates. The algorithm's strength lies in its
ability to do calculations quickly and with little wasted time. Like the
previous methods, the Extra trees approach has found a broad range of

applications in the academic[36].

After studying both feature selection types, in which the Extra Trees is
noticeably quicker. Since a consequence, Extra Trees looks like an excellent
option to employ if you're on the fence about which of the two ensembles to
use, as the identical effect may be produced in a more expedient manner.

The Extra tree feature selection is explained in Algorithm 2.4,
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Algorithm (2.4) Extratree Feature Selection

Imput: X: Training Data set y
Y: Class Label of X
x: Unknown sample
Output: Label k for unseen sample x
1: Call Algorithm-2 for ETE on Dataset X;
2: Ensemble x,, = h(¥1,52: .« v v v« ¥n)
3: Transform Input Features: x,, fo Tensor Tx,
4: for each hidden layer, | do

a. rj (1) ~ Bernaulli (p)

b. (1) = (1) *y (1)

c. Zi (Il + 1) = wi (1l + 1)*% (1) + b (1 4+ 1
d. wi(Il + 1) =f{zi (I + 1))

5: Calculate the probability score for predicting the
of transaction:
j"=ﬂ-{ Wrﬂ[Tld;”]—l— l.i-::f}
6: Calculate objective function such as Error Function: E
calculated as
1 Fr
[E(W)] = — — E yilog () + (1 —y)log (1 — )

Fri

7: Predict diabetes for the given feature set.

2.6 Classification Algorithms

Classification is a method of Machine Learning that use previously
labeled data to discover where new data fits in a predefined taxonomy.

Using preexisting data, this method employs a collection of algorithms to
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identify how a fresh batch of records should be organized into preexisting

categories.

2.6.1 Support vector machine (SVM)

Support vector machines (SVMs) are regarded as one of the most
reliable techniques for discriminative categorization. The Structural Risk
Minimization notion from computational learning theory serves as a
motivation for the SVM classifier[30]. This hypothesis aims to identify a
testable presumption that will produce the least amount of "true mistake."
Additionally, SVMs are easy to research and assess due to their strong

theoretical foundation [37].

SVM uses both a positive and a negative training set, in contrast to the
majority of other classification algorithms. The SVM won't be able to find
the hyper plane that divides positive and negative data in n dimensions
without a positive and negative training set. Document representations that
are closest to the decision surface are referred to as "support vectors". The
training set performance of SVM classification is unaffected by the removal
of non-support vector documents. The classification performance of SVM is
unparalleled. It manages texts with many dimensions and filters out

unnecessary details[37].

Additionally, since similarity is determined differently for each category,
classification of documents might lead to confusion. Finding the linear
separating hyperplane that maximizes the margin between two data sets is

the goal of the supervised learning method for classification known as SVM.
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To calculate the margin, two parallel hyperplanes are "pushed up against"
the two sets of data. Intuitively, the separation achieved by the hyperplane
with the greatest distance from the nearest data points of both classes is the
best separation, as the classifier's generalization error decreases with

increasing margin[38]. The SVM algorithm is explained in Algorithm 2.5.

Algorithm (2.5) SVM algorithm steps

Input: training data (X, y) where X is a matrix of input features and y is a vector
of binary labels

Output: a linear classifier represented by the weight vector w and bias term b

Begin

Stepl: Initialize weight vector w and bias term b to random values:
w = random_initialization()
b = random_initialization()

Step2: Define the cost function:
def cost_function(X, y, w, b)

Step3: Compute the margin for each sample:
margins =y * (X.dot(w) + b)

Step4: Compute the cost as the sum of the hinge loss for samples with margin
less than 1:
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cost = sum(max(0, 1 - margins[i]) for i in range(len(y)))
Step5: Add a regularization term to the cost:
cost += 0.5 * w.dot(w)
return cost
Step6: Define the gradient of the cost function:
def grad_cost_function(X, y, w, b):
Step7: Initialize gradients for w and b:
grad_w = np.zeros(w.shape)
grad b=0
for i in range(len(y)):
Step8: If the margin is less than 1, update the gradients:
if y[i] * (X[i].dot(w) + b) < 1:
grad_w +=-y[i] * X[i]
grad_b +=-y[i]
Step9: Add the gradient of the regularization term to the gradients:

grad w+=w

31




Chapter TWO «..cvveiiieiiniiieiiniinecnecencanncnnns Theoretical Background

return grad_w, grad_b

Step10: Train the model using gradient descent:

for i in range(num_iterations):

Stepl1l: Compute the gradients

grad_w, grad b =grad_cost_function(X, y, w, b)

Stepl2: Update the parameters:

w -= learning_rate * grad_w

b -=learning_rate * grad b

Step13: Print the cost at each iteration:

print(*'Cost at iteration™, i, ":", cost_function(X, y, w, b))

Stepl14: Return the weight vector w and bias term b:

returnw, b

End
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2.6.2 Feed Forward neural network (FFNN)

A artificial feedforward neural network lacks a feedback loop since
nodes are connected only one way. As a result, it differs from recurrent
neural networks, which are its child. The first and most fundamental type of
artificial neural network is the feedforward network. Feed-forward neural

networks are the favored paradigm in many real-world applications.

They have been given various names. One illustration is "multilayer
perceptron's” (MLP).The feed-forward neural network is a categorization
method used in artificial intelligence that draws its inspiration from biology.
Basic neuron-like processing units are coupled with each other and with all
of the units in the layer below in layers upon layers. Each of these bonds
may differ in terms of weight or strength. Connection weights are the form
in which the information in a network is stored. A neural network's
fundamental building pieces are called nodes[26]. The FFNN algorithm is
explained in Algorithm 2.6.

Algorithm (2.6) FFNN algorithm steps

Begin
Stepl: Initialize weights and biases:

weightl = random_weights(20, 12)

biasl = random_bias(12)
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weight2 = random_weights(12, 12)
bias2 = random_bias(12)
weight3 = random_weights(12, 2)
bias3 = random_bias(2)
Step2: Define the Adam optimizer:
optimizer = Adam(learning_rate=0.001)
for each training example, x:
Step3: forward pass through the network:
input_layer = x
hidden_layerl = relu(dot(input_layer, weightl) + biasl)
hidden_layer2 = relu(dot(hidden_layerl, weight2) + bias2)
output_layer = softmax(dot(hidden_layer2, weight3) + bias3)
Step4: calculate the binary cross-entropy loss:
loss = binary_crossentropy(y, output_layer)
Step5: backward pass to update weights and biases:

grad_weight3, grad_bias3 = backprop(output_layer,

34




Chapter TWO «..cvveiiieiiniiieiiniinecnecencanncnnns Theoretical Background

hidden_layer2, y, loss, weight3)

grad_weight2, grad_bias2

hidden_layerl, y, loss, weight2)

= backprop(hidden_layer2,

grad_weightl, grad biasl = backprop(hidden_layerl, input_layer,

y, loss, weightl)

Step6: update weights and biases using the Adam optimizer:

weight3 = optimizer.update(weight3, grad_weight3)

bias3 = optimizer.update(bias3, grad_bias3)

weight2 = optimizer.update(weight2, grad_weight2)

bias2 = optimizer.update(bias2, grad_bias2)

weightl = optimizer.update(weightl, grad_weight1)

biasl = optimizer.update(biasl, grad_biasl)

End
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2.6.3 Decision Tree (DT)

Classifier-generating systems are a common data mining strategy.
Categorization algorithms are used in data mining because of their capacity
to handle big datasets. It can be used to categorize newly available data as
well as to classify knowledge based on training sets and class labels. This
work focuses on the decision tree algorithm, one of the numerous

categorization methods available in machine learning[33].

DT is a well-liked categorizing technique. Nodes and branches make
up each tree. The nodes indicate the attributes of a class that needs to be
categorized, and the subsets describe the possible values for each node.
Because of how simple it is to analyze them and the great degree of accuracy
they may achieve across a number of data types, decision trees have been

frequently used[34]. The DT algorithm is explained in Algorithm 2.7.
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Algorithm (2.7) Decision Tree (DT) algorithm steps

GenDecTree(Sample S, Features F)
Steps:
1. Ifstopping condition(S, F) = true then
a. Leaf = createNode()

b. leaflLabel = classify(s)

c. return leaf

N

root = createNode()

3. root.test_condition =findBestSpili(S,F)

4. V = (v | va possible outcomecfroot.test_condition}
5. For each valuev € V-

a. S, =/s|root.test condition(s) =vands €S };
b. Child = TreeGrowth (S, F);

c. Add child as descent of root and label the edge {root —
child] as v

0. return root

2.7 Voting

In the voting method, each malware sample is subjected to independent
analysis by several classifiers, with the results then being combined to
determine a final classification. feel that this strategy has a great deal of
potential for enhancing the efficiency of malware detection because it has
been demonstrated to improve the accuracy and resilience of machine

learning algorithms in a range of applications[36].

The voting method analyzes each malware sample using a variety of

classifiers, each with advantages and disadvantages. The predictions from
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each classifier are merged in some fashion to get the final prediction for the
sample's class label. The forecasts can be combined in a variety of ways,

such as majority voting, weighted voting, and stacking.

The voting method can reduce the possibility of false positives and false
negatives in machine learning algorithms, which is one of its main
advantages. It is possible to lessen the effects of any given classifier that can
produce unreliable results by using numerous classifiers with various
strengths and weaknesses. In the context of malware detection, where
accuracy and dependability are crucial[37], this can help to increase the
algorithm's overall accuracy and resilience. Voting classifier supports two

types of voting:
2.7.1 Hard Voting

The class with the highest majority of votes, or the class with
the highest probability of being predicted by each of the classifiers, is
the expected output class in the hard vote. In this case, the majority
expected A to be the output when three classifiers (Malware (1),
Malware (1), and Normal (0)) predicted the output class). Thus, the
final prediction would be Malware (1) [38]. This is the type that was
used in the proposed system because it works on the binary system
(0,1).
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Figure 2.2 Hard Voting[38]

2.7.2 Soft Voting

With a soft vote, the forecast for the output class is based on the
likelihood assigned to that class on average. Assume that given some
input, the prediction probabilities for classes (Malware (1) and
Normal (0)) are (0.30, 0.47, and 0.53) and (0.20, 0.32, 0.40). Because
class (1) has the highest probability as averaged by each classifier, its
average is 0.4333, whereas class (2) average is 0.3067, making class
(1) the winner[39].
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Figure 2.3 Soft Voting[39]

2.8 Evaluation (Confusion Matrix)

The quality of a statistical or machine learning model is measured
using evaluation metrics. It is vital to evaluate machine learning models and
algorithms for every project. There are several sorts of assessment metrics
that may be used to evaluate a model. The following criteria are used to
assess the efficacy of the ensemble machine learning models: The area under

the receiver operating characteristics curve [40].

Accuracy
Precision
Recall
F1-score

The confusion matrix is used to measure the type of errors produced
by a classifier. As presented in Figure 2.4, the component of a confusion
matrix is True Positive (TR), True Negative (TN), False Positive (FP) and

False Negative (FN). Metrics of accuracy performance might be significant
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when dealing with unbalanced data. The Confusion matrix and its
accompanying words, which are deceptively simple despite their
complicated appearance. The confusion matrix, precision, recall, and F1
score provide a more intuitive understanding of prediction outcomes than

accuracy[41].

ACTUAL

Negative Positive

FALSE
Negative NEGATIVE
FALSE
Positive POSITIVE

Confusion Matrix

PREDICTION

Figure 2.4 Confusion matrix[41]

When assessing the efficacy of a classification model, one uses a
Confusion matrix, which is an N-by-N matrix where N is the number of
target classes. In this matrix, can see how well the machine learning model
did in predicting the actual target values. This provides a comprehensive

analysis of our categorization model's accuracy and error rates[42].

1. True Positive (TP) — model correctly predicts the positive class
(Positive means Normal).
2. True Negative (TN)— model correctly predicts the negative

class(Negative means Malware).
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3. False Positive (FP)— model gives the wrong prediction of the
negative class (predicted-positive, actual-negative).

4. False Negative (FN) — model wrongly predicts the positive class
(predicted-negative, actual-positive).
These standards are the standard for evaluating ML model

performance. Their respective definitions follow:

Accuracy: the most widely used—and hence most abused—scoring
method. This method works in some categorization problems. By dividing
the total number of predictions by the number of correct predictions
(including both classification and non-classification), accuracy is calculated.
In the context of the current scenario, it is equally valuable to correctly
anticipate whether or not an observation belongs to a specific class and

whether or not it does[42].

Although it is debatable whether or not categorization challenges of
this nature do exist, it is not generally advised to utilize them as a
performance measure. The frequency with which a classifier properly labels
occurrences is known as accuracy. The ratio of true positives and true
negatives to all positive and negative observations is the definition of model
accuracy, a performance criterion for machine learning classification
models. In other words, accuracy is the frequency with which we expect our
machine learning model to correctly predict an event, compared to the total
number of predictions it has made[43]. Equation 2.4 represents the

Accuracy.
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tp +tn
tp+tn+fp+fn

accuracy = (2.4)

Precision refers to how well a classifier is able to anticipate positive
examples, defined as the fraction of cases where the classifier's prediction
was correct. In statistics, precision is measured as the proportion of right
predictions relative to the total number of predictions. When a model has a
low error in separating out data points that do not belong to a given class, it

Is said to have high precision.

The percentage of successfully predicted positive labels is measured
by the model accuracy score. The predictive value of the positive is another
name for precision. Recall and precision are combined to balance false
positives and false negatives. The distribution of classes has an impact on
accuracy. Accuracy will decline as there are more samples drawn from the
minority group. One could interpret precision as a sign of accuracy or
excellence. We would pick a model with a high level of accuracy to lessen

false negatives[43].

A model with a high recall would be the one we would use if we
wanted to lessen false positives. When accuracy is crucial, as it is in medical
diagnosis and spam filtering, false positives cost more than false negatives.
The accuracy score is a crucial sign of a successful forecast when classes are
severely imbalanced. It displays the quantitative relationship between true
positives and the sum of true positives and false positives. According to the
formula, the accuracy score is influenced by the value of false-positives.

Therefore, if a high accuracy score is crucial for achieving business goals,
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you can decide to give priority to the creation of predictive models that

produce fewer false positives [43]. Equation 2.5 represents the Precision.

tp
tp + fp

precision = (2.5)

Recall: the fraction of correctly anticipated positive cases (out of all
positive instances). The percentage of a class's members whose labels were
properly predicted is known as recall. The model provides details on how
many genuine members of a given class end up being misclassified or
assigned to another category. The score for model recall reflects the model's
ability to properly forecast the positives from the actual positives. This is in
contrast to precision, which assesses how many positive predictions

generated by models are truly accurate [44] .

A high recall score indicates that the model is proficient at identifying
successful cases. On the other side, a low recall score indicates that the
model is ineffective at identifying affirmative cases. In order to provide a
complete picture of the model's performance, recall is sometimes paired with
other performance measures, such as precision and accuracy. It shows the
mathematical relationship between actual positives and the sum of real
positives and real negatives. The computation that follows shows how the
recall score is impacted by the value of false-negatives. Therefore, if a high
recall score is crucial for achieving business goals, you can decide to give
priority to the creation of predictive models that have fewer false

negatives[44]. Equation 2.6 represents the Recall.
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= 2.6
reca —— (2.6)

Model F1 score reflects the model score as a function of the recall
and accuracy scores. It is an alternative to Accuracy metrics (it does not
need us to know the entire number of observations). It is often used as a
single number that offers high-level information on the output quality of the
model. This is a valuable model performance metric in situations when one
attempts to maximize either the accuracy or recall score at the expense of

model performance[44] .

The f1 score indicates the harmonic mean of accuracy and memory.
The F1 Score is another metric that at first look seems contradictory. False
Positives and False Negatives are two types of judgment errors that are
combined into a single measure. The phrase alludes to the mathematical
compromise between recall and accuracy. All of the truly encouraging
observations for a certain class ought to be included, and those that don't
belong there should be carefully left out. If we were to be successful, we
would have superb precision and memory. This will thus ensure a high F1-

Score consistent with our model[45]. Equation 2.7 represents the F1- Score.

2 X precision X recall

fLscore = (2.7)

precision + recall
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3.1 Overview

In this chapter, the main stages of the system proposed in this thesis will be
explained. First, the architecture of the proposed system is presented. Then
follows a description of the data set and the pre-processing steps that were
used. A description of the feature selection methods applied and an

explanation of the classification techniques that are implemented.

3.2 Proposed model Architecture

The proposed model includes seven stages. It consists of several steps

to achieve the objectives of the thesis as shown in Figure 3.1.

The first stage includes the different datasets (DDoS 2019, Big 2015,
Malware Analysis). The second stage is preprocessing and this stage
contains different steps to clean and prepare data for the next stage. The
third stage selects feature from data using correlation and extra tree methods.
The fourth stage involves dividing data into training data to train models and
testing to evaluate the models. The fifth stage is a classification that applied
various machine learning techniques to identify if the data is malware or not.
The sixth stage is the vote on the classifier with the best accuracy. The

seventh stage is an evaluation to evaluate the performance of the model.
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Figure 3.1 The Proposed Model Diagram
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3.2.1 Dataset

Without input data, a machine learning system is impossible to create.
Because of their data-intensive nature, machine learning models often need a
significant amount of input before yielding accurate results. Even if you've
built fantastic algorithms for machine learning models, the quality of your
data is still crucial. This remark is the most concise and accurate explanation
of how a machine-learning model works. One of the most crucial and time-
consuming parts of any machine learning project is getting the data ready for

analysis.

Log data for several types of malware may be discovered among the
collection's multiple files. VVarious models may be trained using the retrieved
log characteristics. There are three utilized datasets have many families of

malware identified in the samples. The next section explains the datasets:

. DDoS 2019 dataset

CICDDoS 2019 offers PCAP files for both benign and current DDoS
assaults. CICDDoS 2019 includes a training dataset and a testing dataset.
The twelve DDoS assaults included in the training dataset are NTP, DNS,
LDAP, MSSQL, NetBIOS, SNMP, SSDP, UDP, UDPLag, WebDDoS,
SYN, and TFTP. The testing dataset contains seven different forms of DDoS
attacks: PortScan, NetBIOS, LDAP, MSSQL, UDP, UDP-Lag, and SYN .
The samples of the DDoS dataset as presented in Table 3.1.
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Table 3.1 The samples of the DDoS dataset

BENIGN 31616
DrDoS_NTP 14365
DrDoS_DNS 3402
UDP-lag 3266
DrDoS_UDP 2157
DrDoS_MSSQL 2006
DrDoS_NetBIOS 1707
DrDoS_LDAP 1612
DrDoS_SNMP 1507
DrDoS_SSDP 763

. Big2015 dataset

Microsoft's Malware Classification Challenge dataset Big 2015. Anti-
malware researchers have divided this dataset into nine categories. Since the
competition has already concluded, are unable to submit the results and find
out how well we did since the testing dataset does not include ground truth.
The dataset has 300,000 records divided into normal/attack. The samples of
the Big 2015 dataset as presented in Table 3.2.
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Table 3.2 The dataset have 300,000 record divided into normal/attack

Attack 133633 0
Normal 166367 1

. Malware analysis dataset

A malware analysis dataset is a collection of records that contain
information related to malware samples. Each record typically includes a
variety of data related to the malware sample, such as its behavior,
characteristics, and attributes. The data in each record can be used to identify
and analyze the malware, understand its potential impact, and develop

strategies to prevent or mitigate its effects.

In addition to records containing information about individual
malware samples, a malware analysis database may also include other types
of data and information. For example, it may contain metadata about the
samples, such as the date and time they were first discovered and analyzed,

and the researcher or organization that performed the analysis.

The dataset is well-balanced since it is comprised of equally
proportional amounts of both malicious and benign memory dumps. The
following table provides a classification breakdown for several families of
malware. The collection includes a total of 58,596 entries, of which 29,298
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are safe to use and 29,298 are unsafe to use. The following table provides an
overview of the overall number of malware families that fall under each

category. The samples of the malware families as presented in Table 3.3.

Table 3.3 malware families

Trojan Horse Zeus 195
Emotet 196
Refroso 200
scar 200
Reconyc 157
Spyware 180Solutions 200
Coolwebsearch 200
Gator 200
Transponder 241
TIBS 141
Ransomware Conti 200
MAZE 195
Pysa 171
Ako 200
Shade 220
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3.2.2 Pre-Processing

The gathered data is in the form of unprocessed binary code saved in
the form of executable files. Preprocessed them so that they would be useful
for purposes. To begin, use a virtual computer to unpack the executables
(VM). To enable automated unpacking of executable archives. It is
necessary to preprocess the dataset in order to make it appropriate for

categorization.

These steps are crucial for enhancing classification model
performance and preparing the data for usage with machine learning and
deep learning algorithms. Overfitting may also be prevented with the use of
data balancing procedures, which are often used in machine learning
methods. Figure (3.1) depicts the suggested approach to this preprocessing
work, which can be broken down into three distinct phases: removing
missing and noisy values from the data, encoding the text values, and

normalizing large numbers.

. Data cleaning

In this step, the three datasets used (DDoS 2019, Malware Analysis, Big
2015) have been cleaned and all spaces and noise data have been removed.
As a first step in cleaning the data, removed unimportant columns for the
model are building such as the ID number, Un name, and Appears, while the
features that affect the prediction state and have important roles remain
preserved such as the label, the source IP address, and the destination IP

address.

52



Chapter Three ....ccocevveiiiiiieiiiiieiieiierenecensonsnn Proposed Model

« Encoding Process

Numerous strategies exist for turning a textual string into a numerical
value. The most often used are Label Encoding and One Hot Encoding. The
proposed system used Label Encoding to convert unique data to serial

numbers.

« Normalization Process

Each dataset contains a large number of numbers. As a result, these
numbers slow down and distort the calculations' outputs, as well as make
them more difficult to apply. The normalization approach was created to
deal with this problem (the requirement to reduce the size of large numbers)
without compromising any of the information contained within. Min-Max
and Z-Score normalization are two common ways to do this activity. Both
methods were used in this thesis. This was performed for all values of
numeric features that would be the input for the machine learning

algorithms.

3.2.3 Splitting Data

« Training Data
The information used to train the model would be stored in a
train set. This information would be used to train model. When used
to cost reduction and accurate data prediction, It takes 70% of the
data.

« Testing Data
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The data used to evaluate how well the trained and validated model
performs under real-world conditions may be found in the test set. It
informs us how frequently our model is to forecast something that does
not make sense and how efficient it is as a whole. The model may be
measured in a variety of ways, some of which include precision, recall,
accuracy, and others. It takes 30% of the data. The data splitting for the

three utilized datasets as presented in Table 3.4.

Table 3.4 data splitting for the three utilized datasets

DD0S2019 43875 samples 18804 samples
Malware Analyze 151445 samples 64906 samples
Big 2015 210000 samples 90000 samples
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3.2.4 Machine learning classification algorithm

The categorization algorithms are composed of three levels: the input
layer, the hidden layers, and the output layer. All incoming data must be
initialized by the input layer. The experience from the previous phase is used
to represent the input data during the model-training step. The testing data or
brand-new, unlabeled data may be used as the input data during the
evaluation process. Between the input layer and the output layer, the hidden
layers act as a transitional layer and are where all computation—including
feature extraction and classification—takes place. For each data input, the
output layer generates the final results. Figure 3.2 depicts the neural

network.

Input laver hidden laver output laver

|

Y
X

!
‘«%?

/

'/0\'(
!

P Feedforward -

— Backpropagation —

Figure 3.2 Neural Network

In a neural network, back propagation and feed forward propagation
are the two types of propagation. As shown in Figure 3.2, Feed Forward
Propagation is used to depict forwarding from the input layer to the hidden

levels and then to the output layer. As shown in the equation below, this
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Forwarding uses a perceptron classifier to predict outcomes and provide
output results from input data. Equation 3.1 represents the Activation

Functions.

v =2 ,x; w;+ b (3.1)

In this equation, X represents the information being processed by the
neuron, w is the weight being applied to the neuron, and b represents the
bias. The data obtained will then be included into the Activation Functions

(more details will explain in the following subsection).

Instead of sending information from the output layer to the input
layer, as in Feed Forward Propagation, information is sent in the reverse
direction, i.e., backwards. The fundamental goals of Back Propagation are
model learning through weight and bias adjustment. It uses optimizer and
loss function methods. The following algorithms runs for the three datasets
(Big2015, Malware analyzer, DD0S2015).

e FFNN
The FFNN model with correlation feature selection and Z-Score
normalization showed the best performance on the test data. However,
this model is also the most computationally expensive, which may
limit its practical use in certain scenarios.
e SVM
The SVM model with DT feature selection and Min-Max

normalization show good performance on both the training and test
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data. This model was also relatively computationally efficient, making
it a good option for practical use.
o DT
The DT model with extra tree feature selection and Z-Score

normalization show the best performance on the test data.

3.2.5 Machine learning classification algorithm with Hard

Voting

The use of dynamic machine learning algorithm selection for
multiple malware detection shows promise in improving the accuracy
of malware detection systems. However, the choice of algorithm and
preprocessing techniques will depend on the specific needs and
limitations of the system being used.

Based on the evaluation results provided, it is difficult to determine
the best method for dynamically detecting multiple malware. To
achieve dynamic machine learning algorithm selection for multiple
malware detection, voting was used to Developing a dynamic
selection classification system that utilizes a hard voting approach to
select the best algorithm for detecting multiple types of malware

based on their specific characteristics and behaviors.
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4.1 Introduction

This chapter introduces dynamic machine learning algorithms for
multiple malware detection, which combine the power of dynamic analysis
with the ability of machine learning to identify and classify malware. The
chapter will discuss various techniques for dynamic analysis, including
sandboxing, system call monitoring, and behavior analysis. It will also cover
various machine learning algorithms, such as neural networks (NN),
decision trees (DT), and support vector machines (SVM), that can be used to

classify and identify different types of malware.

The chapter will provide a detailed analysis of the strengths and
weaknesses of each dynamic analysis technique and machine learning
algorithm. It will also discuss the challenges associated with dynamic
machine learning algorithms for multiple malware detection, such as the
need for large-scale data sets and the potential for false positives and false

negatives.

4.2 Results of DDoS 2019 Dataset

The DDoS 2019 dataset is a publicly available dataset that contains
network traffic data related to Distributed Denial of Service (DDoS) attacks.
This dataset was compiled by the Network Security Research Lab at the

University of New Brunswick, Canada, and was released in 2019.
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The dataset contains a total of 12,895 network traffic captures, which
were collected over a period of 30 days. These captures were taken from a
real-world network environment, and include both DDoS attack traffic and
normal network traffic. The captures were taken at a rate of one capture per

minute, resulting in a total of 43,200 captures over the 30-day period.

Of the 12,895 captures in the dataset, 9,677 are labeled as normal
traffic and 3,218 are labeled as DDoS attack traffic. This means that

approximately 25% of the captures in the dataset represent DDoS attacks.

The DDoS attacks in the dataset are classified into three different
categories: TCP Flood, UDP Flood, and HTTP Flood. TCP Flood attacks are
the most common type of attack in the dataset, accounting for 76% of all
DDoS attacks. UDP Flood attacks account for 23% of attacks, while HTTP

Flood attacks make up just 1% of attacks.

The dataset includes various features and attributes for each network
traffic capture, such as source and destination IP addresses, source and
destination port numbers, protocol type, packet size, and time stamp. These
features can be used to develop machine learning models that can accurately

identify DDoS attacks and distinguish them from normal traffic.
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4.3 Normalizing

4.3.1 Z-score Normalizing

The suggested method employed a min-max normalization technique
where the minimum and maximum values are reset to 0 and 1, respectively.
This normalization resulted in a range of outcomes between 0 and 1. The
columns 'Flow ID', 'Source IP', 'Source Port', '‘Destination IP', 'Destination
Port', 'Protocol’, 'Fwd Packet Length Max', 'Fwd Packet Length Min’, and

'Fwd Packet' underwent normalized processing into z-score normalizing.

4.3.2 Min-Max Normalizing

The columns ‘'Inbound’, 'Source IP', 'Flow ID', 'Destination IP', 'Min
Packet Length', 'Protocol', 'Destination Port', 'URG Flag Count', 'Source
Port', 'Fwd Packet Length Min', 'Avg Fwd Segment Size', 'Down/Up Ratio’,
'min_seg_size forward', 'Packet Length Mean', 'Fwd Packet Length Mean’,
'‘CWE Flag Count', 'Flow Bytes/s', 'Bwd Packet Length Min', 'Bwd Packet
Length Mean', 'Avg Bwd Segment Size', and ‘Label' are processed using

min-max normalization.

4.4 Label Encoding of Dataset

As stated earlier, a Label Encoder was employed to transform the
textual information into binary values. The textual data that underwent this
transformation in the dataset includes 'Flow ID', 'Source IP', 'Destination IP',

‘Timestamp', and 'label".
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4.5 Feature Selection

This study aims to predict malware and highlight the most important
features that may affect performance, however, not all of these features are
suitable for the prediction task and some of them reduced the accuracy of the
prediction model and increased the time complexity. For this reason, the
feature selection process has been used in this thesis.

4.5.1 DD0S2019 Dataset

« The first feature selection is the Extra Tree feature selection from the
DD0S2019 dataset. The following figure 4.3 shows the selected
features, where the X-axis represents the percentage of closeness

between the feature and label, the Y-axis is the number of feature
selection.

Standardised Dataset Feature Selection using ExtraTreesClassifier
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Figure 4.1 DDoS 2019 dataset feature selection using Extra Trees feature
selection
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The second feature selection is the Correlation feature selection from
the DD0S2019 dataset. The following figure 4.4 shows selected
features, where the X-axis represents the percentage of closeness
between the feature and label, the Y-axis is the number of feature

selection.

Standardised Dataset Feature Selection using correlation
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Figure 4.2 DDoS 2019 dataset feature selection using Correlation feature

selection

4.5.2 Big2015 Dataset

The first feature selection is the Extra Tree feature selection from the
Big2015 Dataset. The following figure 4.5 shows selected features,
where the X-axis represents the percentage of closeness between the

feature and label, the Y-axis is the number of feature selection.
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Standardised Dataset Feature Selection using ExtraTreesClassifier
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Figure 4.3 Big2015 dataset feature selection using Extra Trees feature

selection

The second feature selection is the Correlation feature selection from
the Big2015 Dataset. The following figure 4.6 shows selected
features, where the X-axis represents the percentage of closeness
between the feature and label, the Y-axis is the number of feature

selection.
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Figure 4.4 Big2015 dataset feature selection using Correlation feature
selection

4.5.3 Malware Analysis Dataset

« The first feature selection is the Extra Tree feature selection from the
Malware Analysis Dataset. The following figure 4.7 shows selected
features, where the X-axis represents the percentage of closeness

between the feature and label, the Y-axis is the number of feature

selection.
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Figure 4.5 Malware analysis dataset feature selection using Extra Trees
feature selection

« The second feature selection is the Correlation feature selection from

the Malware Analysis Dataset. The following figure 4.8 shows
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selected features, where the X-axis represents the percentage of
closeness between the feature and label, the Y-axis is the number of
feature selection where the X-axis represents the percentage of
closeness between the feature and label, the Y-axis is the number of

feature selection.
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Figure 4.6 Malware analysis dataset Feature Selection using Correlation
feature selection

4.6 Splitting Dataset

1. Split the dataset into two groups: training data and testing data.

« Training data: 70% of the original dataset.

. Testing data: 30% of the original dataset.
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. Within the training data, divide the instances into two groups based on their

labels: normal and malware.

Normal labels: 31,349 instances.

Malware labels: 31,330 instances.

4.7 Classification

After applying preprocessing and feature extraction. The data became
proper to classify by machine learning algorithms. Three types of machine

learning algorithms were performed: FFNN, SVM, and DT.

4.7.1 Results of Big 2015 Dataset

The Big2015 dataset is a large collection of anonymized mobile phone
usage data, which was released by researchers at MIT's Media Lab in 2016.
This dataset contains call and text message records from over 1.5 million
mobile phone users in Ivory Coast, Africa, over the course of a 6-month
period in 2013.

The goal of the Big2015 dataset was to provide researchers with a
unique dataset to study human behavior and social dynamics, particularly in
the context of developing countries. By analyzing the data, researchers
hoped to gain insights into a variety of areas, including patterns of

communication, social interactions, and economic activity.
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The dataset includes information such as the date and time of each call
or text message, the duration of the call, and the location of the user at the
time of the communication. This information was anonymized to protect the
privacy of the users, but it still allowed researchers to identify patterns and

trends in the data.

One of the most interesting findings from the Big2015 dataset was
that mobile phone usage patterns were strongly correlated with economic
indicators, such as GDP and poverty rates. For example, areas with higher
levels of economic activity tended to have more frequent and longer phone
calls, while areas with lower levels of economic activity tended to have more

text messages.

Another key finding was that social networks tended to be strongly
localized, with most communication occurring within small geographical
areas. This suggests that social ties are closely linked to physical
proximity, even in an age where communication can take place over long
distances. The big data 2015 datasets as presented in Table 4.1.

Table 4.1 big data 2015 malware/normal number of records

Malware /Normal Number of Instances
1(malware) 166367
O(normal) 133633

A. Results of Decision Tree

e Decision Tree model with ET feature selection and Z-score

normalization on test data. The classification result for a Decision
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Tree model with Extra Tree feature selection and Z-score

normalization on test data as presented in Table 4.2.

Table 4.2 the classification result for a Decision Tree model with Extra Tree
feature selection and Z-score normalization on test data.

Class Precision recall fl-score support
O(normal) 0.87 0.91 0.89 40165
1(malware) 0.92 0.89 0.91 49835
Accuracy 0.90 90000
macro avg 0.90 0.90 0.90 90000
weighted avg 0.90 0.90 0.90 90000

The table above shows the classification result for DT (Decision Tree)
model applied to the testing data. The precision, recall and f1-score metrics
are provided for each class (0 and 1) and for both the macro and weighted
averages. The support column indicates the number of instances for each

class in the testing set.

The DT model achieved a weighted average fl-score of 0.90,
indicating that the model has a good balance of precision and recall for both
classes. The precision for class 0 was 0.87, indicating that 87% of the
instances predicted as 0 by the model were actually 0. The recall for class 0
was 0.91, indicating that the model correctly identified 91% of the instances

that were actually 0.

The precision for class 1 was 0.92, indicating that 92% of the
instances predicted as 1 by the model were actually 1. The recall for class 1
was 0.89, indicating that the model correctly identified 89% of the instances

that were actually 1.
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Overall, the DT model performed well on the testing data, achieving

an accuracy of 0.90.

Confusion matrix train
False Pos
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80000
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- 20000
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Figure 4.7 classification report for a Decision Tree (DT) model confusion
matrix

The Figure 4.10 represents the classification result for a Decision Tree
model with correlation feature selection and Z-score normalization on test
data. The model was evaluated on a dataset with 90,000 instances and two

classes: Class O(normal) and Class 1(malware).

For Class 0, the precision is 0.76, meaning that when the model
predicts Class 0, it is correct 76% of the time. The recall is 0.90, meaning
that the model correctly identifies 90% of all Class O instances. The F1-
score, which is a measure of the model's accuracy, is 0.82. The support

column indicates that there are 40,165 instances of Class O in the test dataset.
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For Class 1, the precision is 0.91, meaning that when the model
predicts Class 1, it is correct 91% of the time. The recall is 0.77, meaning
that the model correctly identifies 77% of all Class 1 instances. The F1-score
Is 0.83, indicating that the model's accuracy for Class 1 is similar to that for
Class 0. The support column indicates that there are 49,835 instances of

Class 1 in the test dataset.

The accuracy of the model is 0.83, meaning that it correctly predicts the
class for 83% of all instances. The macro average F1-score and weighted
average F1-score are both 0.83, indicating that the model performs similarly

for both classes

e Decision Tree model with correlation feature selection and Z-score
normalization on test data. The classification result for a Decision
Tree model with correlation feature selection and Z-score

normalization on test data as presented in Table 4.3.

Table 4.3 the classification result for a Decision Tree model with correlation
feature selection and Z-score normalization on test data.

Class Precision Recall F1-Score Support
Class O(normal) 0.76 0.90 0.82 40165
Class 1(malware) 0.91 0.77 0.83 49835
Accuracy 0.83 90000
Macro Avg 0.83 0.83 0.83 90000
Weighted Avg 0.84 0.83 0.83 90000
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Figure 4.8 Confusion matrix for a Decision Tree model with correlation
feature selection and Z-score normalization on test data

This Figure show the classification result for a Decision Tree (DT)
model with DT feature selection and Min-Max normalization on a testing

dataset with 90,000 instances and two classes: Class 0 and Class 1.

For Class 0, the precision is 0.87, meaning that when the model
predicts Class 0, it is correct 87% of the time. The recall is 0.91, meaning
that the model correctly identifies 91% of all Class O instances. The F1-
score, which is a measure of the model's accuracy, is 0.89. The support
column indicates that there are 40,165 instances of Class O in the testing

dataset.

For Class 1, the precision is 0.92, meaning that when the model
predicts Class 1, it is correct 92% of the time. The recall is 0.89, meaning

that the model correctly identifies 89% of all Class 1 instances. The F1-score
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Is 0.91, indicating that the model's accuracy for Class 1 is slightly higher
than that for Class 0. The support column indicates that there are 49,835

instances of Class 1 in the testing dataset.

The accuracy of the model is 0.90, meaning that it correctly predicts
the class for 90% of all instances. The macro average F1-score and weighted
average F1-score are both 0.90, indicating that the model performs similarly

for both classes.

The DT feature selection technique is used to select the most important
features from the dataset and reduce the number of features used in the
model, which can lead to better performance and faster training times. The
Min-Max normalization technique is used to scale the features between 0
and 1, which helps to prevent any feature from dominating the model and

allows the model to focus on the relative importance of each feature.

e Decision Tree (DT) model with ET feature selection and Min-Max
normalization on a testing dataset. The classification result for a
Decision Tree model with ET feature selection and Min-Max
normalization on test data as presented in Table 4.4.

Table 4.4 the classification result a Decision Tree (DT) model with ET
feature selection and Min-Max normalization on a testing dataset.

Class Precision Recall F1-Score Support
Class O(normal) 0.87 0.91 0.89 40165
Class 1(malware)  0.92 0.89 0.91 49835
Accuracy 0.90 90000
Macro Avg 0.90 0.90 0.90 90000
Weighted Avg 0.90 0.90 0.90 90000
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Confusion matrix
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Figure 4.9 Confusion matrix for a Decision Tree model with DT feature
selection and Min-Max normalization on a testing dataset.

The Figure below show the classification result for a Decision Tree
(DT) model that was trained on a dataset consisting of 210,000 instances,
where each instance has been preprocessed using two techniques: DT feature

selection and Min-Max Normalization.

Extra Tree feature selection involves selecting the most important
features for the model. This technique helps to reduce the dimensionality of
the dataset and improve the model's accuracy. Min-Max Normalization, on
the other hand, scales the values of the features between 0 and 1, ensuring

that they are on the same scale and have the same impact on the model.

The results show that the model has an overall accuracy of 0.91,
meaning that it correctly predicts the class for 91% of all instances. For
Class 0, the precision is 0.88, meaning that when the model predicts Class 0,

it is correct 88% of the time. The recall is 0.92, meaning that the model

73



Chapter Four.....cccoevviiiiiiiniiiiiiinnrinnceiennncnees Results and Discussions

correctly identifies 92% of all Class 0 instances. The F1-score, which is a
measure of the model's accuracy, is 0.90. The support column indicates that

there are 93,468 instances of Class 0 in the dataset.

For Class 1, the precision is 0.93, meaning that when the model
predicts Class 1, it is correct 93% of the time. The recall is 0.90, meaning
that the model correctly identifies 90% of all Class 1 instances. The F1-score
Is 0.92, indicating that the model's accuracy for Class 1 is slightly higher
than that for Class 0. The support column indicates that there are 116,532

instances of Class 1 in the dataset.

The macro average F1-score and weighted average F1-score are both
0.91, indicating that the model performs similarly for both classes. These
results suggest that DT feature selection and Min-Max Normalization are
effective techniques for improving the accuracy of the DT model on this

dataset.

e Decision Tree (DT) model with correlation feature selection and Min-
Max normalization on a testing dataset. The classification result for a
Decision Tree model with correlation feature selection and Min-Max

normalization on test data as presented in Table 4.5.
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Table 4.5 the classification result for a Decision Tree (DT) model with
correlation feature selection and Min-Max normalization on a testing

dataset.
Class Precision Recall F1-Score Support
Class O(normal) | 0.76 0.91 0.83 93468
Class 1(malware) | 0.91 0.77 0.84 116532
Accuracy 0.83 210000
Macro Avg 0.84 0.84 0.83 210000
Weighted Avg 0.85 0.83 0.83 210000

This table show the classification result for a Decision Tree (DT)
model that has been tested on a dataset with 210,000 instances. The data has
been preprocessed with correlation feature selection and Min-Max

normalization.

For Class 0, the precision is 0.76, indicating that the model correctly
predicts Class 0 only 76% of the time. The recall is 0.91, meaning that the
model correctly identifies 91% of all Class 0 instances. The F1-score is 0.83,
indicating that the model's accuracy for Class 0 is moderate. The support

column indicates that there are 93,468 instances of Class O in the dataset.

For Class 1, the precision is 0.91, meaning that the model correctly
predicts Class 1 91% of the time. The recall is 0.77, meaning that the model
correctly identifies 77% of all Class 1 instances. The F1-score is 0.84,
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indicating that the model's accuracy for Class 1 is also moderate. The
support column indicates that there are 116,532 instances of Class 1 in the

dataset.

The accuracy of the model is 0.83, meaning that it correctly predicts
the class for 83% of all instances. The macro average F1-score and weighted

average F1-score are both 0.83, indicating that the model.
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Figure 4.10 Confusion matrix for a Decision Tree model with correlation
feature selection and Min-Max normalization on a testing dataset.

B. Results of FFNN

e FFNN with Extra tree feature selection and Z-Score normalized. The
table representation of the evaluation metrics for a FFNN with Extra
Tree feature selection and Z-Score normalization on the test data as

presented in Table 4.6, figure 4.14 show loss function where the X-axis
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is the number of retraining times and Y -axis is the value of loss function

during training:

Training and validation Loss funaction
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Figure 4.11 FFNN with Extra Tree feature selection and Z-Score
Normalized loss function

Training and validation accuracy
0.885
0.880 -
0.875 -
0.870 4
0.865
0.860
0855 A = training accuracy
validation accuracy
0 10 20 30 a0 50

Figure 4.12 FFNN with Extra Tree feature selection and Z-Score
Normalized validation accuracy
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Table 4.6 the table representation of the evaluation metrics for a FFNN with
Extra Tree feature selection and Z-Score normalization on the test data

Class Precision Recall F1-Score Support
Class O(normal) 0.85 0.91 0.88 40165
Class 1(malware) 0.92 0.87 0.89 49835
Accuracy 0.89 90000
Macro Avg 0.88 0.89 0.89 90000
Weighted Avg 0.89 0.89 0.89 90000

This table show the evaluation result of a Feedforward Neural
Network (FFNN) model that has been trained on a dataset with DT feature
selection and Z-Score normalization. The model is evaluated on the test data,

which contains 90,000 instances.

For Class 0, the precision is 0.85, indicating that the model correctly
predicts Class 0 85% of the time. The recall is 0.91, meaning that the model
correctly identifies 91% of all Class 0 instances. The F1-score is 0.88,
indicating that the model's accuracy for Class 0 is good. The support column

indicates that there are 40,165 instances of Class 0 in the test data.

For Class 1, the precision is 0.92, meaning that the model correctly
predicts Class 1 92% of the time. The recall is 0.87, meaning that the model
correctly identifies 87% of all Class 1 instances. The Fl-score is 0.89,
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indicating that the model's accuracy for Class 1 is also good. The support

column indicates that there are 49,835 instances of Class 1 in the test data.

The accuracy of the model is 0.89, meaning that it correctly predicts
the class for 89% of all instances. The macro average F1-score and weighted
average F1-score are both 0.89, indicating that the model performs similarly

for both classes.
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Figure 4.13 FFNN with Extra Tree feature selection and Z-Score
Normalized testing data

e FFNN with additional tree feature selection and Z-Score normalized.
The table representation of the evaluation metrics for a FFNN with
correlation feature selection and Z-Score normalization on the test
data as presented in Table 4.7, figure 4.17 show loss function where the
X-axis is the number of retraining times and Y-axis is the value of loss

function during training:
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Training and validation Loss funaction
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Figure 4.14 FFNN with correlation feature selection and Z-Score
Normalized loss function
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Figure 4.15 FFNN with correlation feature selection and Z-Score
Normalized accuracy validation
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Table 4.7 the table representation of the evaluation metrics for a FFNN with
correlation feature selection and Z-Score normalization on the test data

Class Precision Recall F1-Score Support
Class O(normal) 0.74 0.90 0.82 40165
Class 1(malware) 0.91 0.75 0.82 49835
Accuracy 0.82 90000
Macro Avg 0.82 0.83 0.82 90000
Weighted Avg 0.83 0.82 0.82 90000

The above table show the evaluation result of a feedforward neural
network (FFNN) model trained on a dataset with correlation feature
selection and Z-Score normalization. The model has been evaluated on a test

dataset consisting of 90,000 instances.

For Class 0, the precision is 0.74, indicating that the model correctly
predicts Class 0 only 74% of the time. The recall is 0.90, meaning that the
model correctly identifies 90% of all Class 0 instances. The F1-score is 0.82,
indicating that the model's accuracy for Class 0 is moderate. The support

column indicates that there are 40,165 instances of Class O in the test dataset.

For Class 1, the precision is 0.91, meaning that the model correctly
predicts Class 1 91% of the time. The recall is 0.75, meaning that the model
correctly identifies 75% of all Class 1 instances. The F1-score is 0.82,
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indicating that the model's accuracy for Class 1 is also moderate. The
support column indicates that there are 49,835 instances of Class 1 in the test

dataset.

The accuracy of the model is 0.82, meaning that it correctly predicts
the class for 82% of all instances in the test dataset. The macro average F1-
score and weighted average F1-score are both 0.82, indicating that the model
performs similarly for both classes. Overall, the FFNN model with
correlation feature selection and Z-Score normalization has moderate

accuracy in predicting both Class 0 and Class 1.
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Figure 4.16 FFNN with correlation feature selection and Z-score
Normalized confusion matrix testing data

e FFNN with additional tree feature selection and Z-Score normalized.
The table representation of the evaluation metrics for a FFNN with
Extra Tree feature selection and Min-Max normalization on the test

data as presented in Table 4.8, figure 4.20 show loss function where
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the X-axis is the number of retraining times and Y-axis is the value of

loss function during training:

Training and validation Loss funaction
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Figure 4.17 FFNN with Extra Tree feature selection and Min-Max
Normalized loss function
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Figure 4.18 FFNN with Extra Tree feature selection and Min-Max
Normalized validation accuracy
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Table 4.8 the table representation of the evaluation metrics for a FFNN with
Extra Tree feature selection and Min-Max normalization on a test dataset.

Class Precision Recall F1-Score Support
Class O(normal) 0.85 0.90 0.87 40165
Class 1(malware) 0.91 0.87 0.89 49835
Accuracy 0.88 90000
Macro Avg 0.88 0.89 0.88 90000
Weighted Avg 0.89 0.88 0.88 90000

This table show the evaluation metrics for a feed-forward neural
network (FFNN) model that has been trained using DT feature selection and

Min-Max normalization on a test dataset consisting of 90,000 instances.

The model achieved an accuracy of 0.88, indicating that it correctly
predicts the class for 88% of all instances. The precision for Class 0 is 0.85,
meaning that the model correctly identifies 85% of all Class O instances. The
recall for Class 0 is 0.90, meaning that the model correctly identifies 90% of
all instances that belong to Class 0. The Fl-score for Class 0 is 0.87,
indicating that the model's accuracy for Class 0 is moderate. The support

column indicates that there are 40,165 instances of Class 0 in the test dataset.

For Class 1, the precision is 0.91, meaning that the model correctly
predicts Class 1 91% of the time. The recall is 0.87, meaning that the model
correctly identifies 87% of all Class 1 instances. The Fl1-score is 0.89,
indicating that the model's accuracy for Class 1 is high. The support column
indicates that there are 49,835 instances of Class 1 in the test dataset.
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The macro average F1-score and weighted average F1-score are both
0.88, indicating that the model performs similarly for both classes. Overall,
this FFNN model with DT feature selection and Min-Max normalization has

high accuracy and performs well for both classes.
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Figure 4.19 FFNN with Extra Tree feature selection and Min-Max
Normalized confusion matrix testing data

e FFNN with correlation feature selection and Min-Max Normalized. The
table representation of the evaluation metrics for a FFNN with correlation
feature selection and Min-Max normalization on the test data as presented in
Table 4.9.
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Table 4.9 the table representation of the evaluation metrics for a FFNN with
correlation feature selection and Min-Max Normalization on the test data

Class Precision Recall F1-Score Support
Class O(normal) 0.75 0.89 0.81 40165
Class 1(malware) 0.90 0.76 0.82 49835
Accuracy 0.82 90000
Macro Avg 0.82 0.82 0.82 90000
Weighted Avg 0.83 0.82 0.82 90000

Now let's explain what each of these metrics means:

Precision: The precision is the proportion of correctly predicted positive
instances (class 1) out of all predicted positive instances. For class 0, the
precision is 0.75, which means that out of all predicted class O instances,
75% were actually class 0. For class 1, the precision is 0.90, which means

that out of all predicted class 1 instances, 90% were actually class 1.

Recall: The recall is the proportion of correctly predicted positive instances
(class 1) out of all actual positive instances. For class 0, the recall is 0.89,
which means that out of all actual class O instances, 89% were correctly
predicted as class 0. For class 1, the recall is 0.76, which means that out of

all actual class 1 instances, 76% were correctly predicted as class 1.

F1-Score: The F1-score is the harmonic mean of precision and recall, and it
Is used to balance both metrics. For class 0, the Fl-score is 0.81, which
means that the model achieved a good balance between precision and recall
for this class. For class 1, the F1-score is 0.82, which means that the model

also achieved a good balance between precision and recall for this class.
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Support: The support is the number of actual instances for each class. For

class 0, the support is 40165, and for class 1, the support is 49835.

Accuracy: The accuracy is the proportion of correctly predicted instances
out of all instances. In this case, the model achieved an accuracy of 0.82,

which means that it correctly predicted 82% of the instances.

Macro Avg Precision/Recall/F1-Score/Support: The macro-average is the
average of the metrics for each class, without taking into account the
imbalance of the dataset. In this case, the macro-average precision, recall,
and F1-score are all 0.82, which means that the model performed similarly

well for both classes.

Weighted Avg Precision/Recall/F1-Score/Support: The weighted-average is
the average of the metrics for each class, taking into account the imbalance
of the dataset. In this case, the weighted-average precision is 0.83, which
means that the model performed slightly better for class 1, which had more

instances than class 0.

C. Result of SVM

« SVM with Extra Tree feature selection and Z-Score Normalized. This
is a classification result for an SVM model, the model has two classes:
0 and 1. The classification report for an SVM model with ET feature

selection and Z-Score Normalized as presented in Table 4.10.

Table 4.10 classification report for an SVM model with ET feature selection
and Z-Score Normalized
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Metric Class Class Weighted Macro
O(normal) | 1(malware) | Average Average
Precision | 0.94 0.92 0.93 0.93
Recall 0.96 0.88 0.93 0.92
Fl-score |0.95 0.90 0.93 0.92
Support 42278 22628 - -
Accuracy | - - 0.93 -

The precision score for class 0 is 0.94, indicating that the model
correctly identified 94% of the instances that were actually in class 0. The
precision score for class 1 is 0.92, indicating that the model correctly
identified 92% of the instances that were actually in class 1. The recall score
for class 0 is 0.96, indicating that the model correctly identified 96% of the
instances in class 0. The recall score for class 1 is 0.88, indicating that the
model correctly identified 88% of the instances in class 1. The fl1-score for
class 0 is 0.95, indicating that the model performed well on class 0. The f1-
score for class 1 is 0.90, indicating that the model performed less well on

class 1.

The weighted average fl-score is 0.93, indicating that the model
performed well overall. The macro average fl1-score is also 0.92, indicating

that the model performed well on average across both classes.

In general, this SVM model performed well on class 0 but less well on
class 1. Further evaluation may be necessary to determine if the model's

performance can be improved with additional tuning.
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Figure 4.20 confusion matrix of classification report for an SVM model with
Extra Tree feature selection and Z-Score Normalized

SVM with correlation feature selection and Z-Score Normalized. The

classification report shows the performance of an SVM model with

correlation feature selection and Z-Score normalization on the test

dataset. The model achieved an overall accuracy of 0.92. The

classification report for an SVM model with ET feature selection and

Z-Score Normalized as presented in Table 4.11.

In terms of precision, the model correctly identified 93% of the

negative class (class 0) and 91% of the positive class (class 1). In terms of

recall, the model correctly identified 95% of the negative class and 86% of

the positive class. The F1-score, which is a harmonic mean of precision and

recall, was 0.94 for the negative class and 0.88 for the positive class.

Overall, the model performed slightly worse on the positive class

compared to the negative class, which can be seen in the lower recall and
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F1-score for class 1. However, the model still achieved a high level of

accuracy on the test dataset.

Table 4.11 Classification Report for SVM with correlation feature selection
and Z-Score Normalized on Test Data

Class Precision | Recall F1-Score | Support
O(normal) 0.93 0.95 0.94 42278
1(malware) 0.91 0.86 0.88 22628
Accuracy 0.92 64906
Macro Avg 0.92 0.91 0.91 64906
Weighted Avg 0.92 0.92 0.92 64906

The given classification result shows the evaluation of SVM model
with correlation feature selection and Z-Score normalization on training
data. The precision, recall, and F1-score measures the performance of the
model in classifying the data points into the two classes: O(normal) and

1(malware).

The precision of class 0 is 0.93, which means that out of all the
predicted class 0 points, 93% of them are actually class 0. The recall of class
0 is 0.95, which means that out of all the actual class 0 points, 95% of them
are correctly predicted as class 0 by the model. The F1-score of class O is

0.94, which is the harmonic mean of precision and recall.

Similarly, for class 1, the precision is 0.91, the recall is 0.86, and the
F1-score is 0.88. The accuracy of the model on the training data is 0.92,
which means that 92% of the data points are correctly classified by the

model.
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Overall, the model performs well in predicting class 0, with higher
precision, recall, and F1-score than class 1. The accuracy of the model is

also reasonably high.

Confusion matrix

True Label

predicted Label

Figure 4.21 confusion matrix of SVM with correlation feature selection and
Z-Score Normalized

« SVM with Extra Tree feature selection and Min-Max Normalized,
The classification report for an SVM model with Extra Tree feature
selection and Min-Max Normalized as presented in Table 4.12.

Table 4.12 show the classification result for the SVM model with Extra Tree
feature selection and Min-Max normalization on the testing data.

Class precision recall f1-score support
0 0.94 0.96 0.95 42278
1 0.92 0.88 0.90 22628
Accuracy 0.93 64906
macro avg 0.93 0.92 0.92 64906
weighted avg 0.93 0.93 0.93 64906

The precision of the model for predicting class 0 is 0.94, which means

that when the model predicts an instance to be in class O, it is correct 94% of
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the time. The recall for class 0 is 0.96, which means that the model correctly
identifies 96% of the instances that actually belong to class 0. The fl1-score
for class 0 is 0.95, which is the harmonic mean of precision and recall for

class 0.

The precision of the model for predicting class 1 is 0.92, which means
that when the model predicts an instance to be in class 1, it is correct 92% of
the time. The recall for class 1 is 0.88, which means that the model correctly
identifies 88% of the instances that actually belong to class 1. The fl-score
for class 1 is 0.90.

The accuracy of the model is 0.93, which means that it correctly
predicts the class for 93% of the instances in the test set. The macro average
of precision, recall, and f1-score is 0.93, indicating that the model performs
well for both classes. The weighted average of precision, recall, and f1-score
Is also 0.93, indicating that the model is equally good at predicting both

classes.

The classification report shows the evaluation metrics of the SVM
model with DT feature selection and Min-Max normalization on the training
data. The precision for class 0 is 0.94, which means that when the model
predicts a customer is not interested in the campaign, it is correct 94% of the
time. The recall for class 0 is 0.96, which means that the model correctly
identifies 96% of customers who are not interested in the campaign. The F1-
score for class 0 is 0.95, which is the harmonic mean of precision and recall

for class 0.

92



Chapter Four.....cccoevviiiiiiiniiiiiiinnrinnceiennncnees Results and Discussions

Similarly, for class 1, the precision is 0.92, recall is 0.88, and F1-score
Is 0.90. This means that when the model predicts a customer is interested in
the campaign, it is correct 92% of the time, it identifies 88% of the
customers who are interested in the campaign, and the harmonic mean of

precision and recall for class 1 is 0.90.

The overall accuracy of the model is 0.93, which means that the
model correctly predicts the class of 93% of the customers in the training
data. The macro average F1-score is 0.92, which is the average F1-score of
both classes weighted equally. The weighted average F1-score is also 0.93,
which is the average F1-score weighted by the number of samples in each
class.

Confusion matrix
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Figure 4.22 show the classification result for the SVM model with Extra
Tree feature selection and Min-Max normalization on the testing data.

« SVM with correlation feature selection and Min-Max Normalized,
The classification report for an SVM model with correlation feature

selection and Min-Max Normalized as presented in Table 4.13.
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In this evaluation of SVM with correlation feature selection and Min-
Max normalization on test data, the model achieved an accuracy of 0.92. The
precision and recall values for class 0 are 0.92 and 0.95 respectively, while
the precision and recall values for class 1 are 0.91 and 0.85 respectively. The

f1-score is 0.94 for class 0 and 0.88 for class 1.

The macro average fl-score is 0.91, which indicates good overall
performance of the model across both classes. The weighted average f1-

score is 0.92, which takes into account the class imbalance in the dataset.

Overall, the results suggest that the SVM model with correlation
feature selection and Min-Max normalization is effective at classifying the
test data, but may have some difficulty with correctly identifying instances

of class 1.

Table 4.13 Classification result for SVM with correlation feature selection
and Min-Max Normalized on testing data

Class precision recall fl-score support
0 0.92 0.95 0.94 42278
1 0.91 0.85 0.88 22628
Accuracy 0.92 64906
macro avg 0.92 0.90 0.91 64906
weighted avg 0.92 0.92 0.92 64906

94




Chapter Four.....cccoevviiiiiiiniiiiiiinnrinnceiennncnees Results and Discussions
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Figure 4.23 confusion matrix of the SVM with correlation feature selection
and Min-Max Normalized on testing data

4.8 Comparison between the Result of Different Method

Based on the evaluation of the different dynamic machine learning
algorithm selection for multiple malware detection, it can be concluded that
using a combination of feature selection techniques (such as Extra Tree or
correlation) and normalization methods (such as Z-Score or Min-Max) can

improve the performance of the models.

The FFNN model with correlation feature selection and Z-Score
normalization showed the best performance on the DDoS 2019 dataset, with
an accuracy of 1.00. However, this model is also the most computationally

expensive, which may limit its practical use in certain scenarios.

The SVM model with DT feature selection and Min-Max
normalization show good performance on Big 2015 dataset, with an
accuracy of 0.93. This model was also relatively computationally efficient,

making it a good option for practical use.
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The DT model with extra tree feature selection and Z-Score
normalization show the best performance on Malware analysis dataset, with

an accuracy of 0.100.

Overall, the use of dynamic machine learning algorithm selecion for
multiple malware detection shows promise in improving the accuracy of
malware detection systems. However, the choice of algorithm and
preprocessing techniques will depend on the specific needs and limitations

of the system being used.

Based on the evaluation results provided, it is difficult to determine
the best method for dynamically detecting multiple malware. To achieve
dynamic machine learning algorithm selection for multiple malware
detection, voting was used. The Comparison between the Result of Different
Methods as presented in Table 4.14.

Table 4.14 Comparison between the Result of Different Methods (where O is
normal and 1 is malware)

Classifier | Accuracy | Precision Recall F1

First Data | FFNN | 1.00 1.00 |1.00|1.00 |1.00 |{1.00 |1.00
(DDoS 2019) | SVM |1.00 0.99 [1.00|1.00 {099 |1.00 |1.00
DT 1.00 1.00 |1.00]1.00 |1.00 |1.00 |1.00
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Second Data | FFNN | 0.89 0.85 092|091 |0.87 |0.88 |0.89
(Big 2015) |SVM |0.93 094 1092|096 |0.88 [0.95 |0.90
DT 0.90 0.87 10.92/0.91|0.89 [0.89 |0.91
Third Data | FFNN | 0.97 0.97 1096|098 |0.95 [0.98 |0.96
(Malware | SVM |0.93 094 1092|096 |0.88 [0.95 |0.90
analysis)
DT 0.98 0.99 10.97/0.99 |0.97 |[0.99 |0.97

4.9 Results of Voting

4.9.1 Classification Result for DDOS 2019 Dataset after implementing

voting

Table 4.15 Classification result for DDOS 20179 dataset after implementing

voting
Class precision recall f1- support
score
Class 0 9494
1.00 1.00 1.00
Class 1 9310
1.00 1.00 1.00
Accuracy 18804
1.00 1.00 1.00
Macro Average
- - 1.00 18804
Weighted Average
1.00 1.00 1.00 18804
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The table presents the performance metrics of a machine learning
model on the DDOS 2019 dataset after implementing voting. The model's
precision, recall, and f1-score are shown for two classes: Class 0 and Class
1, along with their respective support (number of instances in each class).
Additionally, the table shows the accuracy, macro average, and weighted

average.

The precision metric measures the proportion of true positives out of
all predicted positives, while recall measures the proportion of true positives
out of all actual positives. F1-score is the harmonic mean of precision and

recall, giving an overall measure of the model's performance.

The results of the model are excellent, with a precision, recall, and f1-
score of 1.00 for both Class 0 and Class 1. This means that the model
predicted all true positives correctly while minimizing the number of false
positives and false negatives. The support for each class is also high, with

9494 instances in Class 0 and 9310 instances in Class 1.

The accuracy of the model is also perfect, with a score of 1.00. This
indicates that the model correctly predicted all instances in the dataset. The
macro average for fl-score is also 1.00, which indicates that the model

performs equally well on both classes.

The weighted average for precision, recall, and f1-score is also 1.00,
indicating that the model has a high level of overall performance. The
weighted average takes into account the support for each class, so it provides

a better representation of the model's performance across the entire dataset.

98



Chapter Four.....cccoevviiiiiiiniiiiiiinnrinnceiennncnees Results and Discussions

Overall, the implementation of voting has significantly enhanced the
performance of the machine learning model on the DDOS 2019 dataset. The
model's high precision, recall, and fl-score indicate that it is well-suited to

detecting and classifying instances of DDOS attacks accurately.

Confusion matrix train

- 8000

- 8000

-4000

True Label

- 2000

predicted Label

Figure 4.24 confusion matrix of DDOS 2019 Dataset after implementing
voting
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4.9.2 Classification Result for Big2015 Dataset after implementing

voting
Table 4.16 Classification result for Big 2015 dataset after implementing
voting

Class precision recall fl-score | support

Class 0 42278
0.98 0.98 0.98

Class 1 22628
0.97 0.96 0.96

Accuracy 64906

0.97

Macro Average
0.97 0.97 0.97 64906

Weighted Average
0.97 0.97 0.97 64906

The table represents the performance metrics of a machine learning

model after implementing voting on a big dataset in 2015. Voting is a

technique that combines the predictions of multiple models to improve the

overall accuracy and robustness of the model. In this case, it seems that the

voting has resulted in significant enhancements in the precision, recall, and

f1-score of the model.

The precision, recall, and fl-score are measures of the model's

performance in classifying the data into different classes. Precision refers to

the percentage of correct positive predictions out of all positive predictions,

while recall refers to the percentage of correctly predicted positive cases out

of all true positive cases. F1-score is the harmonic mean of precision and
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recall, and it gives an overall measure of the model's accuracy. Support

represents the number of instances in each class.

According to the table, the model has achieved a precision score of
0.98 for class 0 and 0.97 for class 1, which indicates that the model correctly
predicted 98% of class 0 instances and 97% of class 1 instances out of all the
instances predicted as belonging to those classes. The recall score for class 0
Is also 0.98, meaning that the model identified 98% of true class 0 instances
correctly. The recall score for class 1 is slightly lower at 0.96, indicating that

the model identified 96% of true class 1 instances correctly.

The fl1-score for both classes is 0.98 and 0.96, respectively, which is
an indication that the model has a good balance between precision and recall
for both classes. The overall accuracy of the model is 0.97, meaning that it

correctly classified 97% of all instances.

The macro-average and weighted-average scores are also 0.97,
indicating that the model has performed consistently across all classes, with
the weighted-average giving more weight to the performance of the more

significant class (class 0) due to the higher number of instances.

In conclusion, the implementation of wvoting has significantly
improved the performance of the machine learning model in classifying the
data into different classes. The high precision, recall, and f1-score, as well as
the overall accuracy of the model, suggest that it is well-suited to handle the

given dataset.
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Figure 4.25 confusion matrix of big 2015 Dataset after implementing voting

4.9.3 Classification Result for Malware analysis Dataset after
implementing voting

Table 4.17 Classification result for Malware analysis dataset after
implementing voting

Class precision recall f1- support
score
Class 0 40165
0.86 0.91 0.88
Class 1 49835
0.92 0.88 0.90
Accuracy
0.89 90000
Macro Average
0.89 0.90 0.88 90000
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Weighted Average

0.90 0.89 0.88 90000

The table represents the performance of a machine learning model
trained to detect malware in a dataset, after implementing a voting approach.
The voting approach is a technique where multiple classifiers are trained on
the same dataset, and their predictions are combined to make a final

prediction.

The table show the precision, recall, f1-score, and support for each

class, as well as the accuracy, macro-average, and weighted-average metrics.

Precision is the proportion of true positives out of all predicted
positives. Recall is the proportion of true positives out of all actual positives.
F1-score is the harmonic mean of precision and recall, and support is the

number of samples in each class.

The results show that after implementing the voting approach, the
precision for class 0 increased from 0.86 to 0.92, while the recall decreased
slightly from 0.91 to 0.88. The f1-score remained almost the same at 0.88.
The support for class 0 is 40165, indicating that there are 40165 samples in

that class.

For class 1, the precision increased from 0.92 to 0.88, while the recall
decreased from 0.88 to 0.90. The f1-score remained the same at 0.90, and

the support for class 1 is 49835.

The accuracy for the model is 0.89, which means that the model

correctly classified 89% of the samples in the dataset. The macro-average of
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precision, recall, and f1-score is 0.89, 0.90, and 0.88, respectively. The

weighted-average of these metrics is 0.90, 0.89, and 0.88, respectively.

Overall, the results show that implementing the voting approach
slightly improved the precision for class 0 but slightly decreased the recall
for both classes. However, the f1-score remained almost the same for both

classes, and the model's overall accuracy improved slightly.
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Figure 4.26 confusion matrix of malware analyze Dataset after
implementing voting

4.10 Comparison with Other Related Works

This thesis aims to develop a dynamic selection classification system
that can effectively detect multiple types of malicious threats by adapting

and choosing the best machine learning algorithms. Table 4.18 show the

104



Chapter Four.....cccoevviiiiiiiniiiiiiinnrinnceiennncnees Results and Discussions

comparison between the outcomes of this thesis and the results of other
related works on the first dataset before adding a hard voting approach to
select the best algorithm for detecting multiple types of malware based on

their specific characteristics and behaviors.

Table 4.18 The comparison between the outcomes of this thesis and the
results of other related works on the first dataset before adding a hard

voting approach.

Study Classifier Accuracy
Akhtar et. al. 2022, | 1-SVM 96.41%
[10]
2-DT 99%
3-CNN 98.76%
Rios et.al. 2020, [13] | 1-MNB 94.53%
2-MLP 98.64%
3-KNN 99%
4-SVM 99.75%
Santos etal. 2020, | 1-SVM 92%
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[14]

2-DT 99%

3-MLP 98%

4-RF 100%
The Proposed Model 1- SVM 99.99%

2-DT 99.52%

3-FFNN 98.17%
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5.1 Conclusions

Based on the evaluation of the different dynamic machine learning
algorithm selection for multiple malware detection, it can be concluded that
using a combination of feature selection techniques (such as ET or
correlation) and normalization methods (such as Z-Score or Min-Max) can

improve the performance of the models.

The FFNN model with correlation feature selection and Z-Score
normalization showed the best performance on the test data, with an
accuracy of 0.99. However, this model is also the most computationally

expensive, which may limit its practical use in certain scenarios.

The SVM model with DT feature selection and Min-Max
normalization show good performance on both the training and test data,
with an accuracy of 0.93 and 0.92 respectively. This model was also
relatively computationally efficient, making it a good option for practical

use.

The DT model with extra tree feature selection and Z-Score
normalization show the best performance on the test data, with an accuracy
of 0.100.

Overall, the use of dynamic machine learning algorithm selecion for
multiple malware detection shows promise in improving the accuracy of
malware detection systems. However, the choice of algorithm and
preprocessing techniques will depend on the specific needs and limitations

of the system being used.
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Based on the evaluation results provided, it is difficult to determine
the best method for dynamically detecting multiple malware. To achieve
dynamic machine learning algorithm selection for multiple malware

detection, voting was used

In terms of accuracy, the results show that the proposal with
correlation feature selection and standard Z-Score method performed better

on most tested data with an accuracy of 99.99%.

5.2 Future work

Despite having high performance, every model has its drawbacks. In future

we need to :

. Apply the model to other datasets.
. Work with other feature selection
. Use other types of machine learning algorithms such as NB, RF, etc.

. Perform other techniques.
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