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Abstarct 

With the growth of World Wide Web and large number Hosts 

are join continuously to the internet, huge number of access 

events to Web sites pages were recorded by Servers in log 

files , many users share, send, post and download lot of things 

from Web Sites, this manner can be difficult to many 

organization and Agents in order to monitor and control that, 

the recorded information and type of analysis used to extract 

useful knowldege and understanding it become a practical 

challenges to many researchers. Log files can provided many 

events information regard to Clients activities, server 

activities and so on. Many organization employee many log 

files analysis tools to predict, analysis and monitor users 

behavior towards site contents .In this paper we proposed 

algorithms to analysis hidden information contents in Log 

files and discovering patterns by identified users along with 

them navigation behaviors then clustering similar users based 

on different interesting log file content  for many Web sites 

that hosted in Web server. Find statistics for every part in log 

file command line which are not present in many log files 

analysis tools are supported here and finally discovering 

frequent Web sites-Users and user's activities towards those 

Web sites 

 

Keywords: Web Usage Mining ; pattern mining; Clustering; 

Log file analysis; Web log data.  

 

 

 

INTRODUCTION 

Information on internet and especially on Web sites increasing 

rapidly day by day, Web Sites play an important role in this 

manner where authenticated users, users are always uploads, 

downloads, browsed many contents according to them needs 

and interest. Web Server provide a way to browse Web Sites 

by assigning an IP address or DNS to identify it in addition 

hosted in it , Server record every events in the form of log file. 

The process of discovering hidden information from Web log 

file is called Web Mining. The aim of it is to obtain 

information about navigational behavior and retrieve useful 

information from very large raw data, can be represented by 

several millions of event records in log file. Web log data 

contains different kinds of information and including web 

document, web structure and user profiles. Web mining 

classified into three categories depend on which part of Web 

to be mined [1, 2]. Categories are Web Structure Mining, Web 

Content Mining and Web Usage Mining, Figure 1 illustrate 

the categories of Web Mining algorithms. 

Web Structure Mining is the task for discovering knowledge 

from the structure of hyperlinks within Web pages and given 

useful information for the relationship among Web pages [3, 

4]. The clustering process can play important role here by 

grouping the Web pages based on their structure, pages can 

represented by nodes and their links as edges among these 

nodes, clustering process can be done here based on graph 

representation and understanding structure of Web pages and 

its related to other pages in other Web Site Pages . Link 

structure in Web pages can be classified into two types: First, 

hyperlinks that connect different parts in the same page 

(Intra). Second, hyperlinks that connect two or more different 

pages (Inter). The other role can be applied here by identify 

trustworthy pages and their hub pages for a given subject. 

Trustworthy pages contain important information and 

supported by several links referred to it that means these 

pages are highly referenced. Hub pages contain many links to 

trustworthy pages that can give a role for clustering Pages 

based on trustworthy pages. Web Structure Mining can be 

employed to efficiently improve information retrieval and 

document classification tasks [5].   

Web Content Mining is the task of discovering different kinds 

of information contents and improving efficient mechanisms 

to organize and grouping (clustering) multimedia content to 

the search engines for accessing these contents by using 

keywords, categories, related contents etc. Multimedia 

contents on Web pages are varied such as structured content 

(i.e. XML documents), Semi-structured (i.e. HTML pages), 

Unstructured content (i.e. plaint text), other related contents 

Images, Audios, Videos which are added to those pages or 

linked to other hosted Sites. Recently there are some 

challenges appear regard to that in the case of many Web sites 

were designed by using not only HTML language , other 

Languages and systems were invited here such as Content 

Management Systems ( CMS) etc. and the plait texts here are 

encrypted and stored in an SQL data bases and users events 

were recorded as visited articles and in this case need to 

combine web mining algorithms in case to mining clustering 

and extracted useful information from user behaviors and 

contents related. Web CMS is responsible for storing, control 

and management data and other component in long-term uses. 

CMS consist of repository used to store and preserve various 

component and use various databases to store it. Repository in 

CMS contain two categories, the first one comprises source 

files as well as CMS configuration files , these files contain 

information about type of content, metadata, users and group 

of users along with them access data , profiles and 

preferences. The second repository contain databases where 

content and files will be processed through CMS and inherit 
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databases and Tables that are constructed for recall and 

process the content [6]. Many researches has been done in 

Web Content Mining, including text mining and its issues 

such as: topic discovery, association pattern discovery, Web 

pages classification and Web document clustering. Other 

important body of work by discovering knowledge from 

images in the field of image processing. Other research 

including Latent Semantic Indexing (LSI) which ties to 

analyzing structure of elements in document collection, 

another important role looking for find the position of words 

in document for solving the document categorization 

problems and extracting patterns or rules. Topic detection and 

tracking also addressed as Web Content Mining [7, 8]. 

     Web Usage Mining is the task to discovering the 

interesting patterns from Web Usage Data. Interesting patterns 

include information about user access patterns along with 

various types of request have been made by single or many 

users. The aim of Web Usage Mining is to understand the 

browsing and navigation through Web pages to enhance many 

things such as: the quality of commercial services, allotment 

Web portals [9] or improve Web structure and Web Server 

performance [10]. Web Usage Mining can be defined as the 

extraction of useful user patterns from Web server access logs 

files based on data mining techniques. Sources of log files 

include Web server, Client server, proxy server and 

application servers [11, 12]. By found more than one source 

place that store the navigation patterns and users accesses that 

make the mining process more difficult. The best and reliable 

result can be obtain from the log file that has all three types of 

log file. Web page accesses that were cached in proxy servers 

or in client side does not contain records on server side. Proxy 

server provide additional information however the requested 

page are missing in the client side, that lead to problem for 

collecting information from client side. Most of Web mining 

algorithms work based on Server side log data, commonly 

used mining algorithms are association rule mining, sequence 

mining, clustering [13]. 

 

 

 
 

Figure 1. Web Mining Categories 

 

 

The organization of the paper is as follow: section 2 illustrate 

the related work, section 3 discuss the log file types, format 

and parameters, section 4 show the Web mining phases and 

preprocessing steps for our log file, section 5 contain the 

proposed model and algorithm, section 6 our analysis result 

and finally conclusion for our works.   

 

RELATED WORK  

In the field of Web usage mining there are several data mining 

techniques have been used in order to discover interesting 

knowledge based on looking and focused approach. The 

information gained by these techniques can be used in many 

areas such as reconstructing Web sites, prediction next visited 

pages, group similar users , recommendation systems and so 

on. Clustering is the data mining process that group together 

similar items having similar properties. The clustering may 

include group of similar users, pages, references sites etc. 

Discovering group of similar users in user communities have 

been discussed in [20]. While in [23, 24, 25, and 26] authors 

used Association rule mining for discovering Web pages 
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accessed directly by other pages. Web Usage Mining is 

presented in many approaches along with applying data 

mining techniques for discovering information. In [27] where 

Association rule used for discovering relation among pages, 

also used for detect the association among group of users with 

particular interest. Frequent path traversal and patterns 

topology of paths used with WAP–tree for representing and 

saving efficient patterns, others such as in [28, 29 and 30] they 

used Web usage mining and Meta data for discovering 

terrorist and attacks Web sites. 

 

 

SERVER LOG FILE ANALYSIS  

Your paper's figs must be without background fill color, no 

border fig and no border legend, no vertical line, no horizontal 

 

Server Log file types  

Web server log files are plain text files and independent from 

the server, generally there are four types of server logs based 

on types of information recorded which illustrate in Table 1 :  

 Access log file 

 Agent log file 

 Error log file 

 Referrer log file 

 

Table 1. Format Types of Web server log files 

 

Log file types Actions Format Extracted knowledge 

Access log file 1. Records all users request 

processed by server. 

2. Record information about 

users.  

[Wed Oct 11 14:32:52 2000] [error] [Client 

127.0.0.1] client denied by server 

configuration: 

/export/home/live/ap/htdocs/test.  

Users' profiles. 

Frequent patterns.  

Bandwidth usage.  

Agent log file 1. User browsers.  

2. Browsers version.  

"Mozilla/4.0 (compatible; MSIE 4.01; 

Windows NT)"  

Agent version.  

Operating system used.  

Error log file  List of errors for users request 

made by server.  

 

[Wed Oct 11 14:32:52 2000] [error] [client 

127.0.0.1] client denied by server 

configuration: 

/export/home/live/ap/htdocs/test 

Types of errors.  

Generated errors IP 

address.  

Date and time of error 

occurred.  

Referrer log 

file 

1.Information about link.  

2.Redirects visitor to Site.  

"http://www.google.com/search?q=keyword", 

"/page.html" 

 

Browser used. 

Keywords. 

Redirect link content.  

 

 

Server Log File Format 

There are three types of log file format as follow: 

 

Common log file format 

Is used by most of the web servers. The format of this log file 

is standardized and can be analyzed by web analysis program, 

the sample format of this type is shown below. 

 

127.0.0.1 user-identifier frank 

[10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif 

HTTP/1.0" 200 2326 

 

Combined log file format 

Is same as common log file format but there are additional 

information present here, these information are "referral part, 

user-agent part and cookie prt", the sample format of this type 

as bellow. 

 

127.0.0.1 user-identifier frank 

[10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif 

HTTP/1.0" 200 2326 

 

 

Multiple access logs 

Is consider the combination of the previous two types 

(common log and combined log) file format, in this type of 

log file format multiple directories can be can be created for 

access logs, the sample format of this type as shown below. 

 

LogFormat "%h %l %u %t \"%r\" %>s %b" 

common 

CustomLog logs/access_log common 

CustomLog logs/referer_log "%{Referer}i -> %U" 

CustomLog logs/agent_log "%{User-agent}i" 

 

Server Log File Parameters  

Log files contain various parameters and can be very useful 

for recognized users browsing attributes, many attributes can 

be added or enabled depend on server configuration and user 

privacy agreement, some of cookies and private information 

can be used but in general there are common parameters an be 

found in log files.  Below will illustrate in TABLE 2, the list 

of some parameters useful for analysis processes. 

 

Table 2. Parameters of log file 

 

T Parameter name Description 

1 User name  (IP 

address) 

Identify users Who visited Website 

by its IP address. 

2 Time stamp Date and time when user browsed 

and spend time. 

3 Request Exact request line by user 
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4 Status code Code sent by server after each user 

request 

5 Bytes Content length of document 

transferred 

6 User agent The browser that user used to send 

request 

7 Request type Method used by user to send 

request GET , POST 

 

There are several works have been done on log files each 

work deal with particular issue of mining and task, this paper 

focus on identifying users and then extract knowledge about 

user behaviors to grouping similar users based on them 

browsing activities, our contribution here in case to analysis 

log file we select KUFA university Apache HTTP server 

version 1.1 main web server log file, as we mention above this 

log file its standardize text file format and we are applying 

text mining techniques to tokenize and extract interesting 

information from that log file. 

 

 

PHASES OF WEB USAGE MINING   

In order to extract knowledge from log file, several problems 

exist when extract useful information from that log file and 

also there are many outlier records need to be eliminate from 

it in this case we are applying general phases of Web Usage 

Mining to analysis and understand the extracted and valid 

information. The general phases of Web Usage Mining as 

follow:   

 

Phase 1: Preprocessing   

Preprocessing phase include some activities can be applied on 

log file for cleaning, identifying users, valid URL path and 

also eliminate outliers from log file, tasks on preprocessing 

phase as follow [13]: 

 

Data Cleaning 

log file contain several records are irrelevant to our work like 

redirect path to other Sites, entries belong to top/bottom 

frames and records contain server error message. Error 

message identified through the status code that has been sent 

by server when user request particular content, server status 

code can be vary and valid status codes are show in table 3.  

 

Table 3. HTTP server status codes 

 

T 
Code 

Syntax 

Status 

code 
Description 

1 1XX 

100 COUNTINUE 

101 SWITCHING PROTOCOL 

102 PROCESSING 

2 2XX 

200 OK 

201 CREATED 

202 ACCEPTED 

203 
NON-AUTHORITATIVE 

INFORMATION 

3 3XX 
301 MOVED PERMANENTLY 

302 FOUND 

303 SEE OTHER 

304 NOT MODIFIED 

4 4XX 

400 BAD REQUEST 

401 
AUTHORIZATION 

REQUIRED 

402 PAYMENT REQUIRED 

404 NOT FOUND 

5 5XX 

500 INTERNAL SERVER ERROR 

501 
METHOD NOT 

IMPLEMENTED 

502 BAD GATEWAY 

503 SERVICE UNAVAILABLE 

504 GATEWAY TIME OUT 

 

 

Status code show the success and failures users request, 

records with status code less than 200 and greater than 299 are 

considered failure records and eliminated from log file entries. 

Data cleaning also include eliminated records that browsed 

irrelevant paths such as CSS content, main site paths, gif, 

icons and maps etc. by checked suffix part of URL. FIGURE 

2 represent portion of KUFA university Main Web server 

(Linux server) log file format, in that server DNS were 

assigned to Host IP address to identify Web site that browsed 

by several users, We are consider to eliminate the records that 

browsed Main page due its common in many records because 

its contain links to all web sites in our server. 

 

 
 

Figure 2. Portion of Web Server Log file format 

 

The result of this step produce the valid entries in log file, 

next step used to identifying unique users and distinguish 

users that belong to same IP address. The following algorithm 

in Figure 3 used for eliminated irrelevant entries in log file 

data. 

 

Data Cleaning Algorithm 

 

Input: Web Server Log file data  

Output: Log file data 

Step1: Read log file record from (Web Server Log File). 

Step2: IF      (log File Record) .URL == (gif, Css, Main.php, 

index.php )  

                     AND (Status code < 200 ˄ Status code > 209)  



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 11, Number 16 (2016) pp 8797-8805 

© Research India Publications.  http://www.ripublication.com 

8801 

                     Remove from log file. 

           End IF. 

Step3: Repeat Step 1 and Step 2 until EOF (Web Server Log 

file).  

Step4: Stop and Save file in Data base.   

END 

Figure 3. Data Cleaning Algorithm Steps 

 

 

User Identification 

Web Usage Mining does not required knowledge for user's 

identifying, there is a need to distinguish among different 

user's behavior. Server logs record of multiple sessions for 

user may visit Web site frequently. By absent authentication 

mechanisms in many Web Server some Web site used 

Cookies in Client-side, Due to privacy content this feature 

may disable by users, therefore IP address alone not sufficient 

to identify unique users in general by assigning many sessions 

to map IP address [15]. In case of absent user authentication 

and client-side cookies the possible accurate user identifying 

method by combination IP addresses with User agent and 

referrer [13]. The following figure (FIGURE 4) show user-

identification algorithm steps that used for identifying 

different users from log file browsing data 

 

User Identification Algorithm 
   

Input: log file data  

Output: Unique Users Table.  

Step1: Initialization  

           Create Table include the following field: 

          ([User ID, IP's address, Date, Time, Request, 

Site name, User Agent, Size)].   

Step2: Read record from Log file data  

Step3: User's IP addresses of tow sequential records 

are compared.  

Step4: IF ((IP address) is not in Users Table) THEN  

               Assign User ID to IP address  

               Add both to Users Table 

            ELSE 

            IF ((IP address) is in User's Table) THEN    

            Check (User Agent if same) then Add it with 

Same User ID  

            ELSE Assign (next User ID) to IP address  

               Add both to Users Table  

Step5: Repeat Step2-5 until EOF (log file data) 

Step6: STOP, Store Result.   

END. 

Figure 4. User-Identification Algorithm steps 

 

 

Phase 2: Mining Phase   

Many techniques can be applied here after preprocessing 

phase to extract knowledge such as association rule mining, 

frequent pattern mining, Classification, Clustering etc. 

 

Discovering and analysis users patterns  
We are focus on clustering technique in case to extract 

knowledge about similar User's behaviors based on browsing 

Web sites characteristics. This technique help in many aspects 

for understanding similar user's interested content and Web 

sites contents, frequent User's- Site browsing content, Effects 

of Site content to Users and other indicators related to this 

work. Table 4 illustrate information gained after pre-

processing steps, based on this result we build appropriate 

Model for applying clustering algorithm to group of similar 

User's navigation behaviors. 

 

 

 

Table 4. Identifying Unique user's navigation 

 

User Id IP address Date Time Request Site Name Agent 

User1 109.127.95.50 21/Oct/2015 15:01:12 GET AR "Mozilla/5.0 (iPhone; CPU iPhone OS 8_4) 

User2 141.8.143.183 21/Oct/2015 15:01:15 GET journals "Mozilla/5.0 

User3 37.236.136.3 21/Oct/2015 15:01:18 GET AR "Mozilla/5.0 (Windows NT 6.1) 

User3 37.236.136.3 21/Oct/2015 15:01:26 GET journals "Mozilla/5.0 (Windows NT 6.1) 

User1 109.127.95.50 21/Oct/2015 15:01:20 GET conf "Mozilla/5.0 (iPhone; CPU iPhone OS 8_4) 

User4 157.55.39.119 21/Oct/2015 15:01:15 GET journals "Mozilla/5.0 

User5 66.249.69.39 21/Oct/2015 15:01:26 GET AR "Mozilla/5.0 

User5 66.249.69.31 21/Oct/2015 20:45:36 GET Libr "Mozilla/5.0 

User5 66.249.69.31 21/Oct/2015 20:45:39 GET AR "Mozilla/5.0 

User3 37.237.208.165 21/Oct/2015 20:45:42 GET Libr "Mozilla/5.0 (Windows NT 6.1) 

 

Usage Data pre-processing result is a set of Μ Web sites 

views, W = {W1, W2, W3 … Wm}, and a set of (Ν) user 

transactions, T = {t1, t2, t3… tn} where each (ti) is a subset of 

W. For data mining tasks such as association rule mining and 

clustering the ordering of Web site views is not relevant, we 

represent each user transactions as a vector over Μ 

dimensional space of Web sites views. In most Web Usage 

mining algorithm and collaborative filtering applications 
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weights were used to construct profiles of similar users. 

Weights may be user rating, spend time on that page and 

either binary representing the presence or absence of that user 

from page view, product view and Site view. In our situation 

we are deal with this cases by eliminated the records that visit 

main page due it's consider the gate for other Web sites links 

and consider the User spent time for each transaction have 

been made by a particular user. Spend time threshold used 

here to distinguish the users that browsed Sites for viewing 

Site component from others who search for particular content. 

Valid user's transactions treated to build Users-Web sites visit 

matrix, the following Table (Table 5) represent the 

occurrence of users based on valid transactions to construct 

Users-Web site visit matrix. 

 

Table 5. User-Web site occurrences visit matrix 

 

User Id AR Journals Conf Libr Art Busin Comm Educ Gelog 

User1 103 55 18 0 0 0 2 30 0 

User2 20 29 33 1 0 355 240 0 2 

User3 15 0 0 2 1 412 133 5 1 

User4 207 72 51 0 1 4 1 28 2 

User5 1 2 0 78 95 22 1 0 31 

User6 1 3 3 1 0 107 77 1 5 

User7 192 73 71 1 2 1 1 0 0 

User8 1 1 0 0 0 0 0 55 109 

User9 1 0 0 96 5 77 26 1 0 

User10 7 84 31 0 0 0 11 2 0 

User11 1 1 0 155 2 182 191 1 0 

User12 98 65 24 1 1 0 0 14 0 

 

Due to space of real Table we are show only small part, above 

Table show for example user1, user2, user4, user7 and user 12 

are more interested in AR Web site while user5, user9 and 

user11 more interested for thesis and reading books from 

Library Web site. User –Web site Visit matrix produce many 

visit fractions for this purpose we consider the occurrences of 

all users to be within similar scale. 

 

Cluster analysis and grouping similar users   

Many data mining techniques can be applied in this manner to 

deal with fractions of User-Visit matric, for some data mining 

algorithm different range values lead to a tendency and 

immoderate influence for variables on the final result in order 

to scale the effect of it [16]. Normalization work well in this 

manner for small values close to (0.0) and higher ones to 

(1.0). MIN-MAX Normalization one of simplest and most 

used by scaling the difference by the range. The MIN-MAX 

formula is given as in Equation (1).  

 

min

max min

( )

( )

i
i

x x
x

x x





 (1) 

 

Then by applying threshold the new value updated as in 

Equation (2) 

 

0

1
i

if x T
X

if x T

 
  

 
 (2) 

 

Then new Table 6 after applying Equation (1) and (2) 

represent a user's Web site visit matrix, clustering can be 

applied for the enhanced matrix to find groups of similar users 

based on browsing and navigation patterns. Given the 

mapping of user transactions into multi-dimensional space as 

enhanced vectors of Web sites visit as in Table 6, standard 

Hierarchal clustering algorithm can efficient employed here to 

take the similarity of groups of users members with respect to 

many Web sites visit patterns in the manner to form each 

possible number of groups n that have similar behaviors. 

Many clustering algorithm have been applied here some 

algorithms consider click stream to cluster dynamic users 

behaviors by using Mixture Models, this process can be too 

complex to be modeled by using basic probability distribution 

because each user may show different behaviors correspond to 

different tasks, different task reflect different distribution 

periodically in such application such as dynamic Web sites. 

Mixture Markov Models were applied in [17, 18] to cluster 

users based on similarities in navigation behaviors. 

 

 

PROPOSED MODEL 

In order to discover similar user navigation behavior, log data 

need to be preprocesses, eliminate non-relevant data then 

applying data minig techniques on result data. When applying 

data mining techniques on web data this is called Web data 

minig, Web mining inlcude several tasks based on problem 

found and interesting result. Figure 4 show our proposed 

model for discovering hidden information in Log file data for 

varios users activities.  

 

 
 

Figure 5. Proposed Diagram 

 

 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 11, Number 16 (2016) pp 8797-8805 

© Research India Publications.  http://www.ripublication.com 

8803 

After applying equation (1, 2) for the result Table 6, users 

with small number of visiting count were eliminate in each 

Web site, users with high visit count pick higher values and 

were grouped into users-Web site interest. Table 7 show 

Users-Visit intersect in each Web site 

 

Table 6. User-Web sites Intersection matrix 

 

User 

Id 
AR Journals Conf Libr Art Busin Comm Educ Gelog 

User1 1 1 0 0 0 0 0 1 0 

User2 0 1 1 0 0 1 1 0 0 

User3 0 0 0 0 0 1 1 0 0 

User4 1 1 1 0 0 0 0 1 0 

User5 0 0 0 1 1 0 0 0 1 

User6 0 0 0 0 0 0 1 0 0 

User7 1 1 1 0 0 0 0 0 0 

User8 0 0 0 0 0 0 0 1 1 

User9 0 0 0 1 0 0 0 0 0 

User10 0 1 1 0 0 0 0 0 0 

User11 0 0 0 1 0 1 1 0 0 

User12 1 1 1 0 0 0 0 0 0 

 

above Table 6 show users with 0 values are (non- 

interest/non-visited) Web sites by corresponding users, while 

Web sites with 1 values refer to users are more interesting to 

visit and browsed contentf from those Web sites, from the 

above result we can infer for example user1 and user4 are 

more interest to Web site 1and 2, while user2 and user3 are 

interest to Web site 6 and 7. 

Incase to find the similarities among users, many binary 

similarities measures can be applied here, in [19] list 

similarity and distance measures were applied in binary data. 

The goal of this measures is to find similarities among data 

points in our scenario we are consider this data as a dynamic 

because the behaviors of users may change through time and 

based on them interest, in this case we are applying 2 

scenarios as follow : 

 The first one is by using Cluster Identification Algorithm 

(CIA) which can be visualize grouping similar users in 

our Result Matrix and identified similar users by 

calculating the cells intersection ratio among them, this 

process yield blocks of similar users that share similar 

Web-Sites browsed and eliminated not browsed content 

Table 6 consider to applying CIA algorithm.  

 Second scenario is by using distance measure , we are 

consider each user is a particular case and its browsed 

Websites differ from others, in order to find similarities 

among users so we are arranged Websites based 

navigation orders  for example the result in Table 4 and 

Table 5 are combined together to form a vectors for 

users, we use character-Based coded to represent Web 

sites names to be simple for comparing, Users with small 

hits occurrences were not considered, user behaviors can 

discovered through continuously visited sites by users, 

relative frequency were calculated here for each user, as 

in Equation (3),  

 

( ) i
i

i

m
F U T

M
 


 (3) 

 

Where users i = 1……N , F(Ui) relative frequency for user i, 

mi is hits count of user (i) in particular Web site J , Mi is total 

number of hits for user (i), finally T selected threshold. 

Minimum values are discarded that does not satisfying the 

selected threshold, user's vectors result as follow: 

 

Table 7. User-Web Sites Navigation behaviors 

 

User 

Id 
AR Journals Conf Libr Art Busin Comm Educ Gelog 

User1 1 1 0 0 0 0 0 1 0 

User2 0 0 0 0 0 1 1 0 0 

User3 0 0 0 0 0 1 1 0 0 

User4 1 1 1 0 0 0 0 0 0 

User5 0 0 0 1 1 0 0 0 1 

User6 0 0 0 0 0 1 1 0 0 

User7 1 1 1 0 0 0 0 0 0 

User8 0 0 0 0 0 0 0 1 1 

User9 0 0 0 1 0 1 1 0 0 

User10 0 1 1 0 0 0 0 0 0 

User11 0 0 0 1 0 1 1 0 0 

User12 1 1 1 0 0 0 0 0 0 

 

Then find similarities among users, similar users are grouped 

together to form new cluster following Table 8 show 

similarity matrix among users: 

 

Table 8. User-Web Sites Navigation behaviors 

 

User 

Id 

User

1 

User

2 

User

3 

User

4 

User

5 

User

6 

User

7 

User

8 

User

9 

Use

r 10 

User1 0 0 0 0.50 0 0 0.50 0.25 0 0.33 

User2  0 1 0 0 1 0 0 0.67 0.67 

User3   0 0 0 1 0 0 0.67 0 

User4    0 0 0 1 0 0 0.67 

User5     0 0 0 0.25 0.20 0 

User6      0 0 0 0.67 0 

User7       0 0 0 0.67 

User8        0 0 0 

User9         0 0 

User1

0 
         0 

 

Jaccard and Bray-Curtis for similarity/dissimilarity measures 

were applied , from Table 7 many hierarchal algorithms can 

be applied for clustering similar users such as Single Linkage 

and Complete Linkage the result of Table 7 after applying 

clustering algorithm has ben shown in Table 8. To find 

similarities among users Equation (4) used and result compare 

with distance measures used in Equation (5). 
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Table 9. Users - Similarity values 

 

ID Cluster-name Users  

1 Cluster1 user1,user4,user7,user10,user12 

2 Cluster2 user2,user3,user6,user9,user10,user11 

3 Cluster3/4 user5 /user8 

 

 

CONCLUSION  

This paper focuse on discovering the hidden information from 

main server general log file, main server contain combination 

for all Web sites access information that hosted on it in text 

format, this file include navigation activities for many Web 

sites in order to understand the behaviors of users towards 

those sites not for single Web site, the contribution of the 

paper is to extract information from huge log file and consider 

novel approaches to deal and analysis users patterns, then 

extracted useful information for valid sessions after that 

clustering approach has been applied to grouping similar users 

navigations behaviors, this can give as indicators frequent 

users interest towards different Web sites content, monitor 

users activities for particular Web site, consume bandwidth 

for each user during selected period, monitor Web sites visits 

and browsed content and many others activities for future 

works. 
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