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6- Whois Footprinting : Whois Lookup 

• Whois is a query and response protocol used for querying databases that store the registered users or assignees of an Internet resource, 
such as a domain name, an IP address block, or an autonomous system. This protocol listens to requests on port 43 (TCP). Regional 
Internet Registries (RIRs) maintain Whois databases, which contain the personal information of domain owners. For each resource, the 
Whois database provides text records with information about the resource itself and relevant information regarding assignees, 
registrants, and administrative information (creation and expiration dates). 

Two types of data models exist to store and lookup Whois information:

• Thick Whois - Stores the complete Whois information from all the registrars for a particular set of data. 

• Thin Whois - Stores only the name of the Whois server of the registrar of a domain, which in turn holds complete details on the data 
being looked up. 

Whois query returns the following information: 

•  Domain name details 

• Contact details of the domain owner 

• Domain name servers 

• NetRange 

• When a domain has been created

• Expiry records 

• Records last updated 



Whois Example



7- DNS Footprinting

• After collecting Whois records about the target, the next phase in the footprinting methodology is DNS footprinting. 
Attackers perform DNS footprinting to gather information about DNS servers, DNS records, and types of servers used 
by the target organization. This information helps attackers to identify the hosts connected in the target network and 
perform further exploitation on the target organization. This section describes how to extract DNS information, perform 
the reverse DNS lookup, and collect information from DNS zone transfers, as well as DNS interrogation tools. 
Extracting DNS Information DNS footprinting reveals information about DNS zone data. DNS zone data include DNS 
domain names, computer names, IP addresses, and much more information about a network. An attacker uses DNS 
information to determine key hosts in the network and then performs social engineering attacks to gather even more 
information.

• DNS footprinting helps in determining the following records about the target DNS: 

DNS Interrogation Tools:
1.DNSstuff (Professional Toolset)
2.DNS Records
3.Dig 
Dig syntax :  dig <target domain> <record Type>
Example
dig google.com any
dig google.com MX



Reverse DNS Lookup

• Attackers use reverse DNS 
lookups on IP ranges to find 
DNS PTR records. Tools like 
"DNSRecon" help perform 
reverse lookups on target 
hosts. Additionally, attackers 
can identify other domains 
sharing the same server 
using tools such as "Reverse 
IP Domain Check".



Reverse DNS Lookup

• DNS lookup is used for finding the IP addresses for a given domain name, and the reverse DNS operation is 
performed to obtain the domain name of a given IP address. When you are looking for a domain and type the 
domain name in the browser, the DNS converts that domain name into an IP address and forwards the 
request for further processing. This conversion of a domain name into an IP address is performed by a 
record. Attackers perform a reverse DNS lookup on the IP range to locate a DNS PTR record for such IP 
addresses. Attackers use various tools such as DNSRecon and Reverse IP Domain Check for performing the 
reverse DNS lookup on the target host. When we get an IP address or a range of IP addresses, we can use 
these tools to obtain the domain name. 

• DNSRecon 

• Source: https://github.com 

• As shown in the screenshot, attackers use the following command to perform a reverse DNS lookup on the 
target host:    dnsrecon -r 162.241.216.0-162.241.216.255 

• In the above command, the -r option specifies the range of IP addresses (first-last) for a reverse lookup by 
brute force. 

• Attackers also find the other domains that share the same web server using tools such as Reverse IP Domain 
Check. These tools list the possible domains that are hosted on the same web server. 



8- Network 
Footprinting 



Information Gathering by Attackers

• How the network is structured

• Which machines in the networks are alive

• Network topology

• Access control device

• OS used in the target network.

• To find the network range of the target network, enter the server IP address (that was 
gathered in  WHOIS footprinting) in the ARIN whois database search tool or you can go to 
the ARIN website  (https://www.arin.net/knowledge/rirs.html) and enter the server IP in 
the SEARCH Whois text box

• If the DNS servers are not set up correctly, the attacker has a good chance of obtaining a 
list of internal machines on the server. Also, sometimes if an attacker traces a route to a 
machine, he or she can get the internal IP address of the gateway, which might be useful.

https://www.arin.net/knowledge/rirs.html




• Obtaining network information 
often requires the use of multiple 
tools because a single tool may not 
provide all the desired information.





• Finding the route of the target host is necessary to test against 
man-in־the־middle attacks and other relative attacks. Therefore, 
you need to find the route of the target host in the network. 
This can be accomplished

• with the help of the Traceroute utility provided with most 
operating systems. It allows you to trace the path or route 
through which the target host packets travel in the network.

• Traceroute uses the ICMP protocol concept and TTL (Time to 
Live) field of IP header to find the path of the target host in the 
network.

• The Traceroute utility can detail the path IP packets travel 
between two systems. It can trace the number of routers the 
packets travel through, the round trip time duration in transiting 
between two routers, and, if the routers have DNS entries, the 
names of the routers and their network affiliation, as well as the 
geographic location. It works by exploiting a feature of the 
Internet Protocol called Time To Live (TTL). The TTL field is 
interpreted to indicate the maximum number of routers a packet 
may transit. Each router that handles a packet will decrement the 
TTL count field in the ICMP header by one. When the count 
reaches zero, the packet will be discarded and an error message 
will be transmitted to the originator of the packet.

Traceroute



Traceroute

• ICMP Traceroute

• tracert 216.239.36.10

• TCP Traceroute

• tcptraceroute www.google.com

• UDP Traceroute

• traceroute www.google.com

http://www.google.com/
http://www.google.com/


9- Footprinting through Social Engineering



9- Footprinting through Social Engineering

Eavesdropping 

• Unauthorized listening of conversations or reading of messages.

• It is the interception of any form of communication, such as audio, video, or text.

Shoulder Surfing

• Secretly observing the target to gather critical information, such as passwords, personal identification 
number, account numbers, and credit card information.

Dumpster Diving 

• Looking for treasure in someone else's trash

• It involves the collection of phone bills, contact information, financial information, operations-related 
information, etc. from the target company's trash bins, printer trash bins, user desk for sticky notes, 
etc. 

Impersonation 

• Pretending to be a legitimate or authorized person and using the phone or other communication 
medium to mislead targets and trick them into revealing information 



• Source:https://www.paterva.com 
Maltego is a program that can be 
used to determine the relationships 
and real-world links between 
people, groups of people, 
organizations, websites, Internet 
infrastructure, documents, etc.
• Attackers can use different entities 
available in the tool to obtain 
information such as email addresses, 
a list of phone numbers, and a 
target's Internet infrastructure 
(domains, DNS names, Netblocks, IP 
addresses information).

Maltego

Other Relevant Tools

http://www.paterva.com/
http://www.paterva.com/


OSRFramework

• includes applications related to 
username checking, DNS lookups, 
information leaks research, deep web 
search, and regular expression extraction.
• The tools included in the
• OSRFramework:
• usufy.py - Checks for a user profile 
on up to 290 different platforms
• mailfy.py - Check for the
• existence of a given email
• searchfy.py - Performs a query on the 
platforms in OSRFramework
• domainfy.py - Checks for the
• existence of domains
• phonefy.py - Checks for the existence of 
a given series of phones
• entify.py - Uses regular 
expressions to extract entities



Recon-ng

Source: https://github.com Recon-ng is a

web reconnaissance framework with

independent modules for database

interaction that provides an environment in

which open-source web-based

reconnaissance can be conducted.

As shown in the screenshot, attackers

use the module recon/domains-

hosts/hackertarget to extract a list of

subdomains and IP addresses associated

with the target URL.



Footprinting Countermeasures

• Restrict the employees' access to social networking sites from the organization's network

• Configure web servers to avoid information leakage

• Educate employees to use pseudonyms on blogs, groups, and forums

• Do not reveal critical information in press releases, annual reports, product catalogs, and so on.

• Limit the amount of information that you are publishing on the website/lnternet

• Use footprinting techniques to discover and remove any sensitive information publicly available

• Prevent search engines from caching a web page and use anonymous registration services

• Develop and enforce security policies such as information security policy, password policy, and so on, to 
regulate the information that employees can reveal to third parties

• Set apart internal and external DNS or use split DNS, and restrict zone transfer to authorized servers
• Conduct security awareness training periodically to educate employees about various social
• engineering tricks and risks
• Choose privacy services when conducting a Whois lookup on a database for enhanced data protection.



Footprinting Countermeasures

• Avoid domain-level cross-linking for critical assets

• Disable directory listings in the web servers

• Encrypt and password-protect sensitive information

• Do not enable protocols that are not required

• Always use TCP/IP and IPSec filters for defense in depth

• Configure IIS to avoid information disclosure through banner grabbing

• Hide the IP address and the related information by implementing VPN or keeping the server behind 
a secure proxy

• Request archive.org to delete the history of the website from the archive database

• Keep the domain name profile private



Footprinting Countermeasures

■ Place critical documents such as business plans and proprietary documents offline to 
prevent exploitation

■ Train employees to thwart social engineering techniques and attacks

■ Sanitize the details provided to the Internet registrars to hide the direct contact 
details of the organization

■ Disable the geo-tagging functionality on cameras to prevent geolocation tracking

■ Avoid revealing one's location or travel plans on social networking sites

■ Turn-off geolocation access on all mobile devices when not required

■ Ensure that no critical information such as strategic plans, product information, 
and sales projections is displayed on notice boards or walls.



Network Scanning

•Network scanning gathers detailed target information 
using aggressive techniques.
•It identifies hosts, ports, services, active machines, and 
target OS in a network.
•Vital for intelligence gathering, helping attackers profile 
target organizations.
•Collects specific IP addresses, OS, system architecture, 
and services on each computer.

The main objective of Network Scanning
➢ To identify live hosts on a network
➢ To identify open & closed ports
➢ To identify operating system information
➢ To identify services running on a network
➢ To identify running processes on a network
➢ To identify vulnerabilities



Network Scanning

The purpose of scanning is to discover exploitable communications channels, probe as many 
listeners as possible, and track the ones that are responsive or useful to an attacker's particular 
needs. In the scanning phase of an attack, the attacker tries to find various ways to intrude into a 
target system. The attacker also tries to discover more information about the target system to 
determine the presence of any configuration lapses. The attacker then uses the information 
obtained to develop an attack strategy. 



Types of Scanning

• Port Scanning - Lists the open ports and services. Port scanning is the process of checking the 
services running on the target computer by sending a sequence of messages in an attempt to break 
in. Port scanning involves connecting to or probing TCP and UDP ports of the target system to 
determine whether the services are running or are in a listening state. The listening state provides 
information about the OS and the application currently in use. Sometimes, active services that are 
listening may allow unauthorized users to misconfigure systems or to run software with 
vulnerabilities. 

• Network Scanning - Lists the active hosts and IP addresses. Network scanning is a procedure for 
identifying active hosts on a network, either to attack them or assess the security of the network.

• Vulnerability Scanning — Shows the presence of known weaknesses. Vulnerability scanning is a 
method for checking whether a system is exploitable by identifying its vulnerabilities. A vulnerability 
scanner consists of a scanning engine and a catalog. The catalog includes a list of common files with 
known vulnerabilities and common exploits for a range of servers. A vulnerability scanner may, for 
example, look for backup files or directory traversal exploits. The scanning engine maintains logic for 
reading the exploit list, transferring the request to the web server, and analyzing the requests to 
ensure the safety of the server. These tools generally target vulnerabilities that secure host 
configurations can fix easily through updated security patches and a clean web document. 



Scanning Methodology

Check for live systems 
- Ping or other type of 
way to determine live 
hosts

Check for open ports 
- Once you know live 
host IPs, scan them for 
listening ports

Scan beyond IDS - If needed, 
use methods to scan beyond 
the detection systems; evade 
IDS using proxies, spoofing, 
fragmented packets and so on

Perform banner 
grabbing - Grab from 
servers as well as 
perform OS 
fingerprinting (versions 
of the running services)

Scan for 
vulnerabilities - Use 
tools to look at the 
vulnerabilities of open 
systems

Draw network 
diagrams - Shows 
logical and physical 
pathways into networks

Use proxies - Obscures 
efforts to keep you 
hidden

Pentest Report - 
Document everything 
that you find



TCP Communication Flag

• TCP ( Transmission Control Protocol ) : is connection oriented - once a connection is established, data can be 
sent bidirectional.

• UDP ( User Datagram Protocol) : is a simpler, connectionless Internet protocol. Multiple messages are sent as 
packets in chunks using UDP.

• Flags are also called control bits. Each flag corresponds to 1-bit information. The most commonly used flags are 

SYN, URG, ACK, PSH, FIN, and RST.



TCP 
Communication 

Flag

• The TCP header contains various flags that 
control the transmission of data across a TCP 
connection. Six TCP control flags manage the 
connection between hosts and give 
instructions to the system. Four of these flags 
(SYN, ACK, FIN, and RST) govern the 
establishment, maintenance, and termination 
of a connection. The other two flags (PSH and 
URG) provide instructions to the system. The 
size of each flag is 1 bit. As there are six flags in 
the TCP Flags section, the size of this section is 
6 bits. When a flag value is set to "1," that flag 
is automatically turned on. 



TCP/IP Communication 



Scanning Tools 

• Scanning tools are used to scan and identify live hosts, open ports, running services on a target network, location info, 
NetBIOS info, and information about all TCP/IP and UDP open ports. The information obtained from these tools will 
help an ethical hacker in creating the profile of the target organization and scanning the network for open ports of the 
devices connected. 

•  Nmap

• Source: https://nmap.org 

• Nmap ("Network Mapper") is a security scanner for network exploration and hacking. It allows you to discover hosts, 
ports, and services on a computer network, thus creating a "map" of the network. It sends specially crafted packets to 
the target host and then analyzes the responses to accomplish its goal. It scans vast networks of literally hundreds of 
thousands of machines. Nmap includes many mechanisms for port scanning (TCP and UDP), OS detection, version 
detection, ping sweeps, and so on. Either a network administrator or an attacker can use this tool for their specific 
needs. Network administrators can use Nmap for network inventory, managing service upgrade schedules, and 
monitoring host or service uptime. Attackers use Nmap to extract information such as live hosts on the network, open 
ports, services (application name and version), type of packet filters/firewalls, MAC details, and OSs along with their 
versions. 

• Syntax: # nmap <options> <Target IP address> 



1- A total of 995 ports are in a closed state.
2- The five open ports run Windows-specific services 
[msrpc, netbios-ssn, microsoft-ds, wsdapi, Elite].

Table : NMAP commands – port states

Port state Description

OPEN
A port that responds actively to an incoming 
connection.

CLOSED
A port that responds actively to a probe but 
there is no service running on the respective 
port.

FILTERED
A port that is actively protected by a firewall 
and prevents Nmap from determining the 
port status [open or closed].

UNFILTERED
A port can be scanned, but Nmap cannot 
precisely determine if the port is open or 
closed.

OPEN | FILTERED
A port that Nmap sees as open but cannot 
precisely determine the actual state of the 
port.

CLOSED | 
FILTERED

A port that Nmap sees as closed but cannot 
precisely determine the actual state of the 
port.

Example of a single target scan



Multiple Targets Scan With NMAP

Syntax : nmap <Target1 Target2 Target3 etc.>

IP Range Scan With NMAP

Syntax : nmap <IP range>



Scanning Tools 

•  Hping2/Hping3 

• Source: http://www.hping.org 

• Hping2/Hping3 is a command-line-oriented network scanning and packet crafting tool for the TCP/IP protocol that 
sends ICMP echo requests and supports TCP, UDP, ICMP, and raw-IP protocols. It performs network security 
auditing, firewall testing, manual path MTU discovery, advanced traceroute, remote OS fingerprinting, remote uptime 
guessing, TCP/IP stacks auditing, and other functions. It can send custom TCP/IP packets and display target replies 
similarly to a ping program with ICMP replies. It handles fragmentation as well as arbitrary packet body and size, and 
it can be used to transfer encapsulated files under the supported protocols. It also supports idle host scanning. IP 
spoofing and network/host scanning can be used to perform an anonymous probe for services. Hping2/Hping3 also 
has a Traceroute mode, which enables attackers to send files between covert channels. It also determines whether the 
host is up even when the host blocks ICMP packets. Its firewalk-like usage allows the discovery of open ports behind 
firewalls. It performs manual path MTU discovery and enables attackers to perform remote OS fingerprinting. Using 
Hping, an attacker can study the behavior of an idle host and gain information about the target, such as the services 
that the host offers, the ports supporting the services, and the OS of the target. This type of scan is a predecessor to 
either heavier probing or outright attacks. 

• Syntax: # hping <options> <Target IP address> 



Scanning Tools 

• Hping Commands 

• The various Hping commands are as follows: 

• ICMP ping

•  Ex.    hping3 -1 10.0.0.25 

• Hping performs an ICMP ping scan by specifying the argument -1 in the command line. You may use --ICMP or -1 as 
the argument in the command line. By issuing the above command, hping sends an ICMP echo request to 10.0.0.25 
and receives an ICMP reply similarly to a ping utility. 

• ACK scan on port 80 

• Ex. hping3 -A 10.0.0.25 -p 80 

• Hping can be configured to perform an ACK scan by specifying the argument -A in the command line. Here, you set 
the ACK flag in the probe packets and perform the scan. You perform this scan when a host does not respond to a 
ping request. By issuing this command, Hping checks if a host is alive on a network. If it finds a live host and an open 
port, it returns an RST response. 



Scanning Tools 

•  UDP scan on port 80 

• Ex. hping3 -2 10.0.0.25 -p 80 

• Hping uses TCP as its default protocol. Using the argument -2 in the command line specifies that Hping operates in 
the UDP mode. You may use either --udp or -2 as the argument in the command line. 

• By issuing the above command, Hping sends UDP packets to port 80 on the host (10.0.0.25). It returns an ICMP port 
unreachable message if it finds the port closed and does not return a message if the port is open. 

• Collecting Initial Sequence Number 

• Ex. hping3 192.168.1.103 -Q -p 139 -s 

• Using the argument -Q in the command line, Hping collects all the TCP sequence numbers generated by the target 
host (192.168.1.103). 

• Firewalls and Timestamps 

• Ex. hping3 -S 72.14.207.99 -p 80 --tcp-timestamp 

• Many firewalls drop those TCP packets that do not have the TCP Timestamp option set. By adding the --tcp-
timestamp argument in the command line, you can enable the TCP timestamp option in Hping and try to guess the 
timestamp update frequency and uptime of the target host (72.14.207.99). 



Scanning Tools 

• SYN scan on port 50-60

• Ex. hping3 -8 50-60 -s 10.0.0.25 -V

• Using the argument -8 or --scan in the command line, you are operating Hping in the scan mode to scan a range of ports on the 
target host. Adding the argument -S allows you to perform a SYN scan. Therefore, the above command performs a SYN scan on 
ports 50-60 on the target host.

• FIN, PUSH and URG scan on port 80

• Ex. hping3 -F -P -U 10.0.0.25 -p 80

• By adding the arguments -F, -P, and -U in the command line, you are setting FIN, PUSH, and URG packets in the probe packets. By 
issuing this command, you are performing FIN, PUSH, and URG scans on port 80 on the target host (10.0.0.25). If port 80 is open, 
you will not receive a response. If the port is closed, Hping will return an RST response.

• Scan entire subnet for live host

• Ex. hping3 -1 10.0.1.x --rand-dest -I eth0

• By issuing this command, Hping performs an ICMP ping scan on the entire subnet 10.0.1.x; in other words, it sends an ICMP echo 
request randomly (--rand-dest) to all the hosts from 10.0.1.0 to 10.0.1.255 that are connected to the interface eth0. The hosts whose 
ports are open will respond with an ICMP reply. In this case, you have not set a port; hence, Hping sends packets to port 0 on all IP 
addresses by default.



Scanning Tools 

•  



Scanning Tools 

•  



Thank 
You
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