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What is Footprinting ?

• Footprinting is the first step of any attack on information system in which an attacker collects 
information about a target network to identify various ways to intrude into the system.

Types of Footprinting 

• Passive Footprinting 

Gathering information about the target without 

direct interaction

• Active Footprinting 

Gathering information about the target with direct 

interaction

Information Obtained in Footprinting 

• Organization Information

Employee details , telephone numbers , location , 
background of the organization , web technologies , etc.

• Network Information 

Domain and sub-domains , network blocks, IP addresses 
of the reachable systems, Whois record , DNS , etc.

• System Information

OS and location of web servers, users and passwords , 
etc.

Why Footprinting?
Footprinting helps to:
1. Understand Security Posture: Provides an overview of the 
organization's security, such as firewall presence and security 
configurations.
2. Reduce Attack Surface: focuses on specific systems or targets, 
minimizing the scope of potential attacks.
3. Identify Vulnerabilities: Creates a database of vulnerabilities, 
threats, and system loopholes.
4. Draw Network Map: Develop a network map showing topology, 
routers, servers, and other critical details.



Comparison Between Information Gathering, Footprinting, 
Reconnaissance, and Enumeration 

Term Description

Information gathering

A general process of collecting data about a target system or network for various purposes. Information 

gathering can be performed using different methods and tools, such as web search engines, web services, social 

media platforms, email headers, network scanners, and more.

Footprinting

A specific type of information gathering that focuses on identifying and understanding the security risks present 

in an organization. It involves gathering information about the target’s domain name, IP address range, network 

infrastructure, security policies, web server type, operating system type, and more.

Reconnaissance

A specific type of information gathering that is part of the ethical hacking methodology. It involves finding 

potential attack vectors or vulnerabilities on the target system or network. Reconnaissance can include 

footprinting as well as other techniques such as port scanning and vulnerability assessment.

Enumeration

A further step in information gathering that involves extracting more detailed information from the target system 

or network. It involves identifying the hosts, ports, services, users, groups, shares, files, directories, and other 

resources that are available on the target system or network. Enumeration can be done using various tools and 

protocols, such as SNMP, NetBIOS, LDAP, NTP, SMTP, and more.



Footprinting Threats

1. Social Engineering

Without using any intrusion methods, hackers directly and indirectly collect information through persuasion and various other 

means. Here, crucial information is gathered by the hackers through employees without their consent.

2. System and Network Attacks

Through footprinting, attackers can gather information related to the target organization's system configuration, operating system 

running on the machine, and so on. Using this information, attackers can find the vulnerabilities present in the target system and 

then can exploit those vulnerabilities. Thus, attackers can take control over a target system. Similarly, attackers can also take control 

over the entire network.

3. Information Leakage

If sensitive organizational information falls into the hands of attackers, then they can build an attack plan based on the information, 

or use it for monetary benefits.

4. Privacy Loss

With the help of footprinting, hackers are able to access the systems and networks of the company and even escalate the privileges 

up to admin levels. Whatever privacy was maintained by the company is completely lost.

5. Corporate Espionage

Corporate espionage is one of the major threats to companies as competitors can spy and attempt to steal sensitive data through 

footprinting. Due to this type of espionage, competitors are able to launch similar products in the market, affecting the market 

position of a company.

6. Business Loss

Footprinting has a major effect on businesses such as online businesses and other ecommerce websites, banking and financial 

related businesses, etc. Billions of dollars are lost every year due to malicious attacks by hackers.



Footprinting 
Methodology

1. Footprinting through search engines

2. Footprinting through web services

3. Website footprinting

4. Email footprinting

5. Footprinting through social networking sites

6. Whois footprinting

7. DNS footprinting

8. Network footprinting

9. Footprinting through social engineering



1- Footprinting through search engines



Google search Command (Operators)

Filter Description Example

allintext Searches for occurrences of all the keywords given. allintext:"keyword"

intext Searches for the occurrences of keywords all at once or one at a time. intext:"keyword"

inurl Searches for a URL matching one of the keywords. inurl:"keyword"

allinurl Searches for a URL matching all the keywords in the query. allinurl:"keyword"

intitle Searches for occurrences of keywords in title all or one. intitle:"keyword"

allintitle Searches for occurrences of keywords all at a time. allintitle:"keyword"

site Specifically searches that particular site and lists all the results for that site. site:"www.google.com"

filetype Searches for a particular filetype mentioned in the query. filetype:"pdf"

link Searches for external links to pages. link:"keyword"

numrange Used to locate specific numbers in your searches. numrange:321-325

before/after Used to search within a particular date range.
filetype:pdf & (before:2000-01-01 

after:2001-01-01)

allinanchor (and 

also inanchor)

This shows sites which have the keyterms in links pointing to them, in order of the 

most links.
inanchor:rat

allinpostauthor (and 

also inpostauthor)

Exclusive to blog search, this one picks out blog posts that are written by specific 

individuals.
allinpostauthor:"keyword"

related List web pages that are “similar” to a specified web page. related:www.google.com

cache Shows the version of the web page that Google has in its cache. cache:www.google.com



Google search Command (Operators) Example



• Google Hacking Database (GHDB) : is very good for 
learn Google Dorks and how it's done in real world 
scenario , https://www.exploit-db.com/google-
hacking-database

• The Google Hacking Database (GHDB) is an 
autoritative source for querying the everwidening 
reach of the google search engine

• Attackers use Google dorks in Google advanced 
search operators to extract sensitive information 
about their target,such as vulnerable servers, error 
messages, sensitive files, login pages,and websites

• Metagoofil - Command line interface that 
uses Google hacks to find information in meta tags 
(domain, filetype, etc; Is a google dorks for 
terminal).

1- Footprinting through search engines

https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database


Gathering Information from IOT Search Enginges 



2- Footprinting through web services

• Web services such as people search services can provide sensitive information about the target. Internet 
archives may also provide sensitive information that has been removed from the World Wide Web (WWW). 
Social networking sites, people search services, alerting services, financial services, and job sites provide 
information about a target such as infrastructure details, physical location, and employee details. Moreover, 
groups, forums, and blogs can help attackers in gathering sensitive information about a target, such as public 
network information, system information, and personal information. Using this information, an attacker may 
build a hacking strategy to break into the target organization's network and carry out other types of advanced 
system attacks. 

• Tools 

• Netcraft : For getting information about target organization domains and subdomains

• Sublist3r

• Pentest-Tools

• theHarvester

• Deep and Dark web By Tor Browser

• Censys

• Google Earth 

• Tineye : https://tineye.com/



Sublist3r

• Source: https://github.com
• Sublist3r is a Python script designed to enumerate the subdomains of websites using OSINT. It enables you 

to enumerate subdomains across multiple sources at once. Further, it helps penetration testers and bug 
hunters in collecting and gathering subdomains for the domain they are targeting. It enumerates 
subdomains using many search engines such as Google, Yahoo, Bing, Baidu, and Ask. It also enumerates 
subdomains using Netcraft, VirusTotal, ThreatCrowd, DNSdumpster, and ReverseDNS.

• Syntax: sublist3r [-d DOMAIN] [-b BRUTEFORCE] [-p PORTS] [-v VERBOSE][-t THREADS] [-e 
ENGINES] [-o OUTPUT]



Examples





• The harvester -d microsoft.com -1 200 -b baidu

theHarvester tool, which is a tool that can help you collect information about a target domain from different public 
sources. The command has three parameters: -d microsoft.com: This specifies the target domain name as 
microsoft.com. The tool will search for information related to this domain, such as email addresses, subdomains, hosts, 
and names. -l 200: This limits the number of results to 200. The tool will stop searching after finding 200 results or 
exhausting the source. -b baidu: This specifies the source as baidu. The tool will use the Baidu search engine to find 
information about the target domain.
The command will output a summary of the results, such as the number and list of email addresses, subdomains, hosts, 
and names found for the target domain.





Tor Browser

•Source: https://www.torproject.org/
•Tor Browser is used to access the deep and dark web, where it 

acts as a default VPN for the user and bounces the network IP 
address through several servers before interacting with the 
web. Attackers use this browser to access hidden content, 

unindexed websites, and encrypted databases present in 
the deep web. As shown in the screenshot, by using Tor 
Browser, attackers can obtain more detailed and hidden 

information about the target organization.

https://www.torproject.org/download/


3- Website Footprinting

• Web mirroring | Website Cloning - allows for discrete testing offline

• HTTrack - you can use the CLI version or Web Interface version

• Wget - Linux command

wget -mk -w 10 http://hackthissite.org/

• Black Widow

• WebRipper

• Teleport Pro

• Backstreet Browser

• Archive.org / Wayback machine : Provides cached websites from various 
dates which possibly have sensitive information that has been now 
removed.

https://archive.org/web/






Burp Suit
• Source: https://portswigger.net

• Burp Suite is an integrated platform for 
performing security testing of web 
applications. Its various tools work 
together to support the entire testing 
process, from initial mapping and 
analysis of an application's attack 
surface to finding and exploiting security 
vulnerabilities.

• Burp Proxy allows attackers to intercept all 
requests and responses between the 
browser and the target web application and 
obtain information such as web server used, 
its version, and web- application-related 
vulnerabilities.



Website footprinting can be performed by examining 
HTML source code and cookies.

• Examining the HTML source code Attackers can gather sensitive information by examining 
the HTML source code and following the comments that are inserted manually or those 
that the CMS system creates. The comments may provide clues as to what is running in 
the background. They may even provide contact details of the web developer or 
administrator. Observe all the links and image tags to map the file system structure. This 
will reveal the existence of hidden directories and files. Enter fake data to determine how 
the script works. It is sometimes possible to edit the source code.

• Examining Cookies To determine the software running and its behavior, one can examine 
cookies set by the server. Identify the scripting platforms by observing sessions and other 
supporting cookies. The information about cookie name, value, and domain size can also 
be extracted.





4- Email Footprinting

• Email footprinting is the process of gathering information from email headers, 
such as sender’s name, email address, IP address, date and time, subject line, etc. 
It can also involve analyzing the email content and attachments for clues or 
malicious code. Some examples of tools that can perform email footprinting are:

• Email Tracker: A tool that can track when an email is opened by the recipient and 
provide information such as location, device type, browser type, etc.

• MailSniper: A tool that can perform various attacks on email servers and accounts, 
such as password spraying, enumeration, harvesting, etc.

• The Harvester: A tool that can extract email addresses from various sources such 
as search engines, social media platforms, websites, etc.



4- Email Footprinting

Tracking Email Communications

Email tracking is a method that helps you to monitor as well as to track the emails of a particular user.. A lot of 
email tracking tools are readily available in the market, using which you can collect information such as IP addresses, 
mail servers, and service provider from which the mail was sent. Attackers can use this information to build the 
hacking strategy.
By using email tracking tools you can gather the following information about the victim:

• Recipient's system IP address

• Geolocation

• Read duration

• Proxy detection

• Links

• Operating system

• Forward email

• Device type

• Path travel



• Email headers are hidden metadata of an email message that show the sender, recipient, date, subject, and the route of 

the email. They can help you to troubleshoot, verify, and identify emails. To view them, you need to access the raw 

message source in your email client. To understand them, you need to know the meaning of the different fields and 

values they contain, such as From, To, Subject, Date, Received, Message-ID, Content-Type, MIME-Version, DKIM-

Signature, SPF, and DMARC. You can use online tools such as [Message header analyzer] to help you parse and 

interpret them more easily.

• Some of the common fields are:
• Message-ID: A unique identifier for the email message. 

• Content-Type: The type and format of the content of the email, such as text/plain or text/html. 

• MIME-Version: The version of Multipurpose Internet Mail Extensions (MIME) used by the email, which is a 

standard for encoding and transferring different types of data via email.

• DKIM-Signature: A digital signature that verifies that the email was sent by an authorized sender and that the 

content was not altered in transit. 

• SPF: A mechanism that verifies that the sender's domain name matches the IP address of the sender's server.

• DMARC: A mechanism that specifies how the receiver should handle emails that fail DKIM or SPF validation.

Collecting Information from Email Headers







Infoga

• Source: https://github.com

• Infoga is a tool used for gathering email account 
information (IP, hostname, country, etc.) from 
different public sources (search engines, pgp key 
servers, and Shodan), and it checks if an email was 
leaked using the haveibeenpwned.com API. For 
example, the command

• python infoga.py --domain microsoft.com --source all 
--breach -v 2 –report ../microsoft.txt

• will retrieve all the publicly available email addresses 
related to the domain microsoft.com along with 
email account information.

• python infoga.py --info m4110k@protonmail.com --
breach -v 3 –report ../m4110k.txt

• The above command will retrieve email account 
information for a specified email address.

mailto:m4110k@protonmail.com


5- Footprinting throught Social Engineering on Social 
Networking Sites

•

Numerous online tools enable attackers to gather valuable information from social media sites, including 
popular content, account tracking, and email acquisition. This data is exploited for phishing and social 
engineering attacks. Tools like BuzzSumo, Google Trends, Hashatit, and Ubersuggest are commonly used for 
this purpose.



Attackers use various tools such 
Sherlock, Social Searcher, and 
UserRecon to footprint social 
networking sites such as 
Twitter, Instagram, Facebook, 
and Pinterest to gather 
sensitive information about the 
target such as DOB, educational 
qualification, employment 
status, name of the relatives, 
and information about the 
organization that they are 
working for, including the b

• Sherlock 
Source: https://github.com As shown in the screenshot, attackers use 
Sherlock to search a vast number of social networking sites for a target 
username. This tool helps the attacker to locate the target user on various 
social networking sites along with the complete URL. 



Thank 
You
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