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0 3 IN1105
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Computer Networking and 48 / 2026-2025
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. . - m‘ _
5 3 fundamentals of Mobile Programming IN2302 autl [ 2026-2025
5 3 Introduction to Database Systems IN2303 Lalil) / 2026-2025
5 5 Web Page Design IN2304 4 / 2026-2025
0 3 Information Theory and IN2315 aull /2025-2024
Coding
0 2 English Language II UOBAB2302 axul / 2025-2024
Second Semester
5 3 Computer Networks Fundamentals Il IN1211 csjﬁ\” / 2026-2025
Computer Organization and _
2 4 Architecture IN1202 1 /202672025
5 4 Programming Fundamentals Il IN1213 L) [ 2026-2025
0 3 Discrete structures IN1204 Sls¥) [ 2026-2025
0 3 Probability and Statistics IN1205 RAY / 2026-2025
0 5 English Language | UoBAB1101 S / 2026-2025
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2 4 Communication Il IN2411 )
5 3 Object Oriented Programming (Java) IN2412 Ll / 2026-2025
5 3 Distributed Database IN2413 438 / 2026-2025
0 3 Digital Signal Processing IN2405 48 / 2026-2025
0 5 Ba’ath System Crimes In Iraq UOBAB2301 il / 20262025
0 2 Arabic UOBAB2402 autl [ 2026-2025
2 4 Network Routing and Switching IN3501 aldl /2026-2025
2 3 Operating Systems IN3502 &l /2026-2025
- 3 Wireless Networks IN3513 &l /2026-2025
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Introduction

The College of Information Technology was established in 2009 and includes the following
academic departments: Information Networks, Software, and Information Security. The
profession of information technology in the field of information networks is among the most
challenging and rewarding professions in the modern era because of its significant role in
bridging digital gaps in communities that lack modern technology, whether in correspondence
and communication, network design, website development, or data and network security. This
technology has become integral to all aspects of scientific, educational, social, economic, and
family life.

The Information Networks Department is concerned with studying the techniques and methods
through which information and software are handled, analyzed, and processed using computers
and computer networks. The College follows a semester-based system of study over four
academic years.

Since its establishment, the Department has undertaken the implementation of a comprehensive

quality management system and programmatic accreditation. Although preparing qualified
personnel for this purpose requires time, the Department has continued to work toward this goal
until obtaining certification of conformity.

The purpose of this report is to introduce changes that contribute to raising the level of
performance, reinforcing strengths, and addressing weaknesses through work that fulfills the
national institutional accreditation standards for higher education institutions approved by the
Ministry. It also provides a comprehensive overview of the activities, services, and educational
programs offered by the College; identifies student levels and ways to advance the educational
environment; determines staffing needs and the training courses and development programs
required for faculty members; and verifies the quality of the College's outputs and programs in a
way that ensures the effectiveness of continuous quality procedures and processes in each
specialization, as well as the importance of cooperation among them to achieve and sustain
information technology systems and remain prepared for all new developments in this field

1. Program Vision

The College of Information Technology seeks to prepare graduates in the field of information
networks to work in government institutions and to apply their specialization in practical and
applied contexts.

2.Program Mission




To contribute to achieving the University's objectives in education, research, and community
service in the field of information technology in general, and information networks in particular,
by providing and developing information resources; offering diverse knowledge, interactive tools,
and practical training; and enabling students to design, build, explore, and secure computer
networks while preparing them for information technology, communications, and professional
networking domains.

3.Program Objectives

-Ensuring that graduates possess up-to-date foundational knowledge in the field of information
networks.

- Preparing qualified specialized cadres in information networks in a manner that meets the
needs of society.

- Developing and updating the Department's academic plans in line with global developments.

- Increasing attention to and encouragement of students' skills.

- Supporting and encouraging scientific research in information technology.

- Adopting modern technologies appropriate to the needs of society.

- Contributing to community service through disseminating information awareness and providing
specialized scientific studies and consultations.

4.Program Accreditation

None at present; efforts are underway to obtain it.

Other External Influences

Summer training within public and private institutions in cooperation with the University.

6.Program structure

Program Number of Credit Units Percentage *Notes
Component Courses

Institution 13 33 Required
Requirements

College None
Requirements

Department 13
Requirements

Summer None
Training

Other

* Notes may indicate whether the course is required or elective.




7.Program Description

Credit Hours Course Title Course Code Year / Level
Practic | The
al oreti
cal
First semester

5 3 Computer Networks Fundamentals | IN1101 first/ 2026-2025
0 4 Computer Science Fundamentals IN1102 first / 2026-2025
5 5 Programming Fundamentals | IN1103 first / 2026-2025
5 5 Logic Design IN1104 first / 2026-2025
0 3 Mathematics INL105 first / 2026-2025
0 5 Arabic UOBAB1102 first / 2026-2025
0 2 Democracy and Human Rights UoBAB1104 first / 2026-2025
Computer Networking and second / 2026-2025

2 4 Communication | IN2301
fundamentals of Mobile Programming second [/ 2026-2025

2 3 IN2302
5 3 Introduction to Database Systems IN2303 second / 2026-2025
5 5 Web Page Design IN2304 second / 2026-2025
0 3 Information _Theory and IN2315 second / 2026-2025

Coding
0 2 English Language Il UOBAB2302 second / 2026-2025
Second Semester

> 3 Computer Networks Fundamentals || IN1211 first/ 2026-2025
Computer Organization and first / 2026-2025

2 4 Architecture IN1202
> 4 Programming Fundamentals |1 IN1213 first / 2026-2025
0 3 Discrete structures IN1204 first / 2026-2025
0 3 Probability and Statistics IN1205 first / 2026-2025




0 2 English Language | UoBAB1101 first / 2026-2025
Computer Networking and second / 2026-2025
2 4 Communication Il IN2411
5 3 Object Oriented Programming (Java) IN2412 second / 2026-2025
5 3 Distributed Database IN2413 second / 2026-2025
5 5 Dynamic HTML IN2414 second [/ 2026-2025
0 3 Digital Signal Processing IN2405 second / 2026-2025
0 5 Ba’ath System Crimes In Iraq UOBAB2301 second / 2026-2025
0 2 Arabic UOBAB2402 second [ 2026-2025
2 4 Network Routing and Switching IN3501 third / 2026-2025
2 3 Operating Systems IN3502 third / 2026-2025
- 3 Wireless Networks IN3513 third / 2026-2025
2 3 Web Programming IN3504 third / 2026-2025
2 1 Group Project | IN3505 third / 2026-2025
- 3 Information Security IN3506 third / 2026-2025
- 3 Principles of Cloud Computing IN3601 third / 2026-2025
2 4 Network Operating Systems IN3612 third / 2026-2025
- 2 Planning For Information Networks IN3603 third / 2026-2025
2 3 Web Development IN3614 third / 2026-2025
2 1 Group Project I IN3615 third / 2026-2025
2 4 Network Security IN3616 third / 2026-2025

8.Expected Program Learning Outcomes

Knowledge

1.Core Technical Knowledge

-Comprehensive understanding of networking concepts, including the OSI and TCP/IP model layer
-Familiarity with hardware fundamentals such as routers, switches, and servers.

2.Network Design Skills

-Ability to design and plan effective networks that meet institutional needs.
-Ability of using the appropriate tools to implement network designs and analyze performance.

3. Network Administration




-Acquire network administration skills, including configuration and maintenance.
-Understand how to monitor and analyze network performance and address technical issues.

4. Cybersecurity

-Ability to apply security principles in networks, including configuring firewalls and preventive
systems.

-Evaluation of vulnerabilities and conduct of network stress and penetration-related testing.

5. Communication and Collaboration
-Ability to work effectively in multidisciplinary teams.
-Strong communication skills, including report writing and participation in presentations.

6. Problem Solving and Data Analysis
-Organization and analysis of data for evidence-based decision-making.
-Development of analytical skills to identify and solve network problems efficiently.

7. Professional Orientation and Lifelong Learning

-Recognition of the importance of continuous learning and following technological developments i
networking.

-Preparation of students for relevant professional certifications such as Cisco CCNA and CompTIA
Network+.

8. Practical Skills

-Participation in applied projects that strengthen practical understanding and experience.
-Completion of field training related to the specialization and providing opportunities to work in
real environments.

Skills

1. Technical Skills

-Understanding networking protocols such as TCP/IP, UDP, and HTTP.

-Managing network devices, including configuring and administering routers, switches, and access
points.

-Designing networks by assessing needs and ensuring effective performance.

2. Cybersecurity
-Applying effective security strategies to protect networks against threats.
-ldentifying vulnerabilities and conducting the necessary analyses.

3. Problem-Solving Skills
-Diagnosing network problems and developing effective solutions.
-Developing logical and critical thinking skills to solve complex problems.

4. Analysis and Planning Skills
-Analyzing network performance using monitoring tools and reports.
-Preparing network designs based on available data and analysis.




5. Communication and Teamwork
-Writing clear and effective technical reports related to networking.
-Working in multidisciplinary teams and communicating effectively with colleagues and clients.

6. Continuous Learning and Adaptation

Keeping pace with the latest technologies and trends in networking.

Understanding the requirements of certifications such as CCNA and CompTIA Network+ and
preparing to obtain them.

7. Practical Skills
Conducting practical laboratory exercises and applying theoretical knowledge.
Gaining hands-on experience through training in technology companies or institutions.

Values

1. Professionalism1
-Commitment to the highest standards of work and achievement, contributing to a strong
professional reputation.

2. Innovation
-Promotion of creative thinking and flexibility in dealing with technical challenges, encouraging
the development of new and effective solutions.

3. Ethics and Teamwork
-Appreciation of cooperation with colleagues and adoption of teamwork principles, thereby
strengthening team capability and improving task completion.

4. Responsibility
-Assuming responsibility for decisions and outcomes related to networks, helping to build trust
with clients and colleagues.

5. Lifelong Learning
-Belief in the importance of self-learning and seeking new knowledge to keep pace with
technological developments.

6. Respect and Understanding
-Respecting the perspectives and cultures of others while working in multicultural environments.

7. Flexibility and Adaptability
-Ability to adapt to rapid changes in information technology and work under pressure.

8. Pursuit of Excellence

-Valuing the expansion of skills and knowledge and striving to achieve excellent results in every
project.

9. Community Engagement

-Recognizing the added value of participating in community activities and contributing to




technological development in service of society.

10. Ethical Guidance

-Ability to make ethical decisions in matters of security and privacy within networks while
complying with standards and laws.

Teaching and Learning Strategies

1. Project-Based Learning

- Implementation of practical projects that reflect real challenges in the networking field, thereby
enhancing problem-solving and applied skills.

2. Practical Lessons and Workshops

- Provision of learning environments for practicing technical skills using modern equipment and
software, helping students acquire practical experience.

3. Collaborative Learning

- Encouraging teamwork among students through group activities for problem-solving or project
implementation, which strengthens communication and cooperation.

4. Blended Learning

- Integrating traditional teaching with e-learning, giving students access to educational resources
through digital platforms.

5. Case Studies

- Using real-world case studies to help students understand networking applications and confront
challenges.

6. Self-Learning Methodologies

- Encouraging students to research and learn independently about topics of interest, thereby
enhancing their self-learning abilities.

7. Guidance and Supervision

- Providing guidance by teachers or field specialists to help students direct their academic and
professional interests.

8. Simulation and Virtual Experiments

- Using simulation software to develop network configuration and troubleshooting skills without
the need for physical hardware.

9. Academic Advising

- Supporting students in selecting appropriate academic and professional pathways through
advisory sessions.

10. Continuous Assessment and Evaluation

- Using periodic tests and ongoing evaluations to monitor students' progress and identify areas
requiring improvement.

11. Game-Based Learning

- Using educational games to teach networking concepts in enjoyable and engaging ways that
facilitate understanding and retention.




Assessment Methods

-Short quizzes

-In-class discussions

-Homework assignments

- Semester examinations (practical and theoretical)
-Small in-class projects

- Graduation project follow-up




Staff Details

Head of Department: Prof. Dr. Al-Harith Abdul Karim Abdullah

Information on Faculty Members

Head of Electrical Al-Hareth Abdul A
Department  [Engineering PhD Kareem Abdullah Professor
: Huda Nagy Nawaf 2
Computer Science PhD Omran Al-Maamouri Professor
Electrical Saad Taleb Hassoun 3
Engineering PhD  |Al-Jubouri Professor
4
Computer Science
PhD Nofal Turki Ubaid Assistant Professor
Ahmed Mahdi 5
Computer Science Mohammad Saeed Al-
PhD Saleh Assistant Professor
Undergraduat 6
e Department
Coordinator  |computer Science
Alaa Al-Din Abbas
PhD Abdul Hassan Assistant Professor
English Shahla Abdul-Kadhim 7
MA Hadi Jassim Professor
Mohammad Hussein 8
Computer Science Jawad Aboud Al-
PhD Hassnawi Assistant Professor
Souad Abdul-Ilah 9
Computer Science )Abdul-Hussein
PhD Mohammad Al-Asadi | Assistant Professor
. Mahdi Saleh Naama 9
Computer Science M Al-Mah
PhD ousa Al-Mahna Assistant Professor
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Hussein Abdul-Wasi

10

Mathematics PhD Hussein Al-Husseini Lecturer
Postgraduate 11
Department |Computer Science Alaa Shouqi
Coordinator PhD Lecturer

_ 12

Computer Science Anwar Jaafar Mousa

phD Lecturer
Hassan Haleem 13
Computer Science Hassan Khudair Al-
PhD Rahemi Lecturer
Saba Mohammad 14
Computer Science Hussein Salman Al-
PhD Shabeeb Lecturer
Tarek Alwan Kazem 15
Computer Science Mohmied Al-
PhD Mershadi Lecturer
. Hiba Amir Jaber 16
Computer Science K Al-Khafaii
MSc azem Al-Rhataji Lecturer
. George Iskandar 17
Computer Science q in M Aii
PhD ussein Mousa Ajjam Lecturer
Samraah Adnan 18
Computer Science )Abdul-Muslim Jassim
PhD  |Al-Asadi Lecturer
. Sarah Kadhim Idris 19
Computer Science q Al-Saadi
MSc assoun Al->aadi Assistant Lecturer

Telecommunicatio Ola Ali Ubaid Kadhim

1S MSc Assistant Lecturer

Electrical Alaa Hammoud 21

Engineering and Abdul-Jarrah Al-

Electronics PhD  [Khafaji Assistant Lecturer

: Iman Daakhil Eidhan 22

Mathematics hahi Saidi

MSc Dhahi Saidi Assistant Lecturer
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Bashar Hamed 23
Computer Science Hassan Zahir Taj Al-
MSc Din Assistant Lecturer

Mohammad Khudir 24

Computer Science MSc Mahdi Al-Jubouri

Assistant Lecturer

Nadia Ali Abbas 25

Mathematics q )
MSc ussein

Assistant Lecturer

Professional Development

1. Personal development and leadership skills: Provide training in management, communication,
and leadership skills to enhance faculty members' ability to guide students and manage classrooms
efficiently.

2. Use of technology in teaching: Encourage the use of e-learning tools, applications, and
multimedia to improve the learning experience and student engagement.

3. Evaluation of academic performance: Establish a comprehensive evaluation system to measure
faculty performance and introduce the necessary improvements based on feedback and outcomes.
4. Development of communication skills: Strengthen faculty members' effective communication
skills to ensure positive interaction with students and effective transfer of knowledge.

Professional Development of Faculty Members

1. Continuous training: Professional development programs should be provided for faculty
members, including workshops and training courses in the latest networking and technology
techniques.

2. Continuous curriculum updating: Curricula should be reviewed and updated regularly to keep
pace with rapid developments in information technology and networks.

3. Promotion of scientific research: Encourage faculty members to conduct research in new and
emerging fields of networking and to participate in scientific conferences.

4. Collaboration with industry: Establish partnerships with companies and private-sector
institutions to provide training and practical opportunities that help faculty members keep pace
with market needs and apply theoretical knowledge.

5. Participation in academic communities: Encourage faculty members to join associations and
specialized organizations in information technology in order to share knowledge and communicate
with peers in similar fields.

1.Admission Criterion

Central admission according to the student's level in secondary education and the number of

12




applicants to the College.

2.Most Important Sources of Information about the Program

-Tuition-free education
-College Library

- Internet Access

-Digital Library and E-books

Program Development Plan

1.Updating the Curriculum

- Review current curricula and update them to include the latest technologies such as cloud
computing, cybersecurity, and the Internet of Things (lIoT).

- Integrate new subjects by adding courses in high-demand specializations such as artificial
intelligence and data analysis.

2. Developing Faculty Members' Skills

- Organize specialized periodic workshops for faculty members on the latest trends in education
and technology.

- Strengthen international partnerships through exchange of expertise with distinguished
universities and academic institutions.

3. Enhancing Students' Practical Experience

- Update technological laboratories and provide modern hardware and software for practical
laboratory experiments.

- Cooperate with companies to provide field training and work-based learning opportunities that
enhance practical application.

4. Stimulating Scientific Research

- Support students and faculty members in submitting proposals for new research projects.

- Organize periodic conferences and seminars to disseminate research and share knowledge.

5. Enhancing Interaction with Industry

- Develop partnerships with local and international technology companies to make the program
more relevant to the labor market.

- Organize seminars and meetings with professionals in the field of information networks to
share their experiences and ideas.

6. Continuous Evaluation and Improvement

- Conduct regular surveys of students and graduates to gather their feedback on the program.

- Review program performance periodically and identify areas for improvement..

13




Program Skills Map

Required Program Learning Outcomes

Values Skills Knowledge | Requir Course Course Code | Year/
ed or Name Level
c|3C | 2C, C| 4B | B| B | B 3A | 2A | A | Electiv
4 1 3| 2 | 1 1| ¢
Computer Networks 2026-2025
%* * * * * * * * * * * Required Fundamentals | IN1101
first /
Computer Science
* * * * * * * * * * * Required Fundamentals IN1102
Programming
* | * * * * * Required Fundamentals | IN1103
. | . . . * * Required Logic Design IN1104
. | R . R N . Required Mathematics INL105
s | % | . * * Required Arabic UoBAB1102
Democracy and 2026-2025
* | * * * * * * * | Required Human Rights UoBAB1104
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Computer first /
. Networking and
Required | communication | IN1211
fundamentals of IN120
Required Mobile Programming
2
Introduction to
Required Database Systems IN1213
. Web Page Design
Required 9 9 IN1204
Information
Required Theory and IN1205
Coding
. 2025-
: English
Required UoBAB1101 2026
Language Il
second
Computer Networks
Required Fundamentals Il IN2301
Computer
. Organization and
Required Architecture IN2302
Programming
Required Fundamentals Il IN2303

15




Discrete structures

Required IN2304
Probability and

Required Statistics IN2315
. English Lan |

Required g guage UOBAB2302
. Dynamic HTML

Required y IN2414

Digital Signal
Required Processing IN2405
Ba’ath System

Required Crimes In Iraq UOBAB2301
. Network Routing and

Required Switching IN3501

Required | Operating Systems IN3502

Required | Wireless Networks IN3513

Required | Web Programming IN3504

Required Group Project | IN3505

Required | Information Security IN3506
. Principles of Cloud

Required Computing IN3601
. Network Operating

Required Systems IN3612

2025-
2026
Third
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Planning For
* * * * * * * ok * * | Required Information IN3603
Networks
* * * * * * * 0 * *| Required | Web Development IN3614
* * * * * * * ok * * | Required Group Project 11 IN3615
* * * * * * *x * * | Required Network Security IN3616
* * * * * * * * * * Requlred

* Please place a mark in the boxes corresponding to the individual program learning outcomes subject to assessment.
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