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Abstract 
In order to protect and secure a video, watermark is added within data of video, to avoid conceal 

the watermark in fixed location or in the background of the frames of video, this paper indicates 
watermark concealing algorithm based on selecting two specific objects that are characterized with 
activity in their motion over the frames of video file. In this paper the watermark is concealed in 
objects of video based on host and reference objects, with the variation number of concealed bits in 
any pixel of object according to the proposed hiding schema that is explained in this paper instead of 
hiding the same number of bits from watermark. Also, in this work we illustrate the algorithm of 
watermark hiding in one frame, and we can extend this work by applying this algorithm in each frame 
based on the host and reference objects. 
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1. Introduction 
 

In communications ways when the sender sends his/her information to other parity, it may be stolen 
or modified, so that it needs a protection and security way in order to ensure preservation of original 
information. To secure the data of multimedia which is in digital form, information is added within it; 
multimedia can be image, video, audio, or text [1]. 

There are many methods of data securing and protecting such as cryptography, watermarking, and 
steganography. Each one has its characteristics and appropriate applications in wide range of data 
transitions [2]. Whereas a method of converting the source data to another form which is non-readable 
if the foreign user gets it, except the authorized receiver user can transform it to the original form and 
can reads it, this protection schema is called cryptography [2][3]. Another different preserving way is 
by conceal certain information which is in a digital form as text or picture to preserve the absentee of 
information, this is named as watermarking [3][4], while a schema of writing a data such as any digital 
signal (audio file, image, text, and video) in another signal that is called a cover, named as 
steganography [5]. 
 
2. Related Works 

 
Many methods and techniques were applied for embedding a watermark in a cover, whereas Al-

Taweel [6] based the Hartung technique for video protection from copyright, it was based on spread 
spectrum in discrete cosine transform (DCT). Agarwal [7] produced video protection method from 
copyright, firstly DWT was applied, then applying DCT on the (LH and HL) bands of WT, whereas a 
low frequency coefficients of the watermark was concealed in the coefficients of DCT with 
midfrequency. 

Mostafa [8], Sinha [9], Patil [10], and Chimanna [11] introduced hybrid method of video 
watermarking, the performance of watermarking was improves by combining two transforms PCA and 
DWT, in the first step DWT was applied to each frame, then PCA was applied to bands LL and HH, 
where the watermark was embedded in the result of PCA.  

Ahmed [12] hided in frames of video text and gray images information which were encrypted using 
RSA method, the concealing was applied in the frequency domain, in that work Combined DWT-DCT 
Algorithm was applied. Tawfiq et al. [13] proposed an intelligent watermark in GIS by combining the 
watermark with the features that were extracted from the vector map, this gives an intelligent 
watermark, and hiding the resulted watermark in vector map. Tawfiq et al. [14] proposed a method to 
hide the message in the highest frequencies segments, these segments were determined by segmenting 
the image (cover) and clustering them. Tawfiq et al. [15] produced a method to determine blocks of an 
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image for concealing using QCC that pixels within the block are similar and applying DCT to 
determine the block of hiding which has large number of zeros.  
 
3. Information Hiding 

 
Due to popularity of internet, communications, and digital media, and unreliability of media, there 

is necessary for securing and authenticating the data during transmitting it. The process of concealing 
data is embedding information of authenticity within the original data, with the importance that 
concealed information isn't perceptual and doesn't influence the nature of perception [16]. The reasons 
behind hiding or concealing concepts are: preserving the personality and data privacy, there is data that 
is critical, data's abuse avoidance, preventing data deleting and any modification, and others [3].  

Watermark is preferred to be invisible, it hasn't been seen or percept across the digital multimedia, 
it is impossible to delete it, this is named robustness, it identifies owner of the data without any 
ambiguous when retrieving this watermark, the amount of watermark message that will be hidden is 
called payload or capacity [17]. The main reason of hiding is to protect data from unauthorized use, 
this includes copy protection (by concealing digital message, it is called watermarking), and to prevent 
anyone to know about existence of information or message, this is called steganography [18]. 

Methods of watermarking are applies in two different domains, spatially such as LSB method, or 
frequently using transformation that convert the digital data form from spatial to frequency domain for 
example DCT, DFT, and WT, whereas watermarking concealing is applies in the coefficients of the 
method from these [19]. According to the watermark's perceptual, it can be completely shown, this is 
visible, such as logo, or it isn't shown (invisible), applications of second type are authentication, 
copyrighting, and others. According to the watermark's robustness, a watermark is called fragile if it 
fails to be detected after the simple modification, while a watermark is called semi-fragile, it fails 
detection after malignant transformations although it resists beginning transformations, and a 
watermark is to be robust if it withstandsa designated class of transformations [11]. The watermarking 
systems can be non-blind which means that original cover has been needed in watermark detection 
operation to guide the position of it in the watermarked cover, this type is also named private 
watermarking, it can be semi-blind which doesn’t require the original cover but it needs the watermark, 
or it can be blind which means that both original cover and watermark are not required, it also called 
public watermarking [20]. 
 
4. Proposed Method 

 
The proposed algorithm of watermark concealing in video media is explained in the following block 

diagram (Figure 1), it indicates the watermark concealing algorithm in frame of video, and it can be 
expanded for concealing the watermark in many frames. 
 it describes the hiding in one frame from video frames. The main idea of concealing algorithm is 
hiding the watermark in the object of video frame, that object has the most motion activity. Instead of 
hiding fixed number of bits in the Least Significant Bit (LSB) of each pixel of host object, this 
algorithm is adapted by hiding modified number of bits that will be hidden in the pixels of host object. 
The adeptness of embedding algorithm is done by determining the number of bits from the watermark 
that will be hidden according to the difference between the intensity value of the current pixel in host 
object and its 8-neighbors which surround it. Then calculate the average value of the 8-neighbored 
pixels of the current pixel of host object (except the pixels in the border of the selected area of an 
object, the pixels in corners have 3-neighbors and the rest pixels of border have 5-neighbors). After 
find the difference d between the current pixel and the average of its 8-neighbors, according to this 
difference, the number of bits c from the watermark that will be concealed are determined as follow. 
 
 
 
 
 
 
 Watermark 

If  difference d is 0 or 1 
     then number of bits c that will be hided is 1
If  difference d is 2 or 3 
     then number of bits c that will be hided is 2
If  difference d is greater than or equal to 4 
     then number of bits c that will be hided is 3
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Figure 1.  Block diagram of watermark hiding. 
 
This algorithm depends on two active objects (this will be noted in details in the next paper based 

on tracking all the objects in video). The first most active object is host object and the other is reference 
object. The number of hided bits c in each pixel will be saved in the 2 LSB  part of its corresponding 
pixel in reference object. In the watermark extracting operation and in order to know how many bits 
were hided in each pixel of host object, the 2LSB of each corresponding pixel of reference object will 
be checked, this guides in finding the hidden bits of watermark within the host object to extract the 
watermark from the each frame of video. In this proposed concealing method, watermark is embedding 
in object of video instead of embedding it in the background or stable position in the frame. The 
following algorithm describes hiding algorithm. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Host 
Object  

- Obtain neighbors  
-    Calculate difference 
     between average of 
     neighbors and current 
     pixel 

Save c value in 2 the 
LSB of correspond 
pixel in reference 
object  

For each pixel in host

Host Referenc

Hide c bits from 
watermark in c Least 
Significant Bit (LSB) 
of current pixel of host 
based on difference 

Algorithm for Watermark Concealing. 
Input:    Video file and 2D-watermark. 
Output:  Watermarked video. 
Begin 

Step 1:  Separate video file to set of frames. 
Step 2:  Convert the watermark into binary form, which is a set of bits. 
Step 3:  Select two specific objects based on tracking their motion, they are more active in 
             their motion, the first most active object is host object and the other is reference object. 
Step 4:  For each frame apply the following steps: 
Step 4-1:  For each pixel in host object do steps (4-2 to 4-6). 
Step 4-2:  Obtain the 8-neighbors of the current pixel that surround it. 
Step 4-3:  Calculate the difference d  between average of 8-neighbors and current pixel using 
                d=abs(av – p) where av  is average of 8-neighbors of current pixel, and p is the  
                current pixel. 
Step 4-4:  According to the difference d that is calculated in previous step, number of bits, c, 
                from watermark that will be hidden in the Least Significant Bit (LSB) part of current 
                pixel P in host object, is determined as follow: 

                             If  d = 0 or 1  then c is 1 
                             If  d = 2 or 3  then c is 2 
                             If  d >= 4     then c is 3 

Step 4-5:  Hide c bits from watermark in Least Significant Bit (LSB) of host object. 
Step 4-6:  Store number c in the 2bits of the LSB of reference object. 
Step 5:     Store the size of watermark in the first two bytes in the current frame. 
End 
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The following Figure 2 shows the location for saving the counter number c in the 2LSB of 
corresponding pixel of reference object. This number will be used in extracting the watermark from the 
host object of each frame of watermarked video to determine the number of embedded bits in each 
pixel. 

 

        

 
 

 
 

Figure 2. Count representation in corresponding pixel of reference object. 
 
If the arrays that are represent both host and reference objects as shown in the below figure: 
 

 
 

Figure 3.   Example of host and reference objects values. 
 

Now for each pixel in host object obtainits neighbors, such as the neighbors of the first pixel value 
53 are three they are 61, 76, 71, then calculate the difference d between 53 and average of neighbors. 
This means that d=abs(((61+76+71)/3)-53)=16, it is greater than 4, so that number of bits, c, of 
watermark that will be hidden in the LSB part of pixel 53 is three bits, that is represented in binary with 
two ones in the LSB. 

The following figure shows the modification in pixel value of host object and its corresponding 
pixel in reference object after hiding three bits from watermark in host object and saving the number of 
hidden bits in the 2LSB of reference object if the watermark after converting it into binary as 
1101010101110001.  

 
 
 
 

before hiding                                                                     before modification  
 

 
 
                        

                      
 

                    after hiding three bits                                                    after saving number of hidden bits 
Figure 4. The bits of pixel of host and reference objects before and after hiding. 

 
     Now the new value of pixel 53 in host object is 54, and the new value of the corresponding pixel 
140 in reference object is 143. 
     Another explanation for example pixel 76 in the second row and second column,  
d=abs(((53+61+70+87+85+78+79+71)/8)-76)=3. So that number of bits, c, of watermark that will be 
hidden in the LSB part of pixel 76 is two bits whereas the binary representation of 76 is 01001100. It 
will become after hiding two bits of watermark 1101010101110001 as 01001110 that represents value 

53 61 70 55 

71 76 87 78 

79 78 85 54 

140 153 170 157 

148 157 174 153 

163 184 179 172 

0 0 1 1 0 1 0 1 1 0 0 0 1 1 0 0 

1 0 0 0 1 1 1 1 0 0 1 1 0 1 1 0 

Host Object Reference Object 

Host Reference 

2bits of number c

2bits of number c
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78, and the binary representation of its corresponding pixel 157 in reference object is 10011101, it will 
become after saving number of hidden bits as 10011110 that represents value 158. 
     To extract the embedded watermark, checking the two LSB of each pixels of reference object, and 
based on the contents of these two bit the number of bits of watermark that were hidden in the 
corresponding pixel in the host object, are known, as the following: 
 
 
 
 
 
 
 
 
     By iterated this process to the all pixels of reference object, the bits of embedded watermark are 
grouped and finally retrieving the watermark. The following figure explains the watermark retrieving. 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

Figure 5.  Block diagram of watermark extracting. 
 
The following algorithm explains the watermark extraction. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5. Ex 

Algorithm for Watermark Extraction. 
Input:    Watermarked Video file. 
Output:  Extracted Watermarked. 
Begin 

Step 1:  Separate watermarked video file to set of frames. 
Step 2:  Select two specific objects based on tracking their motion, they are more active in their 
            motion, the first most active object is host object and the other is reference object. 
Step 3:  For each frame apply the following steps: 
Step 3-1:  For each pixel in reference object do steps (3-2 to 3-5). 

       Step 3-2:  Check the 2LSB of current pixel that represents the counter c. 
       Step 3-3: According to the value of counter c that is calculated in previous step the number of 
                      embedded bits will be known. 
       Step 3-4: Get c bits from the LSB part of the corresponding pixel of host object to the current 
                      pixel of reference object as follow: 
                            If  c is 1then get one bit-LSB 
                            If  c is 2  then get two bit-LSB 

                     If  c is 3  then get three bit-LSB  
Step 3-5:  Save the bits that are get for building the watermark. 
Step 4:     Return the extracted watermark. 
End 

Reference Object of 
watermarked video frame 

- Check the 2LSB 
- Based on the value of 

counter in 2LSB: 
If  c is 1  then get one bit-LSB 

If  c is 2  then get two bit-LSB 

If  c is 3  then get three bit-LSB 

Retrieve the bits of watermark 
that were embedded 

Reference

Host

Watermark 

For each pixel in reference 

If the value of 2LSB of the current pixel of reference object is 1 
         Then get one bit-LSB from the corresponding pixel of host object 
If the value of 2LSB of the current pixel of reference object is 2   
        Then get two bit-LSB from the corresponding pixel of host object 
If the value of 2LSB of the current pixel of reference object is 3 
        Then get three bit-LSB from the corresponding pixel of host object 
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5. Experimental Results 
 

Firstly separate the input video into set of frames, and convert the watermark (it can be image or 
text) into set of bits, the embedding algorithm was applied into frames of video, the area of embedding 
in host must equivalent to the area of embedding in reference, with storing the number of pixels of 
watermark that were hidden in the first two bytes of a frame. 

By using many different size of area with different size of the 2D-watermark (watermark image), 
the PSNR measure was calculated for each frame to determine the amount of modification in both 
object and reference objects due to the watermark concealing in pixels of host object and the 
concealing of number of embedded bits from watermark in the corresponding pixel of reference object.  

Table 1 explains the experimental results of frame 1 with calculating the PSNR measure of host and 
reference objects. Table 2 shows the PSNR measure of host and reference objects in frame 2, and so on 
calculating the PSNR measure of host and reference objects in each frame. Table 3 shows the PSNR 
measure of host and reference objects in frame 7. 

 
Table 1.  The PSNR measure of host and reference objects in frame 1. 

Size of host 
object 

Size of 
reference 

object 

Size of 2D 
watermark

PSNR of 
host object 

PSNR of 
reference 

object

Used pixels 
for hiding 

50*20 50*20 8*5 46.49 52.40 113 

40*50 40*50 20*15 41.37 46.24 957 

60*30 60*30 11*9 46.57 50.33 294 

30*70 30*70 7*10 49.29 52.52 301 

80*100 80*100 20*10 49.46 53.78 628 

90*110 90*110 20*30 45.73 49.96 1846 

 
Table 2.  The PSNR measure of host and reference objects in frame 2. 

Size of host 
object 

Size of 
reference 

object 

Size of 2D 
watermark

PSNR of 
host object 

PSNR of 
reference 

object 

Used pixels 
for hiding 

50*20 50*20 8*5 46.33 51.58 116 

40*50 40*50 20*15 42.28 45.16 980 

60*30 60*30 11*9 48.44 50.25 286 

30*70 30*70 7*10 48.13 52.47 297 

80*100 80*100 20*10 49.41 51.82 611 

90*110 90*110 20*30 46.84 50.79 1827 
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Table 3.  The PSNR measure of host and reference objects in frame 7. 

Size of host 
object 

Size of 
reference 

object 

Size of 2D 
watermark

PSNR of 
host object 

PSNR of 
reference 

object 

Used pixels 
for hiding 

50*20 50*20 8*5 47.02 54.24 105 

40*50 40*50 20*15 43.11 48.21 926 

60*30 60*30 11*9 45.86 52.41 295 

30*70 30*70 7*10 49.73 53.12 292 

80*100 80*100 20*10 47.58 51.53 674 

90*110 90*110 20*30 44.87 48.98 1873 

 
Table 4 explains the PSNR such as of entire frame 5 that includes unchanged areas (any area in a 
frame except that of more two active objects), and changed areas (where the watermark was been 
hide in host object, and number of bits that were hidden in each corresponded pixel in reference 
object. 
 

Table 4.  The PSNR measure of entire frame 5. 

Size of host 
object 

Size of 
reference 

object 

Size of 2D 
watermark

PSNR of 
frame 5 

50*20 50*20 8*5 68.13 

40*50 40*50 20*15 65.74 

60*30 60*30 11*9 62.79 

30*70 30*70 7*10 63.38 

80*100 80*100 20*10 56.96 

90*110 90*110 20*30 57.19 

 
6. Conclusions 

 
In order to increase the powerful and the characterized hiding algorithm of this paper, it doesn’t 

depend on hiding the watermark in fixed place in the frames of video. 
To avoid the weakness of watermark concealing in the same place through the video frames, so that 

the adaptive algorithm of this paper tends to conceal the watermark in different locations within the 
frames depending on selecting two objects (host and reference) which are active in their motion 
through the video, whereas the location of hiding watermark varied according to the motion of these 
objects. 

Also this algorithm doesn’t conceal fixed number of bits from watermark in LSB part of each pixel, 
instead of that, in each time the algorithm conceals varied number of bits from watermark in LSB part 
of each pixel of host object depending on the difference between the current pixel and its neighbors, 
with storing the number of hidden bits in 2LSB of reference object. 
The experimental results show a small modification in both object and reference objects, which is 
determined by PSNR measure, this doesn’t cause perceptual degradation in frames of video duo to the 
hiding operation using LSB, many pixels in the area of host and reference objects are modified, 
whereas LSB modifies as maximum 3bits in the least significant part of the pixel. So that only area of 
hiding in both objects are changed in its pixels values (not all its pixels, just they are enough for hiding 
watermark bits). 
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